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1
Decision/action requested

We propose to use the MSK as the anchor key. One of the reasons is text from the RFC 5448 for EAP-AKA’ that cannot be changed for 5G.
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Rationale

Clause 6.1.3.1 contains: 

Editor's Note: It is ffs whether the anchor key is the MSK or a key derived from the EMSK.
The present pCR proposes deleting this EN which implies, according to the current text, that the anchor key is the MSK. 

We start by looking at the RFC 5448 for EAP-AKA’ we find in the section 3.3 on key generation: 

“IK' and CK' are derived as specified in [3GPP.33.402].  The functions that derive IK' and CK' take the following parameters:  CK and IK produced by the AKA algorithm, and value of the Network Name field comes from the AT_KDF_INPUT attribute (without length or padding) .”
The current text in TS 33.501, v020, clause 6.1.3.1, indeed derives IK' and CK' in the same way as described in 3GPP TS 33.402. The value of the Network Name field is not specified in RFC 5448 nor in 3GPP TS 33.402, but in 3GPP TS 24.302. It can be different for 5G as long as 3GPP TS 24.302 contains a corresponding pointer. This is all explained in the large NOTE in clause 6.1.3.1 of TS 33.501.

Consequently, when using EAP-AKA’, we are stuck with the derivation of IK' and CK' from IK and CK as specified in TS 33.402. And this key derivation already provides the desired binding to the serving network name.

Furthermore, we have in TR 33.899, clause 5.2.1.2:

“An interface between AUSF and UDM, namely N13, is defined in TS 23.501 for retrieving subscriber profile information. Regarding a split for authentication functionality, an interface between AUSF and ARPF shall be defined for the case of EAP-AKA and EAP-AKA’. In this case, the interface description shall be modelled after SWx, the interface between 3GPP AAA server and HSS defined in TS 23.402. For other authentication protocols, no split for authentication functionality will be standardized in 5G phase 1.” 

The current description of the use of EAP-AKA’ in 5G complies with this requirement to model the interface description between AUSF and ARPF after SWx.
The MSK resulting from the procedure in clause 6.1.3.1 is 5G-specific and serving network-specific as the derivation of CK’ and IK’ from CK and IK includes the serving network name that, according to a proposal in a companion contribution in S3-171982 is the concatenation of the string ‘5G’ with the VPLMN Id of the serving network. So, the MSK satisfies all we need from a 5G anchor key.

Of course, one could add another layer of key derivation on top of MSK or EMSK in the hope of achieving a unified computation of the anchor key from either MSK or EMSK for all EAP methods, including EAP-AKA’. But
· this additonal key derivation would be completely unnecessary in the case of EAP-AKA’;

· no normative work on other EAP methods will be performed in 5G phase 1, so we cannot be sure what the outcome will be in phase 2;

· EAP-AKA’ unavoidably requires some special handling due to the requirements in RFC 5448 and TS 33.402, which, in turn, stem from the fact that, for AKA with AMF separation bit = 1, the keys IK and CK shall not leave the HSS (where HSS translates into ARPF for 5G). 

· There is no risk of the same MSK being used in non-5G contexts because the string ‘5G’ is added into the network name, which is part of the derivation of CK’ and IK’.

Hence, we propose to use the MSK as the anchor key for EAP-AKA’. This does not preclude a unified handling for other EAP methods. 
4
Detailed proposal

********************Start of pCR***********************************

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the AUSF has received a 5G-AIR from the SEAF, cf. clause 6.1.2, and has selected EAP-AKA' as the authentication method. 

Then the AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name received in the 5G-AIR. 

The AUSF requests one or more authentication vectors (AVs) from the ARPF in an AV-Req including the serving network name and an indication that the authentication vector is for EAP-AKA'. The ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an AV-Resp. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE: The exchange of an AV-Req and an AV-Resp between AUSF and ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note: The content of clause 6.1.1.3 is ffs. 
The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains thekey MSK, as computed in RFC 5448 [12].  

The key MSK received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.6. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the AUSF acts according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.


********************End of pCR***********************************

�this is proposed to be deleted in a companion contribution
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