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1
Decision/action requested

This contribution provides an update of clause 5.4.1. ‘Requirements for algorithm selection’.
2
References

[1]
 TS 33.501
3
Rationale

This contribution provides an update of clause 5.4.1 ‘Requirements for algorithm selection‘ in TS 33.501 [1]. 
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** First Change *****

5.4
Algorithm selection

5.4.1
Requirements for algorithm selection

Editor’s Note: The content of this clause is meant to correspond to 33.401, clause 7.2.4.1, which is about requirements for algorithm selection. The content should apply to AMF and both eNB and gNB.
a) An active UE and a serving network shall agree upon algorithms for

-
RRC ciphering and RRC integrity protection (to be used between UE and gNB)
-
UP ciphering (to be used between UE and gNB)

-
UP integrity (to be used between UE and gNB). The selected integrity algorithm for protection of UP traffic may differ from the selected integrity algorithm for protection of RRC if integrity protection of UP traffic is disabled. 
Editor’s Note: Its FFS whether UP integrity is supported between UE and eNB. 

-
NAS ciphering and NAS integrity protection (to be used between UE and AMF)

b) The serving network shall select the algorithms to use dependent on

-
the UE security capabilities of the UE,

-
the configured allowed list of security capabilities of the currently serving network entity

c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.
NOTE: 
This requirement may not be feasible to fulfil in the future if a new algorithm is added to an AMF and a gNB connected to an AMF, but not to an eNB connected to an AMF. 
d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure shall configure AS security (RRC and UP) and NAS level security mode command procedure shall configure NAS security.

Editor’s Note: The details related to the activation of the integrity protection and ciphering for RRC as well as for the user plane are FFS. It is expected that each case is further described as sub-bullets, cf. TS 33.401 clause 7.2.4.1. 
g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

***** End of Changes *****

