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1	Decision/action requested
Subscriber privacy management in 5G includes several functions, for which privacy requirements need to be defined. 
2	Rationale
5G implements subscriber privacy. For this, it is not sufficient to only provide a decryption / deconcealing function, but a generic privacy management is needed. In particular, even if there is only one public key for all subscribers of one operator envisioned, in reality, several private keys may be needed, e.g. for the operator to update the public key at all UEs or to disable a key. Thus, the appropriate key needs to be selected based on the received key identifier and managed.
It is proposed to provide the privacy management as a service. SA2 may decide which network function should host the privacy management service (PMS). Requirements on several functions are listed in this pCR that, Nokia believes, at least should be part of the PMS. 

3	pCR

<<< START OF CHANGES >>>

<<< CHANGE 1 >>>
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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ACRONYM>	<Explanation>
5GC	5G Core Network
5G-AN	5G Access Network
5G-RAN	5G Radio Access Network 
AMF	Access and Mobility Management Function
AMF	Authentication Management Field
NOTE: If it is not clear from the context, which meaning the acronym AMF has, it is spelled out. 
IKE	Internet Key Exchange
KRF	Privacy key request function
NAS	Non Access Stratum 
PDB	Privacy data base
PHF	Privacy handling function
PMS	Privacy management system
QoS	Quality of Service 
SEG	Security Gateway
SIDF	SUPI decryption function
UE	User Equipment
UPF	User Plane Function
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5.X	Requirements for subscriber privacy management
Editor’s note: Whether other functions for privacy management are needed is ffs and may depend on SA2 and CT4 decision.
5.X.1 	Privacy management service (PMS)	
A privacy management service (PMS) shall be responsible for the handling of all subscriber privacy management related functions.
PMS shall be located in the home network environment.
PMS functions shall be located in a high secure module (HSM) environment, at least those that store the private key(s), select a private key, and are responsible for the decryption of the SUCI. 
PMS takes care of the handling of the key identifiers, selecting the correct key for decryption of SUPI, initiating the decryption, providing back the SUPI to the requesting network element.
PMS shall receive the SUCI, resolve SUPI based on SUCI, and return SUPI after involving the appropriate PMS functions.
Access rights to the PMS shall be defined.
5.X.2 	Privacy handling function (PHF)
PHF is a function of PMS. PHF shall be the only contact point from network element to the PMS.
5.X.3	Privacy database (PDB)
The privacy database (PDB) shall be part of the PMS HSM. PDB shall hold one or several key identifiers and the related private keys used to protect the SUPI.
5.X.4	Key selection and key request (KRF)
The key selection and request function (KRF) shall be part of the PMS HSM. The KRF shall request the PDB for the private key.
5.X.3 	Decryption function (SIDF)
The SUPI decryption function (SIDF) shall be part of the PMS HSM.
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