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Decision/action requested

It is porposed to approve the actions in clause 4
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Rationale

3.1
Background

SA3 is still discussing the issue of NR security capabilities in option 3, i.e., non-standalone NR with eLTE eNB as master node and EPC core. The solutions identified so far are documented in TR 33.899 [1] clause 5.4.4.12. They are basically the following.
1. Solution 1: Only the LTE security capabilities are used in option 3.

2. Solution 2: The NR security capabilities are transferred via the UE capability enquiry procedure as described in TS 36.331 [2] clause 5.6.3.
3. Solution 3: The NR security capabilities are transferred over NAS and further handled similarly to the LTE security capabilities.

During the previous meeting, SA3 received conflicting feedback on the solutions from the other working groups. While RAN2 expressed preference towards solution 3, CT1 expressed preference towards solutions not having impact on MME. The outcome was yet another LS to RAN2 (see S3-171485 [3]) asking for further feedback on solution 2. 
3.2
Feedback on Solution 2

The reply LS S3-171720/R2-1707496 [4] highlights a new issue as follows:

· Currently capabilities can be requested and provided before security activation. However, if security is needed for capability exchange, then enquire need to be done after security activation that increases delay to setup EN-DN as well as increases signalling load significantly.

The LS mentions the possibility that the NR capabilities could be echoed back to the UE once security is activated but this is also problematic:
· If there is requirement to echo the NR security capabilities back to the UE, there is additional specification impact as well as signalling overhead.

In addition, the LS highlights other issues to be taken into account such as the handling of the NR security capabilities in the standalone options as well as in interworking scenarios.
3.3
Analysis of the solutions

3.3.1
Issues to be solved

This clause includes a comprehensive analysis of all the potential issues to be taken into considerations when comparing the different solutions. The importance of some of the issues below is still open for discussion.
3.3.1.1
Impact on MME

It should be indicated whether any solution has impact on MME. This is one of the most important issues since it is crucial for the early deployment of NR with EPC core as in option 3. In addition, the CT1 feedback on the possible solutions clearly indicated preferences towards MME agnostic type of solutions. 
Proposal 1: It is important to not impact MME.

3.3.1.2
Signalling and performance overhead

The norm here should be based on the legacy mechanism, that is how the UE security capabilities are handled in 4G. Figure 1 shows the different cases involving the transfer and negotiation of UE security capabilities. Based on this, it should be possible to indicate for each solution whether there might be signalling or performance overhead by assessing how much it deviates from the use cases of Figure 1.
Proposal 2: The mechanisms in 4G should be maintained and adopted. Deviations are unacceptable unless needed and unavoidable.

[image: image1.emf]MME

UE

Source 

eNB

Target 

eNB

MME MME

eNB

UE UE

MeNB SeNB

UE

NAS 

domain

AS 

domain

a

b

a

b

a a

a. UE sends sec caps over 

NAS in attach request

b. MME sends back UE 

sec caps during NAS 

security activation 

a. MME sends UE sec 

caps over S1-MME in 

intial context setup 

message

b. eNB does not send 

back UE sec caps during 

RRC and UP security 

activation 

a. Source eNB sends UE sec 

caps over X2 in handover 

request message

b. Target eNB does not send 

back UE sec caps during RRC 

and UP security activation

c. Target eNB sends UE sec 

caps over S1-MME in path 

switch request message 

Old 

MME

UE

New 

MME

a. MeNB sends UE sec caps 

over X2 in SeNB bearer 

addition request message

b. SeNB does not send back UE 

sec caps during RRC and UP 

security activation 

a

a. Old MME sends UE sec caps over 

S10 in identity response message

b. New MME sends back UE sec caps 

during NAS security activation 

1 2 3 4 5


Figure 1: Handling of UE security capabilities in 4G
3.3.1.3
Impact on 4G RAN

This issue relates to cases 2 and 3 in Figure 1. More precisely, the UE capabilities are not handled transparently in RAN. First, the eNB needs to select the capabilities to use when activating security for CP and UP based on the information received in step 2.a. Second, the source eNB needs to be able to transfer the UE capabilities on a different interface, here the X2 interface, to the target eNB in step 3.a. Therefore, for each solution it should be indicated that this is possible without impact on legacy RAN nodes in case the NR security capabilities are included in the legacy information elements.

Proposal 3: The impact in RAN should be restricted to MeNB in option 3. That is the eNB nodes that are connected to gNBs in option 3 deployment.
3.3.1.4
CN control
The trust model in 4G assumes higher level of trust in the NAS domain than the AS domain. Therefore, the UE security capabilities are handled by the CN (case 1 in Figure 1). They are primarily provisioned to the RAN by the CN (case 2 in Figure 2). In addition, the protection against biding down attacks is enforced by the CN (cases 1,3 and 5 in Figure 1). Therefore, it should be indicated whether a solution deviates from the legacy trust model.
Proposal 4: The CN control over the provisioninig and the initial negotiation of the UE security capabilities to RAN should be maintained. Deviations are unacceptable unless needed and unavoidable.
3.3.1.5
Use of NR-specific security capabilities

It has been expressed that it would be beneficial to use NR-specific security capabilities whenever it is possible. It is not clear what would be the security benefits of using such new capabilities when connected to 4G core unless of course they are introduced as well for 4G. Futher, it is also not clear what would be the security benefits of having stronger or newer security capabilities in option 3, i.e., "non-standalone" NR, when security critical CP messages are using LTE security capabilities which are also used by the MeNB. Security is as good as the weakest link and therefore there seems to be no clear justification of why the additional complexity of using newer security capabilities in option 3 is needed and acceptable. In addition, it should be appreciated that until now, UEs do not have two different sets of security capabilities for CN and RAN and it could be argued that the security capabilities should be core specific. Therefore, whatever is used in the RAN should be supported by the CN. Nevertheless, it should be indicated for each solution whether it allows the use of NR-specific security capabilities or not.
Proposal 5: There is no apparent security benefit of using security capabilities in the RAN that are different from the ones supported by or even known in the CN.

Proposal 6: There is no apparent security benefit of using newer and potentially stronger NR-specific security capabilities only with NR in option 3.

3.3.1.6
Interworking aspects

It should be also indicated whether the solutions work with the interworking procedures currently described in TS 23.502 clause 4.11. In particular, for solutions not having impact on 4G core, it should be described how the NR security capabilities are transferred to the 5G core. The legacy mechanism should be used as a reference here as well. In idle mode mobility from 3G to 4G, the UE security capabilities are introduced in the TAU request. During a handover from UTRAN to E-UTRAN, the UE security capabilities could be included in the forward relocation request from the SGSN to the MME. In case they are not included, then the MME assumes the support of certain security capabilities as described in clause 9.2.2.1 of TS 33.401 [6]. Observe that for 5G, SA3 already agreed on mandating the support of the legacy algorithms.
Proposal 7: There is no apparent need that the NR-security capabilities are transferred from the MME to the AMF for interworking.
3.3.1.7
Impact on 5G RAN
In general, it is highly desirable that the solutions do not introduce functional dependancies between the 5G RAN-node (eNB or gNB) and the deployment options supporting the 5G core. In all such deployment options, the RAN nodes are expected to support the same intra-RAN interface (Xn) and RAN-CN interfaces (N2 and N3).
Proposal 8: Introducing functional dependencies between the security mechanism and the deployment option is not acceptable.
3.3.2
Comparison of the solutions
The following table provides a detailed description on the comparisons of the current solutions.

	Issues
	Solution 1 - Only LTE caps
	Solution 2 - NR caps handled in AS
	Solution 3 - NR caps handled in NAS

	Impact on MME
	No
	No
Note: Based on our understanding that the LS [4] mentions the possibility that the NR security capabilities could be stored as part of the radio capabilities transparently to the MME
	Yes

	Signalling and performance overhead
	No
	Yes
Note: this is based on the feedback from RAN2 (clause 3.2). Since the enquiry procedure could be performed before security activation, either the procedure must be delayed or the NR security caps must be echoed back once security is activated. In both cases, there is an overhead.
	No

	Impact on 4G RAN
	Yes
	Yes
Note: this is because the radio capabilities are transferred transparently over the X2 and S1-MME interface
	No



	CN control
	Yes
	No
Note: It could be argued that this new model of security capability handling increases the risk for security compromise. On the other hand, no security issues have been identified so far.
	Yes

	Use of NR-specific caps
	No
	Yes
	Yes

	Interworking
	No
Note: the NR security caps could be sent later to the 5GCN after handover completion
	No
Note: the NR security caps could be sent later to the 5GCN after handover completion
	Yes

	Impact on 5G RAN
	Yes
Note: Assuming the principle of source always adapts to target, i.e. the eNB does the necessary translation to the gNB
	Yes
Note: Assuming the principle of source always adapts to target, i.e. the eNB does the necessary translation to the gNB
	Yes
Note: Assuming the principle of source always adapts to target, i.e. the eNB does the necessary translation to the gNB


4
Detailed proposal

It is first proposed that the legacy mechanisms as described in Figure 1 are reused in 5G that is for all the deployment options supporting the 5G core.
For option 3, it is proposed that Solution 1 (i.e., using only the LTE caps) is adopted based on the following reasons:

· It has no impact on MME.
· It does not incur additional signalling and performance overhead.
· It has no impact on legacy RAN that is eNBs not supporting option 3.
· It maintains CN control over the provisioning and the intial negotiation of the security capabilities.
· It maintains security in RAN to the same level as the one supported by the master node, i.e. the MeNB.
· It is not problematic for interworking and enables the reuse of the legacy mechanism.
· It is not problematic for other deployment options.

Since it has been already agreed that the 5G system shall support the LTE security algorithms, from a security perspective, the use of NR-specific capabilities already in option 3 is neither needed nor increases security. Therefore, the additional complexity and overhead of Solution 2 (i.e., NR caps handled in AS) and Solution 3 (i.e., NR caps handled in NAS) are not well founded.
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