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1
Decision/action requested

This contribution proposes the potential key hierarchy in 5G phase1. 
2
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3
Rationale

According to the agreement in E.1.2.2.2, the 5G key hierarchy should be considered based on the principles that the AMF and SEAF are co-located in phase1, but the key hierarchy can be updated resulting from the separation of AMF and SEAF.
In 5G phase 1, the SEAF and the AMF are co-located. The SMF is a separate entity, as defined in TS 23.501. The key hierarchy is done in phase 1 such that AMF and SEAF can be separated in later 5G phases.

Furthermore, according to the agreements in E.1.7.1 NAS protection keys, E.1.7.2 Security anchor key, E.1.7.3 Additional intermediary core network key, E.1.7.4 3GPP Access network key, and E.1.7.5 Air interface protection keys, the agreements about these essential keys are already achieved to some extent.
It is proposed to give a potential key hierarchy based on the agreements above. And please note this paper only covers the part of key hierarchy after the primary authentication procedure, so the key handling for handover and roaming scenarios are not covered in this current key hierarchy. 
4 Detailed proposal

****************Begin of the change*************
6.6  Key hierarchy
Editor's Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 
6.6.1 Keys in 5G phase1
The key hierarchy for 5G phase1 should include the following keys: Anchor key (KSEAF), KAUSF, KAMF, KgNB, KN3IWF, KNAS1int, KNAS1enc, KNAS2int, KNAS2enc, KUPenc, KUPint, KRRCint, and KRRCenc.
· Anchor key (KSEAF): This key is derived by UE and AUSF during the primary authentication and sent by AUSF to the SEAF. 
· KAUSF: This key is derived by UE and AUSF during the primary authentication that is left in AUSF.
· KAMF: This key is derived from Anchor key by UE and SEAF. It is to be used between the UE and the AMF in the serving network for subsequent key derivations. 
· KgNB: This key is derived by UE and AMF from KAMF and transferred to gNB.
· KN3IWF: This key is derived by UE and AMF from KAMF and transferred to N3IWF.
Keys for NAS traffic:
For an AMF associates multiple access-specific contexts for an UE, the AMF should have two NAS security contexts for both 3GPP access and Non-3GPP access.

· KNAS1int and KNAS1enc: NAS keys which shall only be used for the protection of NAS traffic for 3GPP access with a specific algorithm (i.e., integrity algorithm and encryption algorithm). These NAS keys shall be derived by UE and AMF using the similar principles as specified in TS 33.401. 
· KNAS2int and KNAS2enc: NAS keys which shall only be used for the protection of NAS traffic for non-3GPP access with a specific algorithm (i.e., integrity algorithm and encryption algorithm). These NAS keys shall be derived by UE and AMF using the similar principles as specified in TS 33.401.

Keys for UP traffic:
· KUPenc, KUPint are the keys for UP traffic, which are derived by UE and gNB and shall only be used for the protection of UP traffic for sessions of one UE with the specific algorithms using the same way as in TS 33.401. 
Keys for RRC traffic:
· KRRCint, KRRCenc are the keys derived from the KgNB, which shall only be used for the protection of RRC traffic with a specific algorithms using the same way as in TS 33.401. 

Regarding EAP-AKA' and EPS AKA* are the only authentication methods that are mandatory to support in UE and serving network, hence, the anchor key should be derived as described in clause 6.1.3.
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Figure 1 Key hierarchy in 5G phase1

NOTE: The dash line means the KASME* (described in clause 6.1.3) is the anchor key.
Editor’s note: What the inputs for the KDF of keys in key hierarchy is ffs.

Editor’s note: It is ffs how to reflect KAUSF in this figure. The usage of KAUSF is ffs.
***************End of the Change***************
