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Decision/action requested

Approve the pCR to TS 33.501 below
2
References

 [1]
3GPP TS 33.501 v020
3
Rationale

The present contribution provides

a) content for NAS security clause 6.2, based on key issue agreements 1.6 and 1.7.  
b) NAS security keys are derived from KAMF whenever a new KAMF is established. It is possible to have more than one NAS bearers, one each over different access such as 3GPP access or non 3GPP access. 
c) Text is mostly adapted from TS 33.401 clause 8, text related to Control Plane CIoT EPS optimisation for data transport is not retained, since TS 23.501/502 doesnot mention it.

4
Detailed proposal

********************Start of pCR***********************************

6.2
Security mechanisms for non-access stratum signalling
Editor's Note: This clause is meant to contain, among other things, contents corresponding to 33.401 [10], clause 8 “Security mechanisms for non-access stratum signalling and data via MME” and clause 6.5 “Handling of NAS COUNTs”.

6.2.0 General
This clause applies to security procedures between the UE and the AMF.
6.2.1 NAS integrity mechanisms
NAS integrity shall be supported. NAS integrity shall be used, except for the NAS message listed in TS 24.xxx. 
The AMF shall select the NAS security algorithms (including ciphering and integrity protection) which have the highest priority from its configured list and are also present in the UE 5G security capabilities. 
6.2.1.1 NAS Security input parameters and mechanism

NAS integrity key KNASint and NAS ciphering key KNASenc are derived as described in Annex A.

Input parameters to the NAS 128-bit integrity algorithm is described in Annex X are an 128-bit integrity key KNASint as KEY, an 5-bit bearer identity NAS BEARER, which shall equal the constant value 0x00, the direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed as follows:

COUNT = 0x00 || NAS OVERFLOW || NAS SQN 

Where

-
the leftmost 8 bits are padding bits including all zeros.

-
NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value.

-
NAS SQN is the 8-bit sequence number carried within each NAS message. 

-    NAS BEARER identity is the identity of the NAS link between the AMF and the UE. Multiple NAS links are possible, one each over each access type, such as 3GPP, non 3GPP etc.

Editor’s Note: Allocation of NAS BEARER identity by AMF is FFS.

Editor’s Note: Input parameters for computation when there are multiple NAS links is FFS.

The use and mode of operation of the 128-bit integrity and encryption algorithms are specified in Annex X.
Both the AMF and the UE shall perform the intrgity check of the received message. Any message which fails the integrity check shall be discarded by the receiver, except for messages specified in TS XX.YY, after enabling the NAS integrity protection. For those exceptions the AMF shall take the actions specified in TS XX.YY when receiving a NAS message with faulty or missing NAS-MAC.
6.2.1.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after a handover to 5GC from E-UTRAN. The AMF starts this procedure by sending the SECURITY MODE COMMAND message. Replay protection shall be activated when integrity protection is activated (except for when the selected integrity protection algorithm is EIA0, see Annex X). Replay protection shall ensure that the receiver only accepts each particular incoming NAS COUNT value once using the same NAS security context. Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply integrity protection as specified in TS 24.301 [X]. 
NAS integrity stays activated until the 5GC security context is deleted in either the UE or AMF. In particular, the NAS Service Request message shall always be integrity protected and the NAS Attach Request message shall be integrity protected if the 5GC security context is not deleted while UE is in RM-DEREGISTERED state. The length of the NAS-MAC is 32 bit. The full NAS-MAC shall be appended to all integrity protected messages except for the NAS Service Request. Only the 16 least significant bits of the 32 bit NAS-MAC shall be appended to the NAS Service Request message. 

The use and mode of operation of the 128-EIA algorithms are specified in Annex X.
6.2.2 NAS confidentiality mechanism

The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 6.2.1.1, with the exception that a different key, KNASenc, is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.
The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex X.
NOTE:
In the context of the present subclause, a message is considered ciphered also when the NULL encryption algorithm EEA0 is applied.
6.2.3 Multiple NAS links
TBA
6.2.3 Handling of NAS COUNTs

Each KAMF has a distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. 

It is essential that the NAS COUNTs for a particular KAMF are not reset to the start values (that is the NAS COUNTs only have their start value when a new KAMF is created). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two AMFs and the same NAS keys are re-derived. 

The NAS COUNTs shall only be set to the start value in the following cases: 

-
for a partial native 5GC NAS security context created by a successful AKA run, 

NOTE:
The NAS COUNTs are not actually needed at the UE for a native context until it has successfully received the first NAS Security Mode Command for that security context. The NAS COUNTs are not needed at the AMF until it sends the first NAS Security Mode Command for that security context. Before the AMF sends the first NAS Security Mode Command for a given partial native security context, the AMF sets the NAS COUNTs for the security context to 0. After the NAS SMC message is sent for that partial native security context the NAS COUNTs for that partial native context are increased for each following sent NAS message as specified in TS 24.301.

-
or for a 5GC NAS security context created through a context mapping during a handover from E-UTRAN to 5GC, 

-
or for a 5GC NAS security context created through a context mapping during idle mode mobility from E-UTRAN to 5GC.

The NAS COUNTs shall not be reset during idle mode mobility or handover for an already existing native EPS NAS security context.

The start value of NAS COUNT shall be zero (0).

********************End of pCR***********************************

