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1. Discussion
This document discusses if the encapsulation of NAS messages directly into IKEv2 (aka "NAS-over-IKE" solution) can be a good and feasible solution for supporting 5G registration via untrusted non-3GPP access. It is a continuation of some SA2 documents (S2-174885 and S2-175686) which identified several issues with this solution. 
2. Drawbacks of the NAS-over-IKE solution

2.1 Has very limited scope – only applicable to untrusted non-3GPP
Since NAS messages are encapsulated in IKEv2, the solution cannot be applied to scenarios where IKEv2 is not used. For example, it cannot be applied to support 5G registration via trusted non-3GPP access. It can only be applied to transport NAS over IKEv2, as shown in Fig. 1(a).
On the contrary, if we encapsulate NAS messages in EAP, and since EAP can be transported in several protocols (including IKEv2, PPP, Ethernet, IEEE 802.1X, GRE, TLS, etc.), then we create a generic solution to transfer NAS messages between the UE and 5GC over a range of different transport protocols, as shown in Fig. 1(b). For example, we could encapsulate NAS messages into PPP-over-Ethernet frames in order to enable a fixed device to register with 5GC by using the normal NAS registration procedure.
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Fig. 2.1-1: Transport of NAS over IKEv2 only (a) and over multiple protocols (b).
2.2 Requires different N2 signalling (compared to 3GPP access)
When the EAP-AKA' authentication is executed over 3GPP access, the EAP-AKA' packets transferred between the AMF and gNB are encapsulated within NAS Authentication Request/Response messages (see TS 33.501, clause 6.1.3.1).

When the EAP-AKA' authentication is executed over non-3GPP access and the NAS-over-IKE solution is used, the EAP-AKA' packets transferred between the AMF and N3IWF cannot be encapsulated within NAS Authentication Request/Response messages. This is because the EAP-AKA' packets should be included in the EAP payload of IKEv2 and the N3IWF cannot extract them from NAS Authentication Request/Response messages. Therefore, as shown in the figure below, the N2 signalling is different when EAP-AKA' is executed over 3GPP access and over non-3GPP access.
The EAP-based solution does not have this problem and enables the EAP-AKA' packets between the AMF and N3IWF to be encapsulated within NAS Authentication Request/Response messages (as in the case of 3GPP access). So, it enables common N2 signalling.
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Fig. 2.2-1: Different N2 messages for 3GPP and non-3GPP authentication.
2.3 Creates inconsistent use of NAS
The NAS protocol is used during EAP-AKA' authentication over 3GPP access (see Fig. 1(a)) but the NAS protocol is not used during EAP-AKA' authentication over non-3GPP access (see Fig. 2.3-1(b)). Therefore, the NAS protocol is not used consistently across both accesses.
In addition, as shown in Fig. 2.3-1(a), during registration with the NAS-over-IKE solution, not all messages exchanged by the UE are NAS messages – some are NAS messages, some are EAP-AKA' messages. Therefore, the NAS layer is not involved in all registration messages (as in case of 3GPP access).
This inconsistent use of NAS is not a problem with the EAP-based solution because all messages exchanged are NAS messages (see Fig. 2.2-1(b)).
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Fig. 2.3-1: Protocol stacks during registration over non-3GPP access (UE side)

2.4 Requires different registration and re-registration procedures
As shown in the figure 2.4-1, the NAS-over-IKE solution requires different IKE_AUTH exchange for the initial registration with SUPI and for subsequent registration with 5G-GUTI. This leads to more complicated procedures. As shown in the PCR that proposes the NAS-over-IKE solution in SA2 (see S2-175703), there are two different procedures: one for the initial registration and another one for the re-registration.
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	(a) IKE_AUTH initiation for initial registration (no valid NAS context exists)
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	(b) IKE_AUTH initiation for subsequent registration (valid NAS context exists)


Fig. 2.4-1: Different IKE_AUTH exchange for initial (a) and subsequent (b) registration

2.5 Creates issues when re-authentication is needed

Fig. 2.5-1 below considers a registration procedure via untrusted non-3GPP access when the UE has a valid NAS security context and a 5G-GUTI. In this case, when the AMF receives the NAS Registration Request from the UE, it decides to re-authenticate the UE (see step 6).
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Fig. 2.5-1: Registration with the NAS-over-IKE solution when re-authentication is needed
3. 
The UE has a valid NAS security context and a 5G-GUTI and sends a NAS Registration Request embedded into an IKE_AUTH request. This IKE message includes an AUTH payload that is calculated based on the valid NAS security context in the UE (and, particularly, calculated by using the N3IWF key).

6.
When the AMF receives the NAS Registration Request it decides to re-authenticate the UE.

7.
The AMF requests a new anchor key from AUSF.

8.
The AUSF decides to start EAP-AKA' in order to create a new anchor key.

11. The N3IWF cannot calculate the AUTH payload because it has not received the N3IWF key from the AMF, so it rejects the IKE_AUTH requested by the UE by sending an IKE_AUTH response with a failure notification.

13. The UE deletes the IKE SA as specified in RFC 7296: “If the failure is related to creating the IKE SA (for example, an AUTHENTICATION_FAILED Notify error message is returned), the IKE SA is not created.” The UE starts a new IKE initial exchange, this time with EAP.
14. The N3IWF forwards to UE the EAP/AKA-Challenge that was received from AMF in step 10.

After that, the normal EAP-AKA' procedure inside IKEv2 takes place and a new (child) IPsec SA is created in step 20. All subsequent NAS messages are carried then inside this IPsec SA.
Issue: As shown in Fig. 2.5-1, when the AMF decides to re-authenticate the UE, the first attempt to establish an IPsec SA fails and the UE must attempt again to establish an IPsec SA, this time by using an IKE initial exchange with EAP. This makes the NAS-over-IKE solution very inefficient and CPU intensive since the Diffie-Hellman exchange is required twice (in steps 2 and 13).
2.6 Creates issues when SUPI is requested

The Fig. 2.6-1 below illustrates a case when the AMF receives a NAS Registration Request with a 5G-GUTI (step 5) and then decides to request the SUPI of the UE (step 6) because e.g. it cannot retrieve the UE context associated with the 5G-GUTI.
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Fig. 2.6-1: Registration with the NAS-over-IKE solution when the SUPI is requested

There are two failure cases associated with the above figure, i.e. two cases where the NAS-over-IKE solution does not work. In both cases the first IKE_AUTH negotiation fails (steps 8, 9) and then the UE attempts to start a second IKE_AUTH exchange to negotiate another IPsec SA (step 10). The problem however is that the UE does not know if the second IKE_AUTH exchange should use EAP authentication or not. This is further explained below.

Failure case 1:

10.
The UE starts a new IKE initial exchange without an AUTH payload assuming that an EAP authentication will be required. The NAS message included in IKE_AUTH request can be either an Identity Response (as per TS 23.502) or a Registration Request (as proposed in S2-174451).

13.
However, the AUSF has an anchor key that can be reused. In this case, as specified in TR 23.899 (clause 5.1.4.49.2), the AUSF can skip the EAP-AKA' authentication.

16. Hence the UE starts an IKE_AUTH with EAP but the AUSF does not start an EAP-AKA' authentication.

Failure case 2:

20.
The UE starts a new IKE initial exchange with an AUTH payload assuming that no EAP authentication will be required. The NAS message included in IKE_AUTH request can be either an Identity Response (as per TS 23.502) or a Registration Request (as proposed in S2-174451).

23.
However, the AUSF decides to starts EAP-AKA' authentication because e.g. it does not have an anchor key that can be reused.

26. Hence the UE starts an IKE_AUTH without EAP but the AUSF decides to start an EAP-AKA' authentication. In this case, the IPsec SA negotiation will fail again and the UE would need to start a third IKE exchange with EAP authentication. However, this behaviour will have the same issues discussed in clause 2.5.
To address the above issues, the AMF may send an indication to AUSF (in step 12, 22) to request that EAP-AKA' shall be used no matter whether the AUSF has an anchor key for the UE or not. However, this leads to different AMF behaviour for non-3GPP access and, more importantly, leads to inefficiencies because it mandates the use of EAP-AKA' even when the AUSF has an anchor key that could be used.
2.7 Creates Security Concerns
Exposing NAS-layer information to unauthenticated N3IWF

As shown in Fig. 2.7-1, in the NAS-over-IKE solution the UE includes a NAS message and AN parameters in the very first IKE_AUTH request. Thus, the UE exposes a lot of NAS-layer information to an unauthenticated N3IWF. If this were a malicious N3IWF, the AN parameters and the NAS message could captured and then configured in a malicious UE. This UE could then attempt a replay attack by using the same AN parameters and NAS message.
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Fig. 2.7-1
On the contrary, as shown in Fig. 2.7-2, in the EAP-5G solution the UE does not send NAS-layer information to N3IWF until after it receives the first IKE_AUTH response (message 2). This response may include an N3IWF certificate (as per RFC 7296) and the UE can validate the identity of N3IWF before sending NAS-layer information. The identity in this certificate should match the N3IWF that was selected by the UE. So, the UE does not expose NAS-layer information to N3IWF before confirming the identity of N3IWF.
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Fig. 2.7-2

3. Conclusion
Based on the above discussion it is concluded that encapsulating NAS messages directly into IKEv2 is not a good solution for 5G registration via untrusted non-3GPP access because:

1. It has a limited scope, i.e. it can be applied only to untrusted non-3GPP access. A different solution for 5G registration will be needed for trusted non-3GPP access (most likely based on EAP).

2. Requires different N2 signalling compared to the N2 signalling utilized for 3GPP access. Therefore, it does not meet the “common N2” requirement.

3. Creates inconsistent use of NAS: During 5G registration some messages exchanged between the UE and AMF are NAS messages and some other messages are EAP-AKA' messages (not NAS).

4. It requires different IKEv2 procedures for initial registration (IKE exchange with EAP) and for subsequent registration (IKE exchange without EAP).

5. More importantly, it presents many issues:

a. 
In many scenarios, the IKE AUTH exchange initiated by the UE must be rejected by N3IWF and a new IKE AUTH exchange with IKE SA_INIT must be initiated by the UE (with an extra Diffie–Hellman exchange). However, since the UE cannot be sure if the network will start an authentication procedure or not, it cannot determine if the new IKE AUTH exchange should utilize EAP or not.

b. 
It requires the definition of new procedures in the UE and in the network to handle the above rejection cases, including the definition of new IKE error causes.

c. 
It does not align well with the existing registration procedure in TS 23.502 because e.g. it requires different AMF behaviour, requires different signalling messages over N2, etc.

d. 
It may require changes to the Identity Request/Response procedure.

e. 
Most of these issues stems from the fact that an IKE_AUTH exchange without EAP is designed to support only one request/response between the UE and the network. However, in many 5G registration scenarios, there is need to send multiple requests/responses between the UE and the network.  

6. It cannot support 5G AKA authentication over non-3GPP access, if this is required in the future.

7. It exposes NAS-layer information to an unauthenticated N3IWF. This NAS-layer information could be exploited by a malicious N3IWF, e.g., it could be configured in a malicious UE, which could then attempt replay attacks.
It is therefore concluded that the NAS-over-IKE solution is not appropriate for 5G registration over untrusted non-3GPP access.
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