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1
Decision/action requested

It is proposed that SA3 accept the described solution into the TS.
2
References

 [1]       3GPP TS 33.501 v0.3.0 Security Architecture and Procedures for 5G System
3
Rationale

SA3 #88, it was agreed to explore solutions to provide 1-hop forward security for Xn-handover procedure in Phase 1 5G.   Lack of 1-hop forward security for Xn-handover will enable the source gNB to know the key that target gNB will use with UE.   In the case when source eNB is compromised, the communication between UE and Target gNB maybe intercepted by the third-party attacker or compromised source gNB. 

This proposal provides 1-hop forward security for Xn-handover without requiring asymmetric cryptography and requirng additional NAS or Xn-handover signaling.    During Xn handover, NH, NCC and KgNB* calculation shall be same as the described in TS 33.401. However, the UE and Target gNB also derive a new key KgNB** using the UE-Handover token.  

4
Detailed proposal
***************Start of Changes****************

8.3
Security handling in mobility

8.3.1
Key handling in handover

8.3.1.1
General

8.3.1.1.1
Access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.1, which is about key handling in access stratum in handover. 

8.3.1.1.2
Non access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.

8.3.1.2
Key derivations for context modification procedure 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.3, which is about key derivations for context modification procedure.

8.3.1.3

Key derivations during handovers

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4, which is about key derivations during handover.

8.3.1.3.1
Intra-gNB handover

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4.1, which is about intra-eNB handover and intra-gNB handover.

8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.
Editor's Note: The use of normative language needs to be checked. 

The following figure 8.3.1.3.2-1 shows the detailed procedure for secure key handling during the Xn-Handover process. KgNB*, NH, NCC calculation shall be same as LTE providing forward security. On handovers, the basis for the KeNB that will be used between the UE and the target eNB, called KeNB*, is derived from either the currently active KeNB or the NH parameter providing forward security. For 1-hop forward security, both UE and target gNB shall derive the KgNB** key using KgNB* and UE-Handover Token. The AS security keys, e.g., Krrcint, Krrcenc, and Kupenc are derived based on the new KgNB** Key. 



Figure 8.3.1.3.2-1: Key handling during X2 Handover
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[5] Target gNB for the target cell is identified. Source gNB derives the KgNB* for target gNB.

[6-7] Source gNB initiates the handover with the Handover Request message which includes KgNB*, NCC etc. Target gNB stores this information KgNB*, NCC, etc.  The Target gNB responds back to the source gNB with a Handover Request Acknowledge message. 

[8-9] Source gNB sends a handover command to the UE. UE derives and KgNB* as per existing Xn-Handover procedure. 
.

The UE transmits the Handover Confirm message (RRC Connection Reconfiguration Complete) to target gNB. 
Note :  Data Flow between UE and Target gNB is protected using KgNB* key.
[10-11] Target gNB requests the AMF to switch the path from the source gNB to the target gNB by sending Path switch request. AMF generates UE-HANDOVER-TOKEN and responds back to signal the completion of the path switch to Target gNB. It shall include UE’s UE-HANDOVER TOKEN, Encrypted HANDOVER TOKEN (using NASenc key between UE and AMF) as one of the payloads along with (NH’, NCC’) pair.  Target gNB then derives KgNB** from KgNB* and UE-HANDOVER TOKEN. 
Editor’s Note: KDF for KgNB** is FFS.
Editor’s Note: Length of UE-Handover token is FFS.

[12] Target gNB sends RRCReConfigurationRequest to UE, which includes a parameter indicating Security-Key-Change flag and encrypted UE-HANDOVER-TOEKN.

[13]  UE sends RRCReConfiguraitonComplete to Target gNB.  

Note : From this point on, data Flow between UE and Target gNB is protected using KgNB**.
.
***************End of Changes****************
�UE And Target eNB need to know when they can switch from KgNB* to KgNB** for protecting data flow between them.   The diagram (and corresponding text) is updated to reflect that.  Moreover, for optimization purpose we also pushed the generation of UE-HANDOVER-TIKEN to AMF.





8.b. Derive KgNB** = KgNB* | UE-Handover Token
[11].a PathSwitchRequestAck(NH’,NCC’) + UE-HandOver Token
[12]TrackingAreaUpdate(KNASenc[ New UE-Handover Token])



.a.Patch Switch Request Ack({NH', NCC'}  + UE-Handover Token + Enc(KNASEnc, UE-Handover-Token)



