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1
Decision/action requested

Approve this pCR.
2
References

 [1]
3GPP TS 33.501 v020
3
Rationale

TS 33.501 contains clause 6.1.4 “Linking increased home control to subsequent procedures”. Increased home control is realized through the feature that the home network gets confirmation that the authentication has been successful. It is explained in clause 6.1.4.1 that this is done in slightly different ways for EAP-AKA’ and for 5G AKA. But, in both cases, it is the AUSF that receives this confirmation. 
On the other hand, it is also explained in 6.1.4 that linking increased home control to subsequent procedures most likely requires a database look-up, e.g checking for the latest successful authentication when an Update Location request arrives in the home network. The natural location for such a database is the UDM, not the AUSF, as the UDM is, in general, the place to store subscriber-related data while the AUSF is expected to remain stateless as far as possible. 

It is therefore necessary that the AUSF is able to inform the UDM about a successful authentication so that the UDM can store the corresponding information. For this purpose, a small extension of the N13 interface between the AUSF and the UDM is needed. This is what the present pCR proposes to do. 
4
Detailed proposal

********************Start of pCR***********************************

6.1.4.1
Introduction 

The authentication and key agreement protocols mandated to support in the present release all provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 

-
In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. clause 6.1.3.1. 

-
In the case of 5G AKA, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. clause 6.1.3.2. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g the location update procedure in some way to achieve the desired protection.
The N13 interface shall support sending information from the AUSF to the UDM that a successful or unsuccessful authentication of a subscriber has occurred. 
NOTE: It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy. 
The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in the present subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. 

********************Next change***********************************

7.5
Security messages over N13 
This subclause lists the security-related messages that are run over the N13 interface between the AUSF and the ARPF inside the UDM. The N13 interface is defined in TS 23.501 [2]. 

The messages listed here are used in procedures that are described in clause 6. 

Editor's note: The following message names should be more distinctive from each other: Authentication Initiation Request (AIR), Authentication Information Request (AIR) and Authentication Information Response (AIR).  
NOTE: The names of messages used here are specific to the present specification and may be different in other 3GPP specifications. 

List of messages: 

-
Authentication Information Request (Auth Info-Req): 

This message sent from AUSF to UDM/ARPF is described in clause 6.1.2 of the present specification. 

For the case of a synchronization failure, AV-ReqAuth Info-Req additionally contains the parameters RAND and AUTS, as specified in 3GPP TS 33.102 [9], clause 6.3.5. The AUSF determines that there is a case of synchronization failure when receiving one of the messages EAP-Response/AKA’-Synchronization-Failure or 5G Authentication Synchronization message described in clause 7.4 of the present specification. 

-
Authentication Information Response (Auth Info-Resp):

This message sent from UDM/ARPF to AUSF is described in clause 6.1.3 of the present specification. For EAP-AKA', the description of the content of Auth Info-Resp can be found in clause 6.1.3.1. For 5G AKA, the description of the content of Auth Info-Resp can be found in clause 6.1.3.2.

-
Authentication Result Indication:

This message from AUSF to UDM/ARPF is described in clause 6.1.4 of the present specification. The AUSF may use this message to convey information about the successful or unsuccessful authentication of a subscriber, depending on operator policy. 
********************End of pCR***********************************

