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1
Decision/action requested

It is proposed to add an Editor’s Note as a reminder that the limitation in clause 6 on 5G AKA to be used only over 3GPP access can be removed if SA2 chooses the solution ‘NAS-over-EAP-5G’ for registration over non-3GPP to the 5GC.  

Approve this pCR.
2
References

 [1]
3GPP TS 33.501 v020
3
Rationale

For the rationale, see the discussion paper in S3-171957, which shows in section 4.1 how 5G AKA (still called EPS AKA* there) can be used with the ‘NAS-over-EAP-5G’ solution.

The Editor’s Note to be used as a reminder simply points to S3-171958 where the necessary changes to clause 6 are shown. 

A companion pCR in S3-172474 proposes to include another Editor’s Note as a reminder for clause 11 on “Security for non-3GPP access to the 5G Core network”.

To avoid any misunderstanding, we state here: EAP-AKA’ remains a mandated authentication method for 5G phase 1 usable over both 3GPP- and non-3GPP access networks.

4
Detailed proposal

********************Start of pCR***********************************

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in figure 6.1.2-1.  
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Fig. 6.1.2-1 Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE1: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscription concealed identifier (SUCI) or a UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
NOTE2: 
The 5G-AIR contains SUPI when the SEAF has a valid 5G-GUTI, and it re-authenticates the UE.
Editor's Note: It is ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.

Editor's Note: It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber.

NOTE3: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

The AUSF requests authentication information from UDM/ARPF in the Authentication Information Request (Auth Info-Req). The AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name. The Auth Info-Req includes the serving network name and an indication whether the authentication is meant for 3GPP access or non-3GPP access. If the AUSF is configured to run EPS AKA*, then the AUSF requests one or more AKA authentication vectors (AVs) from the ARPF within the Auth Info-Req. 

UDM/ARPF chooses the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1) or EPS AKA* (clause 6.1.3.2). If the access type is non-3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1).

Editor's Note: The current text in this clause restricts the use of 5G AKA to authentication over 3GPP access. This restriction needs to be re-visited once SA2 have taken their decision on the method for registration over untrusted non-3GPP access. If the method ‘NAS-over-EAP-5G’ is chosen by SA2 then the restriction can be removed. The changes to the present clause 6.1.2 that would be needed to remove the restriction can be found in S3-171958.
********************End of pCR***********************************
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