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1
Decision/action requested

This document updates the KMS Signalling Proxy solution in TR 33.880 (Solution #1.5). 
2
References

3
Rationale

This document updates the KMS Signalling Proxy solution in TR 33.880 (Solution #1.5). Support for MSCCK distribution is added as is support for creation of KRRs (Solution #1.1).
4
Detailed proposal

******************** Start of 1st change *******************
7.2.5.3
Solution description

7.2.5.3.1
Overview

This solution defines the role of a Signalling Proxy within the Mission Critical System. Signalling Proxies are optional elements providing a deployment option, but it is essential that they can be supported due to the various security and functional advantages that they provide. 

The primary function of the signalling proxy is to perform key management of signalling keys, and encryption/decryption of application signalling transiting the edge of the mission critical domain.

This solution defines two types of signalling proxy:

-
Client Signalling proxy (CS Proxy)

-
Interconnection Signalling Proxy (IS Proxy)

The Client Signalling Proxy performs security operations towards the client on behalf of the mission critical domain. This includes:

-
Topology hiding

-
Resilience against signalling storm

-
CSK key management (per client);

-
MuSiK key management (where protection of multicast signalling is required);

-
Protection of application layer signalling (XML in SIP);

- 
Protection of floor control signalling, transmission control signalling and media signalling (SRTCP);

-
Protection of MCData signalling payloads.
-
Generation of KMS Redirect Responses (KRRs)
The Interconnection Signalling Proxy performs security operations towards other mission critical domains. This includes:

-
Topology hiding

-
Resilience against signalling storm

-
Storage of SPK(s);

-
Protection of application layer signalling (XML in SIP);

- 
Protection of floor control signalling, transmission control signalling and media signalling (SRTCP);

-
Protection of MCData signalling payloads.
-
Generation of KMS Redirect Responses (KRRs)
Signalling proxies may present one or multiple identifiers externally. A CS proxy requires keying by the Key Management Server (KMS) to receive key material associated with the identifiers that it represents externally. 

NOTE: 
Where signalling proxies are used, MCX Servers may not require keying by the KMS as they may not perform any security functionality.
7.2.5.3.2
Location of a Signalling Proxy

7.2.5.3.2.1
Overview

A signalling proxy should be located at the logical edge of the MC Domain. Signalling routed via the SIP Core should be routed via the signalling proxy on entry or exit of the MC Domain.

7.2.5.3.2.2
Deployment with an untrusted SIP Core

Where the SIP Core is not trusted by the Mission Critical provider, the Signalling Proxy should be located between Mission Critical Functions (MCX Server, GMS, etc.) and the external SIP Core. The use of Signalling Proxies within a MC System where the SIP Core is untrusted is shown in Figure 7.2.5.3.2.2-1.
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Figure 7.2.5.3.2.2-1: Signalling proxies (with untrusted SIP Core)

Internal signalling within the MC Domain (between MCX Server(s) and GMS(s)) routes via the SIP Core. Consequently, in this scenario, the IS Proxy will route all internal signalling to/from itself via the SIP core. Each time it receives an internal signalling message, the IS Proxy should apply an SPK for protection and it should perform topology hiding towards the SIP Core. 

NOTE: 
There may be a performance impact of locating the SIP Core outside of the MC Domain due to the increased load on the IS Proxy.

The use of the signalling proxy at the edge of the Mission Critical network does not remove the need to deploy a SIP Session Border Controller (as defined in RFC 5853 [24]), or IMS IBCF (as defined in Annex I of 3GPP TS 23.228 [23]), to protect the SIP core.

7.2.5.3.2.3
Deployment with a trusted SIP Core

Where the SIP Core is trusted by the Mission Critical provider, the Signalling Proxy should be located at the edge of the external SIP Core, allowing data transiting the SIP core to be unencrypted. The use of Signalling Proxies within a MC System where the SIP Core is trusted is shown in Figure 7.2.5.3.2.3-1.
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Figure 7.2.5.3.2.3-1: Signalling proxies (with trusted SIP Core)

In this deployment scenario, the MC Signalling Proxy may be co-located with the SIP Core’s Session Border Controller (as defined in RFC 5853 [24]), or IMS IBCF (as defined in Annex I of 3GPP TS 23.228 [23]). This has the security benefit that the SIP identities and the Mission Critical identities can be correlated at the edge, increasing the system’s ability to detect misuse, associate signalling and media and apply system policies.

NOTE: 
In this deployment scenario, signalling security (e.g. XMLSec) and SIP security (e.g. TLS/IPSec) are performing the same function within the MC System. Consequently, the use of both signalling protection methods may not be necessary.

NOTE: 
In this deployment scenario, the IS Proxy is not involved in the routing of internal signalling.

7.2.5.3.3
Functions of a signalling proxy

7.2.5.3.3.1
Overview

A signalling proxy may perform the functions specified in this clause.

7.2.5.3.3.2
Identifier modification (topology hiding)

One function of a signalling proxy is to change the source and destination identifiers in signalling messages to prevent the network topology being exposed externally. 

-
Messages received on the external interface will be forwarded to an appropriate MC Server based on the type of message and consequently the destination identifier of the message will be changed by the proxy. 

-
Messages received on the internal interface will have their source identifier replaced with the proxy’s identifier.

Modification of identifiers applies to all signalling handled by the proxy. Specifically:

-
SIP;

-
Application layer signalling (XML in SIP);

- 
Floor control signalling, transmission control signalling and media signalling (SRTCP);

-
MCData signalling payloads.

7.2.5.3.3.3
Resilience against signalling storm

The signalling proxy is able to monitor the quantity and type of signalling entering the MC Domain. Signalling Proxy should be resilient to receiving a large amount of signalling, such as a high number of MCX Server registrations. The Signalling Proxy should be able to block, throttle or prioritise the signalling routed into the MC Domain to prevent overload of application signalling at the MCX Server, while maintaining the most critical MC services. Applying limits to signalling could be performed at a service-level or to a specific user's signalling. 

7.2.5.3.3.4
Client connection to a CS Proxy

When an MC client first connects to a CS Proxy, it will provide an encapsulated CSK along with an access token as part of a SIP SUBSCRIBE or SIP PUBLISH message. The CS Proxy will extract and store the CSK and decrypt the access token. The CS Proxy will then forward the SIP SUBSCRIBE or SIP PUBLISH message onto an appropriate MCX Server with an unencrypted access token and without the encapsulated CSK.

Editor's note: It is FFS whether only the MC Servers verify the access tokens, or this function may be performed by the CS Proxy.

From this point onwards, signalling received from the client will be decrypted using the CSK, and signalling sent to the client will be encrypted using the CSK. This functionality is as currently defined for a MCX Server.

7.2.5.3.3.5
CSK key download from a CS Proxy

The CS Proxy is responsible for CSK key management. Hence, should the CSK require renewal, the CS Proxy will create and send a ‘key download’ message to the MC client containing the new CSK. This functionality is as currently defined for a MCX Server.

As signalling proxies may present the one or multiple SIP URIs externally, the same client may attempt to connect to the same CS Proxy twice, using different URIs and CSKs each time. In this scenario, the CS Proxy may remove CSK ambiguity by using the ‘CSK key download’ procedure as follows:

1. The MC client connects to the CS Proxy using the URI ‘A’. The MC client provides CSKA. 

2. The CS Proxy receives CSKA and the MC client and CS Proxy use CSKA to protect application signalling.

3. The MC client connects to the CS Proxy using the URI ‘B’. The MC client provides CSKB. 

4. The CS Proxy observes that the same client has connected again using a different URI.

5. The CS Proxy performs a ‘CSK key download’ to update CSKB. The CS Proxy sets CSKB to CSKA.

6. The MC client and CS Proxy use CSKA to protect application signalling (regardless of source URI).

7.2.5.3.3.6
MuSiK and MSCCK key download from a CS Proxy

Should multicast signalling be required, the CS Proxy is also responsible for MuSiK key download from the CS Proxy to the client. To support this, the CS Proxy performs a MuSiK key download procedure toward the MC clients that will receive multicast signalling. This functionality is as currently defined for a MCX Server.

On receipt of signalling from the MC domain towards a multicast bearer, the CS Proxy protects the signalling with a MuSiK and forwards the message externally. This functionality is as currently defined for a MCX Server.

NOTE: 
As multiple MCX Servers can use the same CS Proxy for multicast signalling, this allows multiple MCX Servers to share multicast bearers.
Similarly, the CS Proxy is able to attach a MSCCK to MBMS Bearer Annoucement messages, and encrypt MBMS subchannel control messages with the 
7.2.5.3.3.7
Signalling protection by the IS Proxy

The IS Proxy is configured with one, or more, SPKs for protection of signalling and each SPK will be associated with specific interconnection end-point(s). On receipt of signalling from the MC domain towards an interconnection end-point, the IS Proxy will encrypt the signalling using the appropriate SPK and forward the message externally. On receipt of signalling from an interconnection end-point towards the MC Domain, the IS Proxy will decrypt the signalling and forward the message internally.

7.2.5.3.3.8
Creation of KMS Redirect Responses (KRRs)

The Signalling Proxy may create KRRs to enforce local policy around the use of KMSs within the MC Domain. For example, should a MIKEY message be sent through the domain using a KMS that is unacceptable within the domain, the CS or IS Proxy may drop the MIKEY message, create a KRR and return the KRR to the sender of the MIKEY message.
7.2.5.3.3.9
Policy enforcement

As gateways to the MC domain, signalling proxies may also be appropriate locations to enforce policy within the MC domain. 

Editor’s Note: Defining the policies that could be enforced at the signalling proxy is FFS.
******************** End of 1st change *******************
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