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1
Decision/action requested

Approve the pCR for security for Authenticated IMS Emergency Sessions as presented in section 4 below.
2
References

[1]
3GPP TS 33.501 v0.3.0
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3GPP TS 23.501 v1.1.0

3
Rationale

This pCR provides a description for security aspects of an authenticated IMS Emergency Session.
4
Detailed proposal

********************Start of pCR***********************************

10
Security Aspects of IMS Emergency Session Handling

Editor's Note: This clause covers emergency session aspects.

10.2.1
Authenticated IMS Emergency Sessions

10.2.1.1 
General
Authenticated emergency services are provided to UEs in the following scenarios:
a) A UE in RM-DEREGISTERED state requests IMS Emergency services 
In this scenario, the UE has a valid subscription and is authenticated when it registers with the network. 
b) A UE in RM-REGISTERED state initiates a PDU Session request to setup an IMS Emergency Session
In this scenario, the UE is already registered with the network and share a security context with the AMF. The UE initiates a session management message to setup a new bearer for emergency services. The request for emergency services is sent protected by the current security context. The AMF may decide to re-authenticate the UE.
10.2.1.2
UE in RM-DEREGISTERED state requests a PDU Session for IMS Emergency services
The UE shall first initiate a normal initial registration procedure to register with the 5G network. Upon successful normal registration, the UE initiates the UE requested PDU session establishment procedure to establish a PDU Session to receive emergency services as specified in TS 23.502 [2]
At the time of registration, the security mode control procedure shall be applied to authenticate the UE and setup NAS and AS security. Thus, integrity protection (and optionally ciphering) shall be applied to the emergency bearers as for normal bearers. 
If authentication fails for any reason, it shall be treated the same way as any registration as specified in clause TBD. Once the IMS Emergency Session is in progress with NAS and AS integrity protection (and optionally ciphering) applied, failure of integrity checking or ciphering (for both NAS and AS) is an unusual circumstance and shall be treated as in the case of a normal bearer.
10.2.1.3
UE in RM-REGISTERED state requests a PDU Session for IMS Emergency services 
The UE initiates the UE requested PDU session establishment procedure to receive emergency services as specified in clause TBD TS 23.502[x]. Since the UE already has a current 5G security context when it attempts to set up an IMS Emergency Session, the UE shall use this 5G security context to protect NAS, RRC and UP traffic. If the AMF successfully validates the PDU Session request for emergency bearer services using the current 5G security context, the AMF may accept this request and setup a PDU session.
If the AMF attempts to re-authenticate the UE after receiving a correctly integrity protected request for emergency bearer services based on the current NAS security context and the authentication failed and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as for the initial registration error scenario as described in clause TBD.
If the AMF attempts to re-authenticate the UE after receiving a correctly integrity protected request for emergency bearer services based on the current NAS security context and the authentication failed and the serving network policy allows unauthenticated IMS Emergency Sessions, then the set up of the emergency bearers shall proceed in one of the two ways:

a)
The set-up proceeds according to clause 10.2.2. In this case, there is no need for the UE to re-attach, and the AMF requests the use of the NULL ciphering and integrity algorithms in the same way as described in clause 10.2.2.2 for the case of Emergency registration by UEs in limited service state.
NOTE 1:
If the authentication failure is detected in the AMF then the UE is not aware of the failure in the AMF, but still needs to be prepared, according to the conditions specified in TS 24.301, to accept a NAS SMC from the AMF requesting the use of the NULL ciphering and integrity algorithms.
NOTE 2:
Regardless of if the authentication failed in the UE or in the AMF, the AMF can assume that the UE will accept that NULL integrity and ciphering algorithms are selected in the security mode control procedure
b) The UE and the AMF continues using the current security context as described below for the case of an AKA run while setting up a PDU session for emergency services.
If AKA is run while setting up a PDU Session for emergency bearer services, the AMF and UE shall behave as follows:

UE behavior: 

-
Upon successful authentication verification in the UE, the UE shall send RES to the AMF and shall continue using the current security context.
-
Alternatively, upon authentication verification failure in the UE, the UE shall send an Authentication Failure message to the AMF and shall continue using the current security context. If the UE receives a NAS security mode command selecting NULL integrity and ciphering algorithms, the UE shall accept this as long as the IMS Emergency session progresses.
AMF behavior:

-
If the serving network policy allows unauthenticated IMS Emergency Sessions, the AMF, after the unsuccessful comparison of RES to XRES, i.e. AKA failure, should not send an Authentication Reject message and continue using the current security context with the UE.

-
After receiving both, the EC Indication and the Authentication Failure message from the UE, the AMF shall continue using the current security context with the UE for establishing an emergency bearer.
********************End of pCR***********************************

