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Decision/action requested

Approve this pCR.
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Rationale

The companion contribution S3-172397 introduced the requirement of “serving network authorization by the UE”. This companion contribution pointed to the present contribution regarding minimum support in the UE that would enable the UE to meet this requirement. 
We propose this minimum support by the UE to consist in an indication to the human user, or to an application for IoT terminals, that translates the authenticated serving network identity, or only the Mobile Country Code (MCC) part of it, into a form that can be understood by the human user or the application. Today, even when a serving network name (in human readable form) is displayed to the user, the country name (as inferred from the MCC) is not necessarily included in the displayed information. However, the translation of the MCC into a country name that can be understood by a human user seems straigthforward and not subject to dynamic changes, so displaying the country name may be particularly easy to realize. 
Why would such an indication be useful? After all, the UE gets assurance (as provided in UMTS already) that any serving network to which it can connect has been authorized by the home network to serve the UE, which basically means that the serving network has a roaming agreement with the home network. There are several reasons why the UE may want to make a more fine-grained authorization decision: 
· Not all serving networks having a roaming agreement with the home network are equally trustworthy; in fact, the trust model, still underlying the UMTS security concept, of a uniformly trusted world of mobile operators has been eroding already since LTE times and can certainly not be assumed to be taken for granted any more for 5G.

· The previous bullet implies that there may be operators whose security measures, e.g. regarding insider fraud or protection of access to the interconnection network (formerly: SS7 network), are weak. This would open a way to attacks. One such type of attacks would be stealing authentication information; more can be found in TR 33.821. And, of course, some serving networks could not only be negligent on security, but even have fraudulent intentions. And when interconnection network security is weak then origin realms could be spoofed, and it could be difficult to identify the network that caused the security vulnerability, making it difficult in turn to stop the attacks. 
· Furthermore, some serving networks employ a smaller set of security features than others, e.g. they employ NULL encryption. If the attacker could transparently relay authentication signalling and subsequent traffic between the victim UE and the (possibly unsuspecting) distant serving network then the attacker could eavesdrop on the victim UE (for details see again TR 33.821, clause 7.4.2.2). The user/UE could detect this kind of attack by checking whether the presence of the serving network in his area is plausible; the user/UE could perform this check because, due to serving network authentication, the UE would be able to see the true serving network identifier of the distant serving network. But, if the user/UE does not perform this check, i.e. if there is no serving network authorization by the UE, the UE would connect to this false network using NULL encryption (via the transparent relay). And the UE would connect to it even if the UE had the possiblity to check the serving network identifier against a list, available on the UE, of serving networks legitimately using NULL encryption, because, after all, the UE authenticated this serving network identifier. 
The use of NULL encryption could, of course, be detected by a ciphering indicator, but the ciphering indicator would be limited to this feature, other limitations in security features, e.g. on interconnection network security or - in the future - weaker algorithms, could not be detected. 
· We would finally like to point out that the attacks described in TR 33.821, including the ones in the two previous bullets, were written with UMTS AKA in mind. In our understanding, these attacks do not only translate to 5G AKA, but also to EAP-AKA’. All that would be required for the case of EAP-AKA’ is an online Internet connection between the attackers base station near the UE and the distant serving network for transparently relaying authentication signalling and subsequent traffic.
The text in TR 33.821, clause 7.2.4.3, on countermeasures is a bit undecided about the effectiveness of serving network authorization by the UE. One should, however, note that it is clear from this text that it had been written before the decision in favour of serving network authentication in EPS AKA was taken. Furthermore, the text was seemingly also written so that it could not be interpreted as discrediting the UMTS security model. So, the text does emphasize that the conclusions may change with changing business models and trust relationships, something we will certainly see in 5G. Furthermore, it acknowledges that it may help to make the display of an authenticated country name mandatory.
For UEs without human users, where it is not possible to display anything, there is a remedy at least for IoT applications that have limitations on roaming (which is often the case). Such IoT applications could maintain a list of allowed, or forbidden, serving network identifiers, or allowed, or forbidden, MCCs. Hence our suggestion in 5.4.2 below to support such lists in the USIM or the ME. 
In order to minimize disturbing the user, the indication of the serving network identifier, or MCC, could be limited to the case when the UE registers to a foreign network for the first time after having left the home network. (When the UE moves back to the home network the cycle starts anew.)

4
Detailed proposal

********************Start of pCR***********************************

5.4.1
Security visibility
Editor's note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application’s concern, greater visibility of the operation of following security features shall be provided:

-
indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link; 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].
· indication of serving network identifier: the property that a human user or an application is given a translation of the authenticated serving network identifier, or a part thereof, such as the Mobile Country Code, in a form that the human user or the application can understand. The trigger for this indication is implementation-specific.
NOTE: The purpose of this indication is allowing the user or application to decide, at the time of initial registration, whether the serving network with the indicated identifier, or a serving network with MCC pointing to a particular country, is authorized to serve the UE. An example of a trigger for this indication is when the MCC of the serving network changes from the MCC of the user’s home operator to another MCC. The indication could be useful to address certain fraud cases. 
Editor’s Note: It is FFS whether any additional security indicators are needed.
********************Next change***********************************

5.4.2
Security configurability

Security configurability lets a user to configure certain security feature settings on a UE that allows the user to manage additional capability or use certain advanced security features.  The following configurability features should be provided:

-
granting or denying access to USIM without authentication as described in TS 33.401[10]
-
maintaining a list of allowed serving network identifiers, or allowed MCCs, in the USIM. When an authenticated serving network identifier, or the MCC part thereof, is not contained in the list of allowed serving network identifiers, or allowed MCCs, then either

-
the UE shall abort the communication or

-
the serving network identifier or MCC shall be displayed in translated form understandable by the user, cf. clause 5.4.1.
-
maintaining a list of forbidden serving network identifiers, or forbidden MCCs, in the USIM. When an authenticated serving network identifier, or the MCC part thereof, is contained in the list of forbidden serving network identifiers, or forbidden MCCs, then either

-
the UE shall abort the communication or

-
the serving network identifier or MCC shall be displayed in translated form understandable by the user, cf. clause 5.4.1.
********************End of pCR***********************************

