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Decision/action requested

This contribution provides the registration state transitions in TS 33.501. 
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Rationale

This contribution provides the registration state transitions to TS 33.501 [1]. 
This contribution is based on the requirements in clause 7.2.5 in TS 33.401 [2].
Overall, the requirements in EPC/LTE should apply as well in 5G. 
It is proposed to: 
· move the registration state transitions from clause 8.2.1 in RAN clause to 6.4.1 in in NAS clause in [1], as the description for registration state transitions impacts mainly NAS layer and not AS layer.The definition of RM-DEREGISTERED state and RM-REGISTERED state have been added to clause 3.1.

· Note that non-3GPP access and multiple NAS connections have not been considered in this update. Therefore further work on these proposed clauses in this pCR are expected. Therefore a number of editor notes have been proposed to be added to clause 6.4.1.1. 

4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
*** BEGIN CHANGES *** 
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3
Definitions, symbols and abbreviations

Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

RM-DEREGISTERED state: This is as defined in TS 23.501 [2]. The term RM-DEREGISTERED state corresponds to the term 5GMM-DEREGISTERED mode used in TS 24.xxx [xx].

RM-REGISTERED state: As defined in TS 23.501 [2]. The term RM-REGISTERED state corresponds to the term 5GMM-REGISTERED mode used in TS 24.xxx [xx].

Editor's Note: The number of the stage 3 technical specification in CT1 is ffs. So far CT1 has only a TR 24.890. 

*** NEXT CHANGE *** 
6.4
Security handling in state transitions

6.4.1
Registration state transitions 
6.4.1.1
Transitions between RM-DEREGISTERED and RM-REGISTERED states 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5, which is about state transitions to and away from RM-DEREGISTERED.
One state machine in the UE and AMF is handling the registration states over 3GPP access and a second state machine is handling the registration states over non-3GPP access. This clause and it’s sub-clauses applies to both 3GPP access and non-3GPP access.
Editor’s Note: the impact on the registration state transitions when a registration takes place over non-3GPP access is FFS. 
Editor’s Note: the impact on the registration state transitions when UE has two established NAS connections with the same AMF is FFS. 

6.4.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.

There are different reasons for transition to the RM-DEREGISTERED state. If a NAS messages leads to state transition to RM-DEREGISTERED, it shall be security protected by the current 5G NAS security context (mapped or native), if such exists in the UE or the AMF.

NOTE1:
The present specification only considers the states RM-DEREGISTERED and RM‑REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g., 5GMM states in TS 24.xxx [xx]). 
Editor's Note: The number of the stage 3 technical specification in CT1 is ffs. So far CT1 has only a TR 24.890. 

On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:

1. If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.

2. They shall delete any mapped or partial 5G NAS security contexts they hold.

Handling of the remaining authentication data for each of these cases are given below: 

1.
Registration reject: All authentication data shall be removed from the UE and AMF

2.
Deregistration:

a.
UE-initiated

i.
If the reason is switch off then all the remaining authentication data shall be removed from the UE and AMF with the exception of:

-
the current native 5G NAS security context (as in clause 6.1), which should remain stored in the AMF and UE, and

-
any unused authentication vectors, which may remain stored in the AMF.

ii.
If the reason is not switch off then AMF and UE shall keep all the remaining authentication data. 

b.
AMF-initiated

i.
Explicit: all the remaining authentication data shall be kept in the UE and AMF if the detach type is re-attach.

Editor’s Note: It’s FFS whether there will be a deregistration type as ‘re-attach’ as in EPC/LTE or similar in deregistration request.
ii.
Implicit: all the remaining authentication data shall be kept in the UE and AMF. 

c.
UDM/ARPF-initiated: If the message is "subscription withdrawn" then all the remaining authentication data shall be removed from the UE and AMF.

3.
Registration reject: There are various reasons for Registration reject. The action to be taken shall be as given in TS 24.xxx [xx].
Storage of the full native 5G NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in the UE when the UE transitions to RM-DEREGISTERED state is done as follows: 

a)
If the ME does not have a full native 5G NAS security context in volatile memory, any existing native 5G NAS security context stored on the tamper resistant secure hardware component or in non-volatile memory of the ME shall be marked as invalid. 

b)
If the tamper resistant secure hardware component supports RM parameters storage, then the ME shall store the full native 5G NAS security context parameters on the tamper resistant secure hardware component (except for KNASenc and KNASint), mark the native 5G NAS security context on the tamper resistant secure hardware component as valid, and not keep any native 5G NAS security context in non-volatile ME memory. 

c)
If the tamper resistant secure hardware component does not support RM parameters storage, then the ME shall store the full native 5G NAS security context (except for KNASenc and KNASint) in a non-volatile part of its memory, and mark the native 5G NAS security context in its non-volatile memory as valid.
d) For the case that the AMF or the UE enter RM-DEREGISTERED state without using any of the above procedures, the handling of the remaining authentication data shall be as specified in TS 24.xxx[xx].
Editor's Note: The number of the stage 3 technical specification in CT1 is ffs. So far CT1 has only a TR 24.890. 
6.4.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.2, which is about Transition away from EMM-DEREGISTERED.

6.4.1.1.2.1
General 

When starting the transition away from RM‑DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if no current 5G NAS security context is available in the ME, the ME shall retrieve native 5G NAS security context stored on the the tamper resistant secure hardware component  if the the tamper resistant secure hardware component  supports RM parameters storage and if the stored native 5G NAS security context on the tamper resistant secure hardware component  is marked as valid. If the the tamper resistant secure hardware component does not support RM parameters storage the ME shall retrieve stored native 5G NAS security context from its non-volatile memory if the native 5G NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc from the KAMF after retrieving the stored 5G NAS security context; see clause <Annex> on NAS key derivation. The retrieved native 5G NAS security context with the derived KNASint and KNASenc shall then become the current 5G NAS security context.

Editor’s note: the derivation of KNASint and KNASenc from the KAMF are FFS.

When the ME is transitioning away from RM‑DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if the the tamper resistant secure hardware component supports RM parameters storage, the ME shall mark the stored 5G NAS security context on the the tamper resistant secure hardware component as invalid. If the the tamper resistant secure hardware component does not support RM parameters storage, the ME shall mark the stored 5G NAS security context in its non-volatile memory as invalid.

If the ME uses an 5G NAS security context to protect NAS messages, the NAS COUNT values are updated in the volatile memory of the ME. If the attempt to transition away from RM‑DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state fails, the ME shall store the (possibly updated) 5G NAS security context on the the tamper resistant secure hardware component or non-volatile ME memory and mark it as valid. 

NOTE:
The present specification only considers the states RM-DEREGISTERED and RM‑REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g., 5GMM states in TS 24.xxx [xx]). 
Editor's Note: The number of the stage 3 technical specification in CT1 is ffs. So far CT1 has only a TR 24.890. 

When the UE transits from RM-DEREGISTERED to RM-REGISTERED/CM-CONNECTED, there are two cases to consider, either a full native 5G NAS security context exists, or it does not.

6.4.1.1.2.2
With existing native 5G NAS security context 

The UE shall transmit a NAS Registration Request message. This message is integrity protected and for the case that the 5G NAS security context used by the UE is non-current in the AMF, the rules in clause 6.3.2 apply. Furthermore provided there is no NAS SMC procedure before the AS SMC the NAS COUNT of the Registration Request message shall be used to derive the KgNB with the KDF as specified in clauses <Annex>. 
As a result of the NAS Registration Request, the gNB shall send an AS SMC to the UE to activate AS security. The KgNB used, is derived in the current 5G NAS security context.

Editor’s note: the derivation of KgNB from the KAMF and NAS UL COUNT of the Registration Request message is FFS.

When the UE receives the AS SMC without having received a NAS Security Mode Command after the Registration  Request, it shall use the uplink NAS COUNT of the Registration  Request message that triggered the AS SMC to be sent as freshness parameter in the derivation of the KgNB . From this KgNB the RRC protection keys and the UP protection keys shall be derived as described in subclause 8.1.1.1. 

The same procedure for refreshing KgNB can be used regardless of the fact if the UE is connecting to the same AMF to which it was connected previously or to a different AMF. In case UE connects to a different AMF and this AMF selects different NAS algorithms, the NAS keys have to be re-derived in the AMF with the new algorithm IDs as input using the KDF as specified in clause <Annex>. 

In addition, there is a need for the AMF to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

If there is a NAS Security Mode Command after the Registration Request but before the AS SMC, the UE and AMF use the uplink NAS COUNT of the most recent NAS Security Mode Complete and the related KAMF as the parameter in the derivation of the KgNB . From this KgNB the RRC protection keys and the UP protection keys are derived as described in subclause 8.1.1.1.
6.4.1.1.2.3
With run of primary authentication 
If in the process described in clause 6.4.1.1.2.2, there is no full native 5G NAS security context available in the AMF (i.e. either the UE has sent an unprotected Registration Request message or the UE has protected the Registration Request message with a current native 5G security context which no longer is stored in the AMF) a primary authentication run is required. If there is a full native 5G NAS security context available in the AMF, then the AMF may (according to AMF policy) decide to run a new primary authentication and a NAS SMC procedure (which activates the new 5G NAS security context based on the KAMF derived during the primary authentication run) after the Registration Request but before the corresponding AS SMC. The NAS (uplink and downlink) COUNTs are set to start values, and the start value of the uplink NAS COUNT shall be used as freshness parameter in the KgNB derivation from the fresh KAMF (after primary authentication) when UE receives AS SMC the KgNB is derived from the current 5G NAS security context, i.e., the fresh KAMF is used to derive the KgNB. The KDF as specified in clause <Annex> shall be used to derive the KgNB.
NOTE:
Using the start value for the uplink NAS COUNT in this case cannot lead to the same combination of KAMF and NAS COUNT being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the AMF after primary authentication is the NAS SMC complete message. 

The NAS SMC complete message shall include the start value of the uplink NAS COUNT that is used as freshness parameter in the KgNB derivation and the KAMF is fresh. After a primary authentication, a NAS SMC needs to be sent from the AMF to the UE in order to take the new NAS keys into use. Both NAS SMC and NAS SMC Complete messages are protected with the new NAS keys.
***** End of Changes *****

