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1
Decision/action requested

This is a discussion paper which proposes that UE signal its support of NR security algorithms in NAS layer to the MME. 
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Rationale

3.1
Background

SA3 is still discussing the issue of NR security capabilities in option 3, i.e., non-standalone NR with eLTE eNB as master node and EPC core. The solutions identified so far are documented in TR 33.899 [1] clause 5.4.4.12. They are basically the following.
1. Solution 1: Only the LTE security capabilities are used in option 3.

2. Solution 2: The NR security capabilities are transferred via the UE capability enquiry procedure as described in TS 36.331 [2] clause 5.6.3.
3. Solution 3: The NR security capabilities are transferred over NAS and further handled similarly to the LTE security capabilities.

During the previous SA3#88 meeting, SA3 sent an LS in S3-172078 to CT1, RAN2, RAN3, where SA3 stated that 

SA3 has not yet decided on the solution for the algorithm selection. SA3 confirms that handling the UE’s NR security capabilities in the NAS layer would seem to be the natural way. SA3 also prefers two separate information elements to indicate the UE algorithms supported, one for LTE and another for NR, so that these definitions can evolve independently. SA3 did not look further into this solution based on earlier feedback from CT1.

SA3 has now received feedback in reply LS in S3-172204 (C1-173748) from CT1, where CT1 has responded to SA3, CT4, SA2, RAN2 and RAN3. CT1 confirms now in their reply LS that MME impact is acceptable. This imply that Solution 3 would be acceptable to CT1.
3.2
Feedback on Solution 3
In the reply LS from CT1 in S3-172204 (C1-173748), CT1 states MME impacts are acceptable and that the NR UE security capability can be indicated either in existing IEs or a new IE. 
The reply LS from CT1 also states that: in case a new IE is used instead of using the unused code points defined as spare in the existing IEs, CT1 anticipates that there might be additional impact for CT4 in specifications relating to the MM context that is transferred at inter-MME mobility.
3.3
Analysis of the solutions

3.3.1
Potential solutions

3.3.1.1
NR UE security capability indicated in existing IE
One potential solution is indicating NR UE security capability in the existing UE Network Capability IE in NAS protocol between UE and MME which is defined in clause 9.9.3.34 in TS 24.301 in CT1. The maximum length of this IE is 15 octets. 

Note that this IE is can be extended with additional octets as long as the maximum length of 15 octets is not exceeded.

Defining new unused code points defined as spare in UE network capability IE for support of NR algorithms, is feasible as there are spare bits available in octet 10-15. 
CT1 has defined a new code point in octet 9 spare bit 5 which indicates whether UE supports dual connectivity with NR or not. 
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Figure 9.9.3.34.1 in TS 24.301 v: UE network capability information element

The following observations are made:

· Reserving at least 8 code points for NR encryption algorithms and 8 code points for NR integrity algorithms should be recommended to ensure that additional algorithms can be added in the future.

· The UE Network Capability IE with indicated NR UE supported algorithms will be transferred within the MM context on the S10 interface between MME’s at inter-MME mobility and also on the N26 interface from MME to AMF at EPC-> 5G interworking.

· The new code points for NR algorithms in UE Network Capability IE in NAS protocol needs to be mapped by the MME to the eNB on the S1 interface. The new code points for NR algorithms could either be mapped to spare bits in existing IE (UE security capability IE) on S1 interface or a new IE on S1 interface, but this is RAN3 decision. Also the MeNB needs to map the code points for NR algorithms received on S1 interface to the X2 interface to the SgNB.
· The new code points indicating support for NR algorithms needs to be echoed back to the UE in Security Mode Command in NAS protocol in a similar way as the LTE algorithms when they are sent without protection by the UE in NAS message or the integrity check fails in the MME.  Otherwise, we get no bidding down protection of the NR algorithms. The hash-mechanism defined in TS 33.401 where NAS message is hashed could be used as well.
The advantage with this solution would be that: 
· there would not be any impact on the S10 interface between MME’s as the MM context that is transferred at inter-MME mobility would not need to be updated. The same apply to the MM context transferred from the MME to the AMF on N26 interface at EPC-> 5G interworking.
· also, it ensures that UE support of a specific LTE or NR algorithm can individually be switched off in NAS protocol compared to when reusing LTE code points to indicating UE support for NR algorithms,
3.3.1.2
NR UE security capability indicated in a new IE 
The other potential solution which CT1 indicates in the reply LS is indicating NR UE security capability in a new IE in NAS protocol  in TS 24.301. 

The same observations as listed in clause 3.3.1.1 applies to this solution as well. 
The same advantages as listed in clause 3.3.1.1 applies to this solution as well, except that:

· defining a new IE for NR UE security algorithms in NAS protocol between UE and MME will imply an update of the MM context that is transferred between MME’s at S10 interface as this new IE needs to be transferred in the MM context. The same apply to the MM context transferred from the MME to the AMF on N26 interface at EPC-> 5G interworking; and
4
Conclusion

It seems that the the main advantages of indicating NR UE security capability in existing UE Network Capability IE in NAS protocol is that there would not be any impact on the S10 interface between MME’s, as the MM context that is transferred at inter-MME mobility would not need to be updated. The same apply to the MM context transferred from the MME to the AMF on N26 interface at EPC-> 5G interworking.
5
Proposal

It is proposed to accept the CR to TS 33.401 in S3-172394 and send an reply LS to CT1, CT4, RAN2 and RAN3.
