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1
Decision/action requested

This contribution provides details of using EMSK as the key to derive the other keys when using EAP to carry the authentication over NAS signalling
2
References

 [1]
TS 33.501 v0.3.0
3
Rationale

The following decision have been taken:

· Authentication run may leave a key at the AUSF based on the operator’s policy (see subclause 6.1.1.1 of TS 33.501 [1])

· The key delivered to the serving network is bound to that network (see subclause 6.1.1.3 of TS 33.501 [1])

· The key delivered to the serving network has a different cryptographic construction from those keys generated for authentication in earlier generations. (see subclause 6.1.1.1 of TS 33.501 [1]).

One of the missing details that need to be specified is how to calculate the key that is left at the AUSF for EAP-AKA’. It would be beneficial if such a method could also be applied to generic EAP methods.

For generic EAP methods, it is necessary to use the EMSK to derive the keys for 5G usage as the EMSK is guaranteed to never leave the EAP server. Without such a guarantee, it would not be possible to provide the desired network binding. For this reason, it is proposed that the key kept at the AUSF is derived from EMSK. In order to provide network binding for the key that is sent to the SEAF, the derivation of this SEAF key from the key kept at the AUSF includes the serving network identity. 

The pCR also clarifies in place that the key kept at the AUSF is called KAUSF and the key sent to the SEAF is called KSEAF.

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TS 33.501.
***** START OF CHANGES *****
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***** NEXT CHANGE *****
6.1.1.3
Granularity of anchor key binding to serving network

The primary authentication and key agreement procedures support the binding of the KSEAF to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 

Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the KSEAF is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.

The anchor key binding is achieved by including a parameter called “serving network name” into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 

The value of “serving network name” is equal to the string ‘5G’ prepended to the VPLMN Id of the serving network to which the anchor key is sent by the AUSF. 

The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in clause 6.1.3 for each (class) of authentication methods. The key derivation rules are specified in Annex A. 

NOTE: No parameter like ‘access network type’ is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.

Editor’s Note: The compatibility of serving network authentication with network sharing scenarios is ffs.

***** NEXT CHANGE *****
6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].

EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the UDM/ARPF has received an authentication information request (Auth Info-Req) from the AUSF, and chosen EAP-AKA' as the authentication method, cf. clause 6.1.2. 

The UDM/ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an authentication information response (Auth Info-Resp). The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE:
The exchange of an Auth-Info-Req and an Auth-Info-Resp between AUSF and UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note: The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’

The AUSF and the UE then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in Annex A.X. The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the KSEAF. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key, KSEAF, in the sense of the key hierarchy in clause 6.2. On receiving the EAP-Success message, the UE calculates KAUSF and KSEAF in the same way as the AUSF.
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.


***** NEXT CHANGE *****
***** NEXT CHANGE *****

Annex A (normative): 
Key derivation functions
A.1
KDF interface and input parameter construction

A.1.1
General

All key derivations (including input parameter encoding) for 5GS shall be performed using the key derivation function (KDF) specified in TS 33.220 [aa]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

A.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [aa], FC values allocated for this specification are in range of 0x?? – 0x??. 

A.X
KSEAF derivation function

When deriving a KSEAF from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??,

-
P0 = < serving network name>,

-
L0 = length of < serving network name>

Editor’s note: The exact definition of < serving network name> is FFS (see discussion in clause 6.11.3). It is also FFS if other parameters are needed.
The input key Key shall be KAUSF.

.

***** END OF CHANGES *****

