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1
Decision/action requested

It is requested to approve the proposed content for the clause 8.3.1.4.4 in TS 33.501.
2
Rationale

The mechanism for NAS key re-keying in LTE still applies to 5G and therefore be completely adapted. The same has been proposed below. An Editor's Note has been added about whether to retain the NAS key re-keying in this clause or to move them into Clause 6.5.
4
Detailed proposal

Changes are proposed below. Mind that the clause 8.3.1.4.4 in TS 33.501 corresponds to the clause 7.2.9.4 in TS 33.401.
*** BEGIN CHANGES ***
8.3.1.4.4
NAS key re-keying 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about NAS key re-keying.
Editor's note: This clause is adapted from TS 33.401 and kept here for completeness and to not miss it out. It is FFS whether to move them to Clause 6.5 and whether they need updating according to the agreements in SA3 related to NAS keys (e.g., number of NAS keys, number of NAS SMCs, horizontal derivation of KAMF, etc.).
After a primary authentication has taken place, new NAS keys from a new KAMF shall be derived, according to Annex <TBD>. 
To re-activate a non-current full native 5G security context after handover from E-UTRAN the UE and the AMF take the NAS keys into use by running a NAS SMC procedure according to Clause 6.7.2.

AMF shall activate fresh NAS keys from a primary authentication run or activate native security context, which has a sufficiently low NAS COUNT values, before the NAS uplink or downlink COUNT wraps around with the current security context.
*** END OF CHANGES ***
