3GPP TSG SA WG3 (Security) Meeting #88Bis
S3-172278
9-13 October, 2017, Singapore
revision of S3-17xabc
Source:
Huawei; Hisilicon

Title:
UP security policy determination
Document for:
Approval
Agenda Item:
4.2.4
1
Decision/action requested

It is proposed to add the following proposal on UP security policy determination in TS 33.501.
2
References

[1] S3-172164 Discussion on AS security setup and negotiation
[2] TS 23.501 v1.3.0
3
Rationale

According to the S3-172164 [1] endorsement of UP security in the last SA3 #88 meeting, it shows the UP security related features.

· The SMF controls whether confidentiality protection shall be enabled. 

· The SMF controls whether integrity protection shall be enabled. 

A procedure of UP security policy determination controlled by SMF needs to be defined. Here UP security policy indicates whether confidentiality/integrity protection shall be enabled or not.
3.1 Why dynamic UP security policy determination is needed.
According to TS 23.501 v130 [2], section A.3.1.3.3 claims:

“Two different types of PCC rules exist: Dynamic rules and predefined rules. The dynamic PCC rules are provisioned by the PCF in the SMF, while the predefined PCC rules are directly provisioned into the SMF/UPF and only referenced by the PCF.”

It indicates that for PCC control, both dynamic and predefined rules will be needed for the policy and charging control.
Similarly, for the UP security policy determination mechanism, static and dynamic choices for UE security would be helpful for the flexibity control on the UP security.
a. Static. The UP protection policy may be preconfigured within the network, e.g. UDM and SMF. After received the request from the UE, the network retrieves the UP protection policy accordingly from its database.
b. Dynamic. Beside the preconfigured UP protection policy, the network (e.g. PCF) supports negotiating the UP protection policy dynamically.
Considering that UE protection requirement may be changed within the PDU session, UP protection policy supported by PCF would be the better choice for the 5G security. Also, this method is similar with the QoS determination mechanism, if dynamic PCC is deployed. 
3.2 PCF will be involved if dynamic is needed.
TS 23.501 v130 [2] section A.3.1.3 states that PCF may provide 5G PDU-session related policy information.
“A.3.1.3.3
5G PDU Session related policy information

The PCF may provide 5G PDU-session related policy information to the SMF.

The IP-CAN bearer and IP-CAN session related policy information defined in TS 23.203 is re-used in 5G with the following differences:

-
Attributes for IP-CAN bearer are not applied to 5G.

-
Attributes relate to the PDU-session instead of the IP-CAN session.

- 
Attribute Default NBIFOM access is not applicable to 5G.
-
Additional information needed compared to the 23.203 IP‑CAN bearer and IP‑CAN session related policy information is described in the table and text below”
Therefore, if the granularity for UP security policy determination is PDU session, PCF is still able to provide the 5G PDU-session realtion security policy information, in addition to the 5G PDU-session related policy information showed in SA2 TS. Meanwhile, the security related requirements from AF or DN can be retrieved by PCF using the service-based interfaces defined in SA2. Dynamic determination on PDU session based on PCF is supported. Here, PCF would take the role to determine both the policy information of PDU session, also the UP security policy. No extra procedures is required for the dynamic.
3.3 UP security policy determination solution.
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The flow chat for the UP protection policy determination is illustrated in the above figure. Two decisions will be involved within the procedure.
· Whether the request is for an existing PDU session one. If UE requests the existing PDU session to send the UP data, the UP protection policy shall be the same as the existing one.

· Whether the PCC is deployed. If PCC is deploy, SMF could send request to PCF to retrieve the dymamic security policy of the required DNN. Here PCF may set the UE security policy according to the security requirements of the DN (named by DNN), which could be retrieved from DN or AF follwoing the same SA2 procedure on QoS retrievemet from AF. However, PCF may set the default policy if there are no security requirements related with the DNN.
Hence, UP security policy mechemism will take the above aspects in consideration.
4
Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in TS33.501. 
*************************Begin of Change*************************
8.4
UP security mechanisms

8.4.X UP security policy determination

The SMF shall set the session-based protection policy in line with the PDU session establishment procedure listed in TS 23.502. 

Firstly, UE sends the Request Type, PDU session ID, and DNN to the SMF during PDU session establishment procedure. If the Request Type indicates "Existing PDU Session", the SMF identifies the existing UP protection policy based on the PDU Session ID, and reuses the existing UP protection policy for this PDU session data protection. 

However, if the Request Type indicates "Initial request ", and dynamic PCC is not deployed, SMF uses the Default UP protection policy, which could be obtained from the Subscription data from UDM. Here, SMF sends a request to UDM including Subscriber Permanent ID and DNN. And then, UDM obtains the Default UP protection policy using the Subscriber Permanent ID and DNN, where the Default UP protection policy may be pre-configured within UDM. If the Subscription Data received from UDM does not include Default UP protection policy, SMF uses the default PDU session-based UP protection policy pre-configured within the SMF.
If the Request Type indicates "Initial request ", and dynamic PCC is deployed, SMF uses the PDU session-based UP protection policy, which could be obtained from PCF by sending PDU-CAN Session Establishment request, including Subscriber Permanent ID, and DNN. Here, PCF sets the session-based UP protection policy corresponding the security requirements of DNN, which could be obtained from the DN (e.g. AF) using service-based intefaces, and PCF sends it back to SMF. On the other hand, PCF may set the default policy if there are no security requirements related with the DNN, and send the default policy back to SMF.

Editor’s note: the way to retrieve the security requirements from DN shall be in line with SA2 procedure.

Finally, SMF obtains the PDU session-based UP protection policy and sends it to (R)AN.
*************************End of Change*************************
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