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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TS33.501 v0.3.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]

3GPP TR 33.899 v1.3.0 Study on the security aspects of the next generation system

[2] 

3GPP TS 33.501 v0.3.0 v0.3.0 Security Architecture and Procedures for 5G System.
3
Rationale

In 33.899[1] there is a key issue “#4.11 Flexibility to retain or to change AS security keys” introduced to avoid unnessary key-refresh and improve the UP latency performace during handover.
We proposed a flexible retain key mechanism for intra-gNB handover where Source cell could make the decision whether to retain key or not based by gNB and UE’s retain key policy, and an implicit indicator mechanism to the UE to retain current key(s) or not which could reduce the overhead on the radio resource.The proposed solution is illustrated by Figure 5.4.4.25.2-1 in 33.899 solution#4.25.
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Figure 5.4.4.25.2-1: Flexibile mechanism for AS key-change

4
Detailed proposal

*************** Start of Change 1 ****************
8.3.1.3.1
Intra-gNB handover

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4.1, which is about intra-eNB handover and intra-gNB handover.

GNB shall get UE Retain Key Time from AUSF through SEAF during getting UE security capability procedure, and shall be configured with the gNB Retain Key Time via network management which is decided by the operator. 
During intra-gNB handover, GNB decides whether to perform key derivation based on the gNB and UE Retain Key Time. When the used time of current key is less than UE and gNB Retain Key Time, gNB shall continue retaining current key as active key without refreshing the key and shall not send NCC to the UE in HO Command message. Otherwise, the gNB shall perform refreshing key based on key derivation, reset the used time of the key, and send the NCC to the UE in HO Command message.
The retained keys and refreshed key include KgNB and all keys derived based on KgNB.
Editor’s Note: key derivation procedure is FFS.
8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.

8.3.1.3.3
N2-Handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover.

8.3.1.3.4
UE handling

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.4, which is about UE handling in handover.

If the UE did not receive an NCC value, the UE shall continue to use the currently active KgNB.
If the UE received an NCC values, the UE shall process key derivation procedure.
Editor’s Note: key derivation procedure is FFS.
*************** End of Change 1****************
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