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1
Decision/action requested

This document proposes to add security procedures of NF registration and authentication for Service Based Architecture in TS 33.501.
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3
Rationale

As it shows in TS 23.501 clause 4.2.1, network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions. The control plane network functions in the 5GC shall only use service based interfaces for their interactions. The NF Repository Function (NRF) supports service discovery function, receives NF Discovery Request from NF instance, and provides the information of the discovered NF instances (be discovered) to the NF instance[1]. If a NF in 5GC provides services, it should first be registered in NRF. The registration may be performed either by the NF itself or OA&M. The registration information is optional to be confidential and integrity protected. NRF shall authenticate the NF service consumer to prevent untrusted NF access. 5GC Control Plane shall support NF registration and authentication. The corresponding contents shall be introduced in TS 33.501.
4
Detailed proposal

***********************Start of the first change************************
7. X
Security procedures for Service Based Interaction between NFs

Editor’s Note: This content addresses the security procedures for service based interaction between NFs.

7. X.1
NF registration and authentication procedure
Editor’s Note: This content addresses the security procedure of NF registration and authentication.
When a NF Service Consumer instance in 5GC provides services, it needs to register to the NRF within the same PLMN. The NF Service Consumer registers to the NRF, as defined in to clause 4.17.1 of TS 23.502 [2]. 

It is up to the operator, i.e. the owner of the Network Function, to decide whether the Network Function is trusted or physically protected, or whether it needs additional authentication mechanisms between NFs. If the operator requires an additional authentication mechanism to authenticate between the NRF and the NF Service Consumer, the NRF and the NF Service Consumer can be pre-configured with HTTP credential or PSK. NF Service Consumer instance sends Nnrf_NFManagement_NF Regiter_Request message (include the credential/PSK and the NF profile of NF Service Consumer) to NRF. The NF profile sent by NF Service Consumer to NRF can optionally be integrity protected by using the credential/PSK. The NRF stores the credential/PSK and the NF profile of NF Service Consumer and marks the NF Service Consumer available, if the verification by the NRF is success. The NRF acknowledge NF Registration is accepted via Nnrf_NFManagement_NF Register response.
If the operator does not use the mechanisms described in this clause, then other adequate security measures shall be taken to ensure authentication between NF and NRF in the same PLMN. 
Editor’s Note: The authentication mechanisms between different PLMNs is FFS.
***********************End of the first change*************************
