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1	Decision/action requested
This contribution proposes to add an informative annex to TR 33.899 with an example of high-level 5G security architecture picture. 
2	References
 [1]	3GPP TR 33.899
 [2]           3GPP TS 23.501
3	Rationale
According to discussions of S3-170688 during the previous SA3 meeting #86bis, there seems to be consensus that it would be good to add a high-level 5G security architecture picture into TS 33.501. But if such picture is added too early, it would need to be revised many times as the specification evolves. 
In this contribution we propose to add an example of 5G security architecture picture in informative annex of TR 33.899. This example shows how the picture of 5G security architecture may look like in the end of phase 1 technical specification work; it does not (and cannot) reflect the agreements that will be reached in SA3 until that point. We think that having this example helps; among other things, its elements and reference points demonstrate the level of abstraction that could be used to explain 5G security architecture from a high-level point of view.
4 Detailed proposal
*****************Beginning of the First Change************************
3.3 Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1]. 

AES	Advanced Encryption Standard
AKA	Authentication and Key Agreement
AMF	Access and Mobility Management Function
AMF	Authentication Management Field; 
(NOTE: The AMF acronym is used in two meanings in this document; which of those is intended in a specific place should be clear from the context.)
AN	Access Network
AUTN	Authentication token
CK	Cipher Key
CP	Control Plane
CriC	Critical Communications
C-RNTI	Cell RNTI as used in TS 36.331
DoS	Denial of Service
EAP	Extensible Authentication Protocol
eKSI	Key Set Identifier in E-UTRAN
ERP	EAP Re-authentication Protocol
EPS	Evolved Packet System
FQDN	Fully Qualified Domain Name

IK	Integrity Key
IMEI	International Mobile Station Equipment Identity
IMSI	International Mobile Subscriber Identity
KDF	Key Derivation Function
KSI	Key Set Identifier
LSB	Least Significant Bit
ME	Mobile Equipment
MSC	Mobile Switching Center
MSIN	Mobile Station Identification Number
MTC	Machine Type Communication
NAS	Non Access Stratum
NCC	Next hop Chaining Counter
NEF	Network Exposure Function
NF	Network Function
NG	NextGen
NG UE	NextGen User Equipment
NGC	NextGen Core
NRF	Network Repository Function
NSI	Network Slice Instance
NST	Network Slice Template
OCSP	Online Certificate Status Protocol
OTA	Over-The-Air (update of UICCs)
PCC	Policy and Charging Control
PCF	Policy Control Function
PCRF	Policy and Charging Rules Function
PDCP	Packet Data Convergence Protocol
PGW	Packet Gateway
PLMN	Public Land Mobile Network
PRNG	Pseudo Random Number Generator
PSK	Pre-shared Key
QoE	Quality of Experience
RRC	Radio Resource Control 
SCG	Secondary Cell Group
SeNB	Secondary eNB
SGW	Serving Gateway
SIM	Subscriber Identity Module
SMF	Session Management Function
SN	Serving Network
HN                       Home Network
SQN	Sequence Number
SRB	Source Route Bridge
SRVCC	Single Radio Voice Call Continuity
UICC	Universal Integrated Circuit Card
UMTS	Universal Mobile Telecommunication System
UP	User Plane
UPF	User Plane Function
USIM	Universal Subscriber Identity Module
XRES	Expected Response
*********************End of the First Change***************************

*****************Beginning of the Second Change*********************
Annex X:
Overview of 5G security architecture
Editor’s Note: text and figure are subject to further revisions depending on the progress of the 5G security work.
This is an informative annex on the overview of 5G security architecture. 
The 5G security architecture should cover:
- a figure describing the 5G security architecture, abstracted so as to contain only the elements and reference points that are deemed relevant for security.
- a list of security domains that reflect the major security features in 5G. 
The figure below is an example showing how picture of 5G security architecture picture may look like in the end of phase 1 technical specification work. It does not reflect the agreements that will be reached in SA3 until that point.


Figure X.1 Overview of security framework for 5G system
The figure illustrates the following security domains:
· Network access security (I): all relevant security features that enable a user, which has been authenticated, to access to the services via network securely, which in particularly, protect against attacks on the (air) interfaces.
· Network domain security (II): all relevant security features that enable nodes to securely exchange signalling data, user data (between AN and SN, within AN or SN, between two SNs and between SN and HN).
· Primary Authentication and key management (III): all relevant security features about the primary authentication and key management aspects. 
· Secondary Authentication and key management (IV): all relevant security features about the secondary authentication aspects. 
· Application domain security (V): all relevant security features that enable applications in the user domain and in the external data network domain to transfer messages securely.
· Visibility and configurability of security (VI): all relevant security features that enable the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
Note: The Visibility and configurability of security is not shown in the figure. (In 3GPP TS 33.401 the Visibility and configurability of security was described as security domain “V” but not included in the Figure 4-1 either.)
 
***********************End of the Second Change**********************
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