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Decision/action requested

This paper summarizes the basic discovery solution for R15 eRelay discovery; proposes key issues on discovery and abstracts potential requirements on eRelay discovery.  
2
References

 [1]
3GPP TS 23.733 v0.4.0

[2]             3GPP TS 22.278 v15.1.0

[3]             3GPP TS 23.303 v14.1.0

[4]             3GPP TS 33.833 v13.0.0

3
Rationale

In R13 Prose, the UE-to-Network Relay Discovery has been defined for Public Safety Service. There are two models of relay discovery: model A and model B.The parameters used for two model of discovery are configured by the ProSe function and by PKMF. Using configured parameters the Remote UE could discovery the nearby Relay UE which provides the desired relay service.
However, in R14 eProSe, the Relay Service is not only used in Public Safety Service, but also in Commercial scenario. Therefore, new requirements for eRelay selection are proposed and accepted by SA1. Below are requirements related to relay selection.

It is noted that in R14 eRelay discovery, eRemote UE could also be provisioned with information which assists eRelay UE discovery e.g. preference. Compared to the R13 Relay discovery, a requirement has been proposed:
The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.
The eRemote UE and eRelay UE support pairing procedure to establish security association based on which eRemote UE could discovery eRelay UE and setup connectivity.

Based on the above analysis, the solution of R13 Public Safety discovery may not be sufficient, as the existing Relay discovery solution doesn’t address how the eRemote UE discover an eRelay UE upon paired. From this point of view SA2 has proposed two type of discovery for eRelay discovery in SA2 TR 23.733. They are open discovery and restricted discovery. The former one is used when no trust relationship is setup and the eRelay permits discovered by any eRemote UE, while the latter one is used when eRemote UE and eRelay UE has been paired and a trust relationship has been setup, only the permite eRemote UE could discovery eRelay UE. Both model A and model B are support for each type of discovery.

From perspective of security, no matter which type of discovery the broadcasted discovery message needs interity protection. In addition for the restricted discovery, the discovery message also needs confidentiality and replay protection, in this way only permite eRemote UE could discover eRelay and that the discovery message would not be replayed at a later time.
Therefore, how to achieve secure eRelay discovery for the two types?  Whether the existing R13 discovery security solution needs to be enhanced? They depond on further discussion by SA3.
4
Detailed proposal

X.y        Key Issues on discovery

Editor’s Note: This clause needs to be alighned with TS 33.303[6]
X.y.1
Key Issue details
In TS 33.303[6], the UE-to-Network Relay Discovery has been defined for Public Safety Service. There are two models of relay discovery: model A and model B.The parameters used for two model of discovery are configured by PKMF. Using configured parameters the Remote UE could discovery the nearby Relay UE which provides the desired relay service.It is noted that in R14 eRelay discovery, eRemote UE could also be provisioned with information which assists eRelay discovery e.g. preference. Compared to the Relay discovery defined in TS 33.303[6], a requirement has been proposed:

The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.
The eRemote UE and eRelay UE support pairing procedure to establish security association based on which eRemote UE could discovery eRelay UE and setup connectivity.

Based on the above anlyses, the solution of Public Safety discovery in TS 33.303[6] may not be sufficient, as the existing Relay discovery solution doesn’t address how the eRemote UE discovery an eRelay UE upon paired. From this point of view ,two types of discovery for eRelay discovery is proposed in TR 23.733[2]. The former one is used when no trust relationship is setup and the eRelay permits discovered by any eRemote UE, while the latter one is used when eRemote UE and eRelay UE has been paired and a trust relationship has been setup, only the authorized eRemote UE could discover eRelay UE. Both model A and model B are support for each type of discovery.

From perspective of security, no matter which type of discovery the broadcasted discovery message needs interity protection. In addition for the restricted discovery, the discovery message also needs confidentiality and replay protection, in this way only permited eRemote UE could discover eRelay and that the discovery message would not be replayed at a later time.

X.y.2 Security threats
Malicious UE which is not authorized to use eRelay discovery service could request for the security parameters of open discovery or restricted discovery, and then pretend to be an eRelay UE or eRemote UE. The malicious eRelay UE leads to deplete other UE’resource from monitoring the right eRelay UE. The malicious eRemote UE will cause an illegal UE which is not authorized to discover the eRelay UE by open or restricted discovery and attack the eRelay UE.
If discovery messages announced in PC5 are not protected, security threats such as replay, impernation, and tracking UE can exist. 
X.y.3 Potential security requirements
The system should support a method to mitigate the replay attack for open and restricted discovery.
The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.

The system shall support the prevention of impersonation attacks.

The identity announced on in the restricted discovery message shall be protected from being understood by unauthorized UEs.
Editor’s Note: The identities needs to be clrifaired.
The parameters for discovery shall be configured securely in the eRemote UE and eRelay UE.
7C.1	General


At the time of remote UE selection of Evolved ProSe UE-to-Network Relay, there might be several Evolved ProSe UE-to-Network Relay capable UEs in proximity of the Evolved ProSe Remote UE, and available for discovery and relay connection establishment. The requirements listed in the following sub-sections relate to the selection of an appropriate Evolved ProSe UE-to-Network Relay to be used for Evolved ProSe Remote UE access to a 3GPP PLMN.


The 3GPP system shall support selection of one out of potentially several Evolved ProSe Relay capable UEs, in proximity of the Evolved ProSe Remote UE and available for discovery and relay connection establishment, through a 3GPP defined relay UE selection procedure. 


The 3GPP system shall support selection of Evolved ProSe UE-to-Network Relays with subscriptions with the same owner as the subscription of the Evolved ProSe Remote UE as well as Evolved ProSe UE-to-Network Relays with subscriptions with a different owner than the subscription of the Evolved ProSe Remote UE.


The 3GPP system shall support pairing of an Evolved ProSe Remote UE and a specific Evolved ProSe UE-to-Network Relay to allow for fast remote connectivity setup with UE consent given, and/or MNO control applied, at the time of pairing.








7C.2	Relay UE selection


The 3GPP system shall support selection of an Evolved ProSe UE-to-Network Relay based on selection criteria: the relay UE identity, capabilities of the Evolved ProSe UE-to-Network Relay or on which 3GPP PLMN the Evolved ProSe UE-to-Network Relay connects to. 


Note:	The list of selection criteria is non-exhaustive.


The 3GPP system shall support selection of an Evolved ProSe UE-to-Network Relay based on a combination of, and possibly by varying priority order, any of the above criteria. 


The 3GPP system shall support pre-configuration of Relay UE discovery information in addition to pre-configured PLMN selection information, needed for Relay UE selection, in the Evolved ProSe Remote UEs. It should include the applicable Relay UE identity to allow identification of to which Evolved ProSe Relay UE a specific set of information applies. 


The 3GPP system shall support provisioning of information in the Evolved ProSe Remote UE (ME and/or USIM) used for relay UE selection. 


The 3GPP system shall support having preferences stored in the Evolved ProSe Remote UE related to the relay UE selection criteria, configured/controlled by the home operator, user selectable, or a combination of both.


The 3GPP system shall support mechanisms for allowing an Evolved ProSe Remote UE to get information regarding which PLMN a specific Evolved ProSe UE-to-Network Relay connects to, prior to indirect 3GPP connection establishment.


The 3GPP system shall support mechanisms for allowing an Evolved ProSe Remote UE to get information regarding what PLMNs a specific Evolved ProSe UE-to-Network Relay connects to, in case of network sharing, prior to indirect 3GPP connection establishment.











