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1	Decision/action requested
This contribution adds questions and interim agreements for Issues #1.18
2	References

3	Rationale
The purpose to design security negotiation procedure is compatibility for both legacy/upgraded UEs and legacy/upgraded network, e.g., upgraded UE and legacy network. If there is no security negotiation, upgraded UE and legacy network may not use the same security algorithm, which leads to communication failure. So, security algorithm negotiation is needed for the upgrade of the UE and the network. 
In 4G, algorithms defined by SA3 include confidentiality algorithm, integrity algorithm, and key derivation function. Confidentiality algorithm and integrity algorithm can be potentially implemented in many algorithms, e.g. SNOW, AES, and ZUC. However, HMAC-SHA256 is the only algorithm for KDF. Consequently, in 4G, SA3 just considers the negotiation of confidentiality and integrity algorithm, but no KDF.
But it is incompatible about the design purpose of security negotiation. Consider that scenario, during the expected longer lifetime of 5G, HMAC-SHA256 is the only KDF and if it is found to be broken, the whole key chain is under potential attack. If algorithm negotiation mechanism for KDF is not there, a legacy/upgraded UE cannot access the upgraded/legacy network since they may use the different KDF. The algorithm negotiation mechanism is necessary for introducing new KDF. 
In addition, it is a good security practice to implement two algorithms. So if one algorithm is broken, the other one can still be used, which will make the system safe. In case that two KDFs are supported in 5G, algorithm negotiation mechanism is needed. 
Moreover, consider the bidding down feature in design for 5G security, a negotiation procedure to address the potential security threat is a convenient way to evolve from phase I to phase II. If there is no KDF negotiation in phase I, it may be suffered by bidding down attack after introducing KDF negotiation in phase II. For example, UE in phase II supports 2 KDFs, and an attacker raises a bidding down attack to the UE to fall back to the phase I, who just supports 1 weaker KDF. In that way, the benefit of negotiation is cut down.
Currently there is just one solution #1.29 for KDF negotiation, the solution is proposed to be the baseline of KDF negotiation.
4	Detailed proposal
It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
**********************Begin of changes********************************
E.1.18	Questions and Interim Agreements for Key Issue #1.18
E.1.18.x	Principles of security negotiation
E.1.18.x.1 Description of Question
Shall KDF negotiation procedure be needed in phase I? 
E.1.18.x.2 Interim Agreement
TBD
**********************End of changes********************************
