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1	Decision/action requested
Solution variant to solution #7.3 – resubmission from SA3#86Bis
2	References
 [1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
3	Rationale

4	Detailed proposal
**** Begin Change ****
[bookmark: _Toc467573436][bookmark: _Toc467858242]5.7.4.3.a	Solution #7.3.a: HN asymmetric key (solution variant to #7.3) 
Solution #7.3 describes the usage of public key encrypted IMSIs in two cases: for the initial attach and when UE is requested to provide its real identity. Otherwise pseudonyms established between the UE and the home network are used. Solution #7.3.a is a variant of #7.3 as it demands that the only ways to provide the identifier to the network are:
· public key encryption of the long-term identifier
· Temporary identifier assigned by the serving network.
[bookmark: _Toc467573438][bookmark: _Toc467858244]5.7.4.3.a.2	Solution details  
The 5G UE and the home PLMN UDM share a long-term identifier (SUPI) and a long-term key K. 
A home PLMN has a public key, which it has made available to the UE. Since this is a relationship between the operator and its subscribers, this can be a raw public key, i.e. no need for certificates. The home PLMN can pre-provision the public key in the UE or use OTA mechanism to distribute it.
Every time the 5G UE is required to send its long-term identifier, the 5G UE encrypts the parts of the long-term identifier not needed for routing purpose with the public key of the home PLMN and sends the encrypted identifier to the serving or home PLMN. Long-term identifiers are needed for initial attach and if the serving network does not have the temporary identity available. Other reasons for sending long-term identifiers could be possible.
[bookmark: _Toc467573445][bookmark: _Toc467858251]5.7.4.3.a.3	Evaluation
This solution provides 5G UE privacy at the 5G RAN.
There is no need of a Global PKI. Impact to HSS is limited to decryption of the received identity. Home PLMN needs to have means to update public keys in its subscribers' devices.
[bookmark: _GoBack]Editor's. Note: the sending of SUPI within NAS Security Mode Complete is ffs.

**** End Change ****
