3GPP TSG SA WG3 (Security) Meeting #87
S3-171521
15-19 May, 2017, Ljubljana,Slovenia
revision of S3-171219
Source:
Huawei; Hisilicon

Title:
Verify the feature of EIA0
Document for:
Approval

Agenda Item:
7.1.4/ SCAS_eNB
1
Decision/action requested

It is proposed a tests on EIA0, and it is requested SA3 to approve this proposal.
2
References

 [1]
3GPP TS 33.401
3
Rationale

This contribution proposes tests on EIA0.
4
Detailed proposal

***
BEGIN OF THE FIRST CHANGE ***

5.2.2.1.x
The selection of EIA0 

Requirement Name: The selection of EIA0
Requirement Reference: TBA 

Requirement Description: " EIA0 is only allowed for unauthenticated emergency calls " as specified in TS 33.401[6], clause 5.1.4.2
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that if AS NULL integrity algorithm is used correctly.
Pre-Conditions:

Test environment with UE and eNB. UE may be simulated 
The vendor shall provide documentation describing how EIA0  is disabled or enabled.
Execution Steps

Positive:

1. eNB receives a UE security capability only containing EIA0 from S1 context setup message.

2. eNB sends AS SMC to the UE.

Negative:

1. eNB receives a UE security capability that contains EIA0 and other integrity algorithm(s).

2. eNB sends AS SMC to the UE.

Expected Results:

EIA0 is only selected in the Positive test.
Expected format of evidence:
Sample copies of the log files.

***
END OF THE FIRST CHANGE ***

***
BEGIN OF THE SECOND CHANGE ***

5.2.2.1.x
EIA0 can be disabled 

Requirement Name: EIA0 can be disabled
Requirement Reference: TBA 

Requirement Description: " Implementation of EIA0 in MMEs, RNs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs, RNs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement" as specified in TS 33.401[6], clause 5.1.4.2

Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that if  EIA0 is disabled in RNs and eNBS in the deployments where support of unauthenticated emergency calling is not a regulatory requirement
Verify that if EIA0 can be disabled and enabled.
Pre-Conditions:

Test environment with UE and eNB. UE may be simulated.

eNB is deployed in an area where support of unauthenticated emergency calling is not a regulatory requirement.
The vendor shall provide documentation describing how EIA0 is disabled or enabled.
Execution Steps

1. The tester verifies that the EIA0 can be disabled and enabled as described in the vendor provided documentation 
Expected Results:

The EIA0 can be disabled and enabled.
Expected format of evidence:
Sample copies of the log files.

***
END OF THE SECOND CHANGE ***

