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1	Decision/action requested
Adding details to key issue for further consideration in Rel-14 or eV2X.
2	References
 [1]       3GPP TR 33.885 
3	Rationale
Adding details to key issue for further consideration in Rel-14 or eV2X. Key issue is about malicious UE, but text details are rather referring on malware or wrong sensors of a possibly honest UE. Thus overall, the key issue should be clarified and it is proposed to provide a description on this.

4	Detailed proposal

[bookmark: _Toc442705056][bookmark: _Toc466896416][bookmark: _Toc466897034][bookmark: _Toc467157053][bookmark: _Toc474468395]**** Begin Change ****
[bookmark: _GoBack]5.16	Key Issue #16: Detectability of Malicious LTE-V2X UE Behavior - achieving trust and confidence in messages
[bookmark: _Toc466896417][bookmark: _Toc466897035][bookmark: _Toc467157054][bookmark: _Toc474468396]5.16.1	Key issue details
A good security solution will prevent sending of false messages by malicious users or, if this is not possible, at least it should allow the receiving UE to make a decision whether to trust the message- and therebyThis prevents that a V2X LTE UE will receive and/or process a false warning message. 
However, it may not be clear for a UE when receiving a message, whether the sending UE is malicious or it has just a mal-functioning sensor that led to this message. Nonetheless, sSecuring the communication only protects against attacks on the air interface, it does not prevent cases where the UE sends out faulty messages due to malware, or faulty sensors, or on purpose. As a result, a receiving UE may not be able tocannot tell from the security aspects of a received message alone whether the content of the message is trustworthy. And so, the problem that occurs is that a UE that receives for example an imminenteminent crash warning, may not be able to take an inappropriate action which may lead to unsafe road conditions. Consequently, the aim of V2X to improve road safety may not be achieved. Thus, the key issue should address how a receiving UE could achieve trust in such a situation. 

In short, the two following problems that needs to be addressed are the following:
How does the receiving UE detect and handle false messages due to 
· malware on the UE, 
· sensor failures or 
· being a malicious UE.
· False messages due to malware on the UE;
Editor’s Note: Whether this problem is in scope is FFS
· False messages due to sensor failures.
Editor’s Note: Whether this problem is in scope is FFS
Both These problems cannot be addressed by only securing the communication channel and so other solutions should be investigated, i.e. how to achieve confidence or trust in the messages that a UE receives either via broadcast over PC5 or over eMBMS.
[bookmark: _Toc442705058][bookmark: _Toc466896418][bookmark: _Toc466897036][bookmark: _Toc467157055][bookmark: _Toc474468397]5.16.2	Security threats 
A V2X UE may be fooled into taking wrong decisions leading to unsafe road conditions.
Receiving a malicious message may lead the V2X UE to take the wrong action.

[bookmark: _Toc442705059][bookmark: _Toc466896419][bookmark: _Toc466897037][bookmark: _Toc467157056][bookmark: _Toc474468398]5.16.3	Security requirements
Editor’s Note: The requirements are FFS
A V2X UE should have the means to achieve trust or confidence in the messages received.
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