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1. Overall Description:

SA3 thanks ETSI TC CYBER for their LS on Middlebox Security.
The following points were made in the discussion in SA3

1. 3GPP SA3 normally provide confidentiality protection hop by hop in its specifications, which avoids the issues described.

2. 3GPP make use of existing encryption protocols such as TLS and IPsec wherever possible

3. Such specifications include not only those for NGS 5G, but also for example, those for MCPTT, eMBMS, MTC, IMS signalling and IMS media plane

4. 3GPP will not consider scenarios involving encryption of services provided by third parties (i.e. not provided by the operator)

Points 1 and 2 suggest a limited role for 3GPP SA3 in this middle-box initiative, until its impact on work in the IETF on TLS and IPSec is known

However, its impact, including on the end user perception of security, on the MCPTT, eMBMS, MTC and IMS specifications could be studied, as not all of these specifications assumed hop by hop protection was acceptable.      

It was also pointed out that facilities for LI and those used by the operator for security and performance are kept segregated. This is to fulfil the LI requirement of non-visibility of its invocation to the operator’s general NMC staff, so it is not clear that use of middle boxes to for LI and commercial monitoring purposes should be considered together.

SA3 would like to understand how TC CYBER intends to progress any protocol design while ensuring that work is aligned with and does not duplicate or conflict with work in other SDOs (e.g. IETF).

2. Action requested: 

To ETSI TC CYBER
ACTION:  SA3 kindly asks TC CYBER to take the above into account and keep SA3 updated.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88

07-11 August 2017

China
SA3#88-Bis (Adhoc on 5G)
09-13 October 2017

Singapore
