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1
Decision/action requested

This pCR tackles an existing editor’s node and aligns 5.10.3.2.2 with 5.3.3.1.2. It is requested to approve the pCR for integration into TR 33.899.
This pCR is a re-submission without changes of S3-170653 that was not treated at SA3#86bis for lack of time. 
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Rationale

Currently section 5.3.3.1.2 refers briefly to the possibility to steal cryptographic material over the interconnection link. The two sections are now linked with each other and the related editor’s note is removed. 
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Detailed proposal

*************START of pCR*****************

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update. But in that case, the false network may also get hold of the new key material. This is core network security related threat is discussed in 5.10.3.2.2.
After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

NEXT CHANGE
5.10.3.2.2
Security threats 

The known interconnection security attacks include:

- DoS against users [44], [28]
- DoS against network nodes [44]
- Eavesdropping [28], [29]
- SMS interception (including password recovery code messages for social network services or e-mail accounts) [29]

- Location tracking [44], [45], [28], [29], [30]
- Fraud (incl subscriber profile modification) [44], [28], [29] 

- Subscriber credential theft or session key theft [44], [30]

- IMEI whitelisting [46]

In most of those attacks, the attacker impersonates a network node e.g. of a partner operator MME in an LTE network. While some of them are today only really well-known for SS7, many of them have already be confirmed to apply also for the successor protocol Diameter. Hence we add:

 - Network node impersonation 

 - Source address spoofing in signalling messages (used to realize impersonation at various protocol layers)

Key theft attacks in the AKA protocol:

An attacker could obtain keys in several different ways: 

1. by passively eavesdropping on the communication between an HSS sending authentication vectors (AVs) to a genuine serving node. Attack 1 is not commonly described in the literature as an attack on SS7 networks (which does not, of course, mean that it could not be performed.);

2. by impersonating a genuine serving node towards the HSS and obtaining AVs in this way; [28, 29]

3. by impersonating a genuine serving node towards another serving node to obtain a current security context (e.g. sending a forged context request between SGSNs or MMEs used in handovers or idle mode mobility) [30]

Re-routing attack: The attacker could also impersonate a genuine serving node by sending a forged Location Update message to the HSS [30]. In this way, the downlink traffic could possibly be re-routed towards the attacker's serving node. 


The security threat is based on the fact that the origin of a message cannot be assured 100 %. There are often several interconnection providers in the communication chain. If security is deployed, it is hop-by-hop and no global infrastructure is supporting it. Some less stringent partners rent out their access without really validating that the tenants behave according to the contractual agreement and do not misuse the rented accounts for illegal activities (note, that some of the mentioned attacks might in some countries not be illegal at all) and, hence, even end-to-end security as defined in [48] does not yet completely address these threats.

Some operators invest heavily in their security infrastructure to provide their customers a reliable and trustworthy service. 
*************END of pCR*****************

