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1
Decision/action requested

This contribution provides a pCR to Security area #1. Approval is requested. 
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3
Rationale

Solution #2.30 proposes EAP based secondary authentication by an external DN-AAA server. The EAP messages between the UE and the external DN-AAA server are carried in two independent legs:
a) Between the UE and the SMF in two hops – N1 interface between the UE and the AMF, and N11 interface between the AMF and the SMF.
b) Between the SMF and the external DN-AAA server in two hops – N4 interface between the SMF and the UPF, and N6 interface between the UPF and the external DN.
Full protection of EAP messages between the UE and the external DN-AAA can be achieved only when all the four hops are protected.

In the first leg, N1 interface is fully protected by NAS security whereas N11 between the AMF and the SMF is protected by NDS/IP specified by TS 33.210. The second leg between the SMF and the external DN-AAA server needs similar type of protection for secure transport of EAP messages.

In SA3#86Bis, an interim agreement was proposed to secure the interface between the UPF and the external DN-AAA. This only covers N6 interface between UPF and external DN-AAA. For complete security of EAP messages, N4 interface between the SMF and the UPF must be secured as well. 

This pCR proposes protection of N4 and N6 interfaces for uninterrupted hop-by-hop security between the SMF and the external DN-AAA server.
4
pCR
*******************START OF pCR*******************************************
5.1.4.z
Solution #1.z: Secure interface between 3GPP network and external DN for secondary authentication by an external DN-AAA server
5.1.4.z.1
Introduction  
Solution #2.30 proposes EAP based secondary authentication by an external DN-AAA server. 
Between the UE and the SMF, EAP messages are sent in a SM NAS message over N1 and N11 interfaces. The SMF further communicates with the external DN-AAA over NG4 and NG6 via the UPF. 
In-order to provide uninterrupted protection for EAP messages between the UE and the external DN-AAA, all intermediate hops need to be secured. SM NAS messages between the UE and the SMF are protected, first by NAS security between the UE and the AMF, and then by NDS/IP between the AMF and the SMF. 
The present solution provides mutual authentication, confidentiality and integrity for secure transfer of EAP messages between the SMF and the external DN.
5.1.4.z.2
Solution details
The N4 interface, used to exchange control plane messages between the SMF and the UPF, is an internal interface between two Network functions in the 3GPP network. The NDS/IP security based on IPSec, as described in 3GPP TS 33.210 [43], is used to secure control plane messages on N4.
NOTE: This is based on the interim agreement for key issue #1.11 which proposes NDS/IP for signaling messages between network functions. As noted in the interim agreement, further agreements in security area #10, if any, shall apply and may supersede the statement on N4 interface security.
The N6 interface is used for communication between the UPF and external Packet Data Network. The security requirements of integrity, confidentiality and replay protection apply to this interface. One of the following mechanisms should be used to secure signaling messages on this interface:
a. IPSec based on NDS/IP defined in TS 33.210 [43]
b. TLS/DTLS based on security mechanisms and profiles defined in TS 33.310 [37]
 “Editor’s Note: It is FFS whether this interface should be standardized, taking into account other examples of interfaces between a 3GPP entity and an external entity that are specified in 3GPP specs (e.g. MB2)”
5.1.4.z.3
Evaluation 
FFS
*******************END OF pCR*******************************************
