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1
Decision/action requested

An update to the key refresh procedure is proposed. It is kindly requested to accept this pCR into S3-170916.
2
References
[1]
S3-170916 – BEST TS
3
Rationale

This pCR updates existing text in the Key Management section of clause 4.4. This is done to align with the procedure where all the three functions, the UE, the HSE and the EAS, are involved whenever there is a key refresh event happening and new keys are derived.
4
Detailed proposal

**** Beginning of Change 1 *****
4.3.2
BEST Session Initiation and Key Agreement

The UE shall initiate a BEST session using the EMSDP Session Request message following the establishment of the PDP Context.  To optimise the message flow for battery constrained devices, the EMSDP Session Response is combined with Session Key Agreement.  

The EMSDP Session Request message shall include the UE Identity, BEST capabilities of the UE, the UE serving network and details of the enterprise service including the Enterprise server Id (EAS Id) that the BEST service is being used for.

The EMSDP Session Start message shall include the RAND and AUTN needed for a key agreement of the BEST keys, the BEST service parameters and a checksum validating the previous EMSDP Session Request message.

The HSE shall determine the parameters for the BEST service.  The HSE may use the location information provided by the UE to determine whether aspects of the BEST service, such as cyphering, can be used in that location.

As a result of the key agreement exchange the UE and HSE shall derive the keys to be used for future control plane and user plane security. In case of Key agreement only service, UE and HSE shall derive the EAS specific intermediate key needed for application layer user plane security at the enterprise layer.

To optimise the BEST service for battery constrained devices, confirmation of the BEST session start is not required.  The UE sending a UP message to the HSE is by itself is an implied confirmation.  However, if the BEST service is being used for key agreement only, the HSE shall require the UE to send EMSDP Session Start Confirmation by setting the indicator in the EMSDP Session Start message.  

4.3.3
BEST Session Key Management

At any time during the session, either the UE or the HSE may trigger a re-negotiation of the keys being used for the BEST service using the EMSDP Manage Keys Request and Response exchange.
The newly generated keys don’t impact on-going BEST sessions. They come into effect next time when a new BEST session is established. 

For UE-to-EAS mode UP service and Key agreement only service, the newly derived pre-shared key (EAS PSK) may be sent by the HSE to the corresponding EAS. This is further described in clause 6.2.7.2. 

**** End of Change *****
**** Beginning of Change 2 *****
4.4
Procedures between the HSE and the EAS
4.4.1
Message Exchange Overview
The message exchanges between the HSE and the EAS are essentially a mirror of the ones between the UE and the HSE.  All control plane messages are terminated or initiated by the HSE.  When BEST user plane security services are used in UE-to-EAS mode, the UP data user plane security is end-to-end between the UE and the EAS.  

Note:  
The actual details and standardization of the HSE to EAS interfaces is out of scope for this release. 
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Figure 4.4.1-1: Generalised BEST EAS service flow

4.4.2
Registration

The EAS shall register for BEST service by sending the EAS Session Registration message to the HSE. This results in a secure connection to be setup between the HSE and the EAS.

The EAS Session Registration message shall include the Enterprise server Id (EAS Id). The HSE sets up a session context for the EAS.

4.4.3
Key Request

During the Key agreement procedure, described in clause 4.3.2, HSE may forward the intermediate key to the EAS in the EAS Session Request message. When BEST is used for Key agreement only, the HSE shall forward a pre-shared key (KInt_EAS_PSK) that is specifically derived for the enterprise as defined by key definition rules in clause 5.1.3. 
When BEST UE-to-EAS user plane services are used, the HSE shall forward the intermediate key (KInt_E2E) as derived in clause 5.1.1. The EAS shall respond with the EAS Session Start message. In the case of BEST UE-to-EAS user plane services this EAS Session Start message may include a key identifier for the Enterprise Key to be used.
4.4.4
Key Refresh

At any time during the BEST session, either the UE or the HSE or the EAS may trigger a re-negotiation of the keys being used for the BEST service. 
The UE and the HSE triggered re-negotiation is described in clause 4.3.3. As described in that clause, the HSE may update EAS with the newly derived EAS PSK.

The EAS-triggered re-negotiation of keys applies to BEST UP Service in UE-to-EAS mode. The newly generated keys are appropriately propagated to the UE using EMSDP Manage Keys Request. The EAS is provided with newly derived EAS PSK from the HSE. These keys come into effect later for new BEST sessions.

For BEST key-agreement only service, there is no provision for the application layer to trigger generation of the new EAS PSK. The application layer continues to use the existing pre-shared key to generate fresh session keys for consecutive instances of the protocol. When a new EAS PSK is generated in the HSE, the application layer obtains it either via an update from the HSE or when the EAS contacts the HSE again when a new application layer session is set up. 
**** End of Change 2*****
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