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1
Abstract

TC CYBER has written an LS to SA3 regarding the Middlebox Security Protocol. 

This contribution provides a summary and background, and it is proposed that a new key issue and solution are added to 33.899 (S3-171318 and S3-171340). A draft response to the liaison is is also provided (S-171342).  

2
Background on middlebox security

TC CYBER are highlighting the publication of ETSI TR 103 421 [1]. Section 4 of this standard describes scenarios in which traditional end-to-end two-party encryption can prevent network elements from performing important security and assurance functions. They include: 
· Cyber security and fraud prevention -  section 4.3.1

· Network management, efficiency and optimisation (e.g. cacheing, QoS, WAN optimisation) – section 4.3.2

· Regulatory compliance (e.g. LI) – section 4.3.5

· End user protection (e.g. parental control, protection of minors, consumer protection) – section 4.3.7

· Resilience and security of communication infrastructure – section 4.3.8

It is noted [1] [3] that implementing these functions in the presence of traditional two-party end-to-end encryption often results in the encryption either being removed entirely or otherwise interfered with in some way. This weakens security, both by providing a full break in confidentiality, and, worse, breaking authentication between the two parties. Authentication is critical to ensuring end-points can guarantee they are accessing the correct services and thus can provide appropriate data to them. In cases where client authentication is used, then this is also critical to ensuring services can guarantee the end-point, and thus provide access to the appropriate data for that end-point. Given the latent business, network, and regulatory demand for middlebox access, it is preferable to provide for a secure means of doing this in 5G rather than accept inadequate or adhoc breaks to the security model.
This has motivated interest in techniques and protocols such as Multi-Context Transport Layer Security (mcTLS) [2] which move past an “all-or-nothing” security model, and allow endpoints and content providers to explicitly introduce middleboxes in secure end-to-end sessions while controlling which parts of the data they can read or write, and (where appropriate) allowing the endpoints to be aware that this is happening. 
To this end, ETSI TC CYBER recently agreed Work Item DTS/CYBER-0026 to investigate these protocols in a normative Technical Specification (TS). The scope of work is given as follows:

Specify protocols to enable trusted, secure communication sessions between network endpoints and one or more middleboxes between them using encryption. The specification is intended to facilitate implementation profiles for a wide array of implementations and applications. The work item will produce a multi-part specification of protocols for implementations pursuant to ETSI TR 103421

3
Proposed actions

TC CYBER have invited SA3 to tell them where to focus their efforts in order to make the new Work Item as useful as possible in SA3’s work on 5G.

The issue of middlebox security will be an important one across a broad range of 5G applications for the reasons outlined in clause 2. 

A specific area of focus for SA3 is highlighted: the ability of visited networks to have carefully controlled and audited access to roaming traffic in order to perform the functions listed in clause 2. 

Therefore the following actions are proposed: 

· It is proposed that a new key issue is added to 33.899 describing the issue around middlebox access to traffic and highlighting that roaming traffic is a specific issue (S3-171318). 

· It is proposed that a new solution is added to 33.899 (S3-171340). 

· A liaison back to TC CYBER is proposed (S3-171342).
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