3GPP TSG SA WG3 (Security) Meeting #87
S3-171304
15 – 19 May 2017, Slovenia (Ljubljana)
revision of xxxxxxx
Source:
Nokia 


Title:
Solution related to security area #7: subscription privacy – synchronitation and recovery
Document for:
Approval, Information, Discussion

Agenda Item:
8.3.7 Subscription privacy (FS_NSA)
1
Decision/action requested

S3-171303 provides the questions for which solution is proposed here.
2
References
[1]
3GPP TR 33.899
3
Rationale

During NSA#12 telco it was encouraged to start a list of questions that may lead to interim agreements for the TR 33.899. The following pCR proposal for a question is addressing key issue #7.2 in security area "Subscription Privacy". This contribution proposes simple solution related to the synchronisation and recovery question.
4
Detailed proposal
********** Start of change

5.7.4
Solutions
5.7.4.X
Solution #7.X: Solution related to synchronisation and recovery
5.7.4.X.1
Introduction  

This solution addresses key issue #7.2 and is related to solutions in which the home network maps pseudonyms to the subscriber identifiers or needs to decrypt the protected subscription identifier (e.g. as in  #7.3, #7.4 and #7.12).

In pseudonym solutions, the identity of the subscriber visible to the radio interface, changes. It must be assured that UE and HN are always synchronized, i.e. using the same pseudonym, otherwise a situation for recovery may occur. 

Several methods have been proposed that demand re-synchronisation in case of failure. The following reasons for out-of synch are mentioned in solution #7.3:  lost pseudonym, already assigned pseudonym or invalid pseudonym, which need recovery mechanisms. Examples are that UE had incorrectly stored the pseudonym due to hardware or software glitch or the home PLMN had lost the pseudonym due to hardware or software failure. Other reasons include collision, e.g. 2 UEs were assigned the same pseudonym.
Also in solutions, where the identity is protected over the air, a recovery situation may occur.

In case of encrypting the identity with the home network public key, no synchronisation is needed, because the identity does not change. (Only the representation of the encrypted identity will change by using different random part in the encryption.) However, recovery situation may occur, if the HN does not recognize the identity or the UE has lost the public key.

If the network repeatedly requests the UE to identify, this can happen for two reasons: 

(1) as described above.

(2) an active attacker is running denial of service attacks. 

I.e. UE has provided the encrypted IMSI or a recovery value (second pseudonym) and would be requested again to present the permanent identity. While in case of encrypted IMSI, the UE has several attempts of providing the identity, in case of pseudonyms or e.g. USIM pool solution, the UE may run out of identities that it can provide. The issue, when to use out-of-band mechanisms, is addressed with the last two question below.

5.7.4.X.2
Solution details  

Synchronisation and recovery can be necessary between UE and HSS in pseudonym solution or home network asymmetric key based solutions. See above for some reasons. 
It is proposed that the UE could make a decision or operator could give a policy to the UE to protect its home subscribers, on how often to respond to an identity request by a visited network. In case of pseudonym solution UE would run out of pseudonyms if responding to several requests. In case of public key crypto solution UE could be victim of a DoS attack.

Thus, it is up to agreement between UE and HN or configuration in UE whether the UE is responding the same request several times or whether to rather use out of band mechanisms.
5.7.4.X.3
Evaluation 

********** End of change
