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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR adds new key issue on another type of attacks on identity probing.  
Introduction 
This pCR adds description to attacks to distinguish between identity catching and identity probing.  
Revision 458: extracting proposed change 2 in S3-170333 to become a separate key issue on identity probing.
Presented in NSA telco#17. Ed. Note was seen as important in telco.
The following was added/modified accordingly to the discussion:
· [Y] link to document added and from [Y] cited (in threat discussion)
· Text repetition in 5.7.3.X.2 deleted
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********************** START OF CHANGES ***********************
**** change 1
Note to editor: pls. add to reference section:
[X]	Denis Foo Kune, John Koelndorfer, Nicholas Hopper, Yongdae Kim; "Location Leaks on the GSM Air Interface"; in Internet Society: 19th Annual network & distributed system security symposium) (ISOC NDSS); February 2012
[Y] 	Myrto Arapinis, Loretta Mancini, Eike Ritter, Mark Ryan, Nico Golde, Kevin Redon, Ravishankar Borgaonkar: “New Privacy Issues in Mobile Telephony: Fix and Verification”; in CCS’12, October 16–18, 2012, Raleigh, North Carolina, USA (https://comsecuris.com/papers/UMTSprivacy.pdf). 


**** change 2
Note to editor: all text is new, changes over changes are kept for transparency purpose
5.7.3.X	Key issue #7.X: Protecting identities against identity probing
Editor's Note: it is FFS whether identity probing attacks should be countered in 5G phase 1. It does not require a false base station and it is therefore quite difficult to counter. The proposed countermeasures in [X] may heavily impact the paging procedures and should be assessed by SA2 and RAN groups.
5.7.3.X.1	Key issue details
Another type of attack different from "identity catching" (as addressed in key issue #7.2) is "identity probing", which can be described as follows: An attacker knows an identity, e.g. an IMSI or an MSISDN, already and wants to find out whether the subscriber with this identity is present in a given area, i.e. tries to gain knowledge of location information. 
More general, by triggering any activity on the phone of a UE (e.g. facebook, SMS) in a particular location area that requires paging the UE and repeating this activity, identity information can be used to gain more details about the user.
5.7.3.X.2	Security and privacy threats 
NOTE: 	Similar threats as in clause 5.7.3.1.2.
One example of the identity probing attack is described in [X].  It works as follows: 
The attacker observes in a given area the paging requests sent by the network, after the attacker has sent a message to a UE with this identity. The attacker then observes the paging responses. When the attacker sees a response to the paging request in this area there is a certain likelihood that the victim is present. By repeating the attack a small number of times, the likelihood can be greatly increased by using statistical correlations. 
The attack as described in [X] is quite general. It is described in [X] for GSM, but it would work equally well for UMTS and LTE. 
Another identity probing attack, exploiting special properties of the EPS AKA authentication protocol, is described in [Y]: 
"To detect the presence of a victim mobile station MSv, in one of his monitored areas, an active attacker just needs to have previously intercepted one legitimate authentication request message containing the pair (RAND,AUTN) sent by the network to MSv. The captured authentication request can now be replayed by the adversary each time he wants to check the presence of MSv in a particular area. In fact, thanks to the error messages, the adversary can distinguish any mobile station from the one the authentication request was originally sent to. On reception of the replayed authentication challenge and authentication token (RAND,AUTN), the victim mobile station MSv successfully verifies the MAC  and sends a synchronisation failure message. However, the MAC verification fails when executed by any other mobile station, and as a result a MAC failure message is sent. The implementation of few false BS would then allow an attacker to trace the movements of a victim mobile station, resulting in a breach of the subscriber’s untraceability."

5.7.3.X.3	Potential security requirements
Editor's Note: It is FFS if identity probing leads to additional security requirements.
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