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1
Decision/action requested

(Resubmission of S3-170775)

It is proposed to approve the changes in clause 4 for inclusion in TR 33.899.
2
References

[1]
S3-171276, Trust model and key hierarchy discussion for Next Generation systems
3
Rationale

This contribution proposes a new solution for the area #1 on the security architecture. The rationale is further developed in a parallel contribution [1].

4
Detailed proposal

SA3 is kindly requested to approve the following changes for inclusion in TR 33.899.

To rapporteur: All the text is new.
***
BEGIN CHANGES
***

5 1.4.x
Solution #1.x: Key hierarchy for next generation systems
5.1.4.x.1
Introduction
The solution addresses KI #1.7 and proposes two alternative key hierarchies with supporting trust models. In this proposal the following assumpions are made. 

· The termination point of the UP security is in the RAN. 

· There is no standalone security anchor function. More precisely, the SEAF is realized via an AMF as described in solution #1.36. Note that Variant 1 below precludes a SEAF-specific key and the SEAF is fully realized by the AMF.
· There are no network slice-specific keys.
The same underlying assumptions of LTE systems should continue to apply, namely that the RAN sites are more vulnerable than CN sites. In addition, scenarios where an AMF is deployed in a less secure location should be also considered. This is to be expected in NG, if it is not already the case in legacy systems. Use cases where the latency requirements are very low, would necessitate the deployement of AMFs at the edge of the network, i.e. physically closer to the RAN nodes potentially in the same site.
5.1.4.x.2
Solution details

5.1.4.x.2.1
Variant 1

A potential key hierarchy and supporting trust model are illsutarated in Figure 5.1.4.x.2.1-1. This is like the LTE model expect in two aspects. 

First a horizontal key derivation mechanism is introduced for the KCN, the KASME-equivalent in NG. This would guarantee backward security and provide a better protection during AMF changes.

Second all key change mechanisms should be flexible in the sense that the network controls when a key change is needed. This should apply to the CN as well as the AN keys.
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Figure 5.1.4.x.2.1-1: Key hierarchy and trust model in Variant 1

5.1.4.x.2.2
Variant 2

Another potential key hierarchy and supporting trust model are illustrated in Figure 5.1.4.x.2.2-1. The difference with the previous proposal is in the introduction of a higher level SEAF-specific key. 
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Figure 5.1.4.x.2.2-1: Key hierarchy and trust model in Variant 2

5.1.4.x.2.2
Support of non-3GPP access

The KAN key could be used for the establishement of the IPsec tunnel between the UE and the N3IWF. Therefore, no further keys are needed, neither is a distinction in the key hierarchy. This would be in line with SA2’s goal to realize an access agnostic CN.
5.1.4.x.2.3
Key derivation parameters

For both alternative #1 and alternative #2variants, the parameters used for key derivation should be equivalent to those used in legacy systems. For the KCN horizontal key derivation, the key itself is sufficient as input to the KDF from a security perspective. It is then still open whether an additional freshness parameter is required for synchronization. This is further discussed in solution #1.35 (clause 5.1.4.35.2.2).

In Variant 2, the parameters used in the derivation of the KCN from the KSEAF are still open for discussion. This would depend on how the SEAF is realized and the procedures used for establishing and refreshing the KCN. It could be the case that mechanisms like those used for the derivation of the AN keys (in NextGen or LTE) are also used at this higher layer.
5.1.4.x.3
Evaluation

The proposed key hierarchies deliver all the necessary keys for the protection of the UE to CN control and user plane and the protection of the UE to RAN traffic over the air interface.
Both variants are based on a trust model like that of LTE that requires separation between the AS and NAS security contexts to cater for the fact that radio nodes are more exposed than core network nodes.

In addition, both variants introduce a horizontal key derivation scheme at the AMF level. This guarantees backward security during AMF changes.

The AN key is used for 3GPP and non-3GPP accesses and is to be derived in a uniform manner independently of the target network access type. This is inline with the design principle of an access agnostic architecture. 

Variant 2 does not preclude the introduction of a standalone SEAF in the future. 

***
END OF CHANGES
***
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