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1
Decision/action requested

It is proposed that SA3 accept the described solution into the TR.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".

3
Rationale

In a current LTE system, IMEI of the device is included in two types of NAS messages, i.e. IDENTITY REQUEST and SECURITY MODE COMPLETE. Both of these messages are confidentiality-protected protected when IMEI is transferred.

As described above, currently there are two options by which Core network gets the IMEI identity.
Option 1: SMC command to check IMEI:  MME will send SECURITY MODE CMD just to check IMEI. Although this approach will be useful for the early detection of blacklist phone, it will add a delay in ATTACH procedure for the valid whitelist phones.
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Option 2: Use Identity request for IMEI check: MME will have to send Integrity protected and ciphered IDENTITY REQ message to check IMEI after establishing the secured connection. Although this approach will be useful for fast registration of whitelist phone, there will be multiple unnecessary message exchange for the blacklisted phone.
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The proposed solution provides the means to reduce signalling overhead to exchange concealed IMEI. In the proposed solution if the device has a valid security context, the device shall piggyback the concealed device identifier in ATTACH REQ. Otherwise if security context is not available the concealed device identifier will be provided in RRC SECURITY MODE CMD.
4
Detailed proposal
***************Start of Changes****************

5.7.4. Z
Solution #7.z: Securing the device identifier and optimizing the message flow for device identifier checks

5.7.4. Z.1
Introduction  

This solution realtes to the key issues #7.3 "Concealing permanent or long-term equipment identifier.Following solution proposes potential ways to conceal and request the permanent device identity for device verification the short-term subscriber identifiers e.g. IMEI. In many countries, IMEI check is mandatory to block blacklist devices. It should be binding on the network to do IMEI check even if Device has correct security context to avoid a scenario where an USIM having valid security context from a valid device (whitelist) is inserted into a device which is not valid (blacklist).
As key issue 7.3 states that in a current LTE system, IMEI of the device is included in two types of NAS messages, i.e. IDENTITY REQUEST and SECURITY MODE COMPLETE. Both of these messages are protected when IMEI is transferred. It will be unnecessary to incur additional message exchange between Device and network when UE has security context and it can send the concealed IMEI during the attach request. Due to additional message exchange, for blacklist device, it will be a waste of network resource, and for whitelist device, it will delay the ATTACH procedure.

The solution described below proposes the means to reduce signaling overhead to exchange concealed IMEI. In the proposed solution if the device has a valid security context, the device shall piggyback the concealed device identifier in ATTACH REQ. Otherwise if security context is not available the concealed device identifier will be provided in RRC SECURITY MODE CMD. 
5.7.4. z.2
Solution details  

Figure 5.7.4.z.2.1 shows the solution with following two proposals.

5.7.4.z.2.1
 Piggyback the ciphered Device identity in initial NAS message
As shown in figure 5.7.4.z.2-1, it is proposed that when Device has a valid security context, it can include the ciphered Device Identity field/IMEI in ATTACH REQ. If AMF can decode the IMEI, it can verify if the Device is blacklisted. If the device is found in the blacklist, the network can send ‘Attach Reject’ without proceeding further and reduce the signal overload.  When the encrypted IMEI is communicated during the initial attach, UTC timer and the signature based on the shared Ki can be used for Replay attack prevention. 
5.7.4. z.2.2
 Use AS Security Mode Command to check device identifier

As explained in below Figure 5.7.4.z.2.2-1, if the network function is not able to decode the Device identity as security context is not available or if the network has not implemented IMEI check in initial NAS message it is proposed that AS Security Mode Command will be used to check the IMEI. This allows faster detection of the blacklisted Device and saving in signal load/processing at Device and network (AMF). Whitelisted device can also save in attach/registration signal processing.
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Figure 5.7.4.z.2.2-1: Concealment of IMEI and Reduced Signalling

5.7.4. z.3
Evaluation

  Editor’s Note: Evaluation is FFS
***************End of Changes****************
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