3GPP TSG SA WG3 (Security) Meeting #87
S3-171198
15 – 19 May, 2017, Ljubljana, Slovenia
revision of S3-17xabc
Source: Huawei, Hisilicon


Title: EPS-AKAi: A primary authentication solution for 5G NR access

Document for:
Approval
Agenda Item:
8.3.2
1
Decision/action requested

· SA3 is kindly requested to accept the proposed solution in section 4 into TR33.899 v1.1.0. 
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

This contribution proposes a solution that is based on EPS-AKA with Initial Authentication enhancement. It is mainly summarized in the following steps:

UE Initial Attach:

1. When the UE attaches to the network for the first time, the UE may not have a temporary identifier to use in its Initial attah. In this case, the UE will send Initial attach indicating no temporary identifier is present.

2. When the AMF receives the NG-UE attach message, the AMF sends the NG-UE an Identification Request message to allow the UE to identify itself  by presenting the subscriber permanenet identifier.

3. When the UE receives the Identification Request message from the serving network, AMF, and the UE does not have any previous temporary identifier, the UE recognizes that it needs to identify itself using the subscriber permanent identifier and use that as indication that Initial Authentication is required.

4. The UE starts its Initial Authentication procedure as it is described in solution 2.12.

NOTE1: During this first initial authentication, the HN assigns the UE a Home-based Globally Unique Temporary Identifier (e.g., HGUTI) that the UE can use during its subsequent attaches.

NOTE2: HN may use future Initial Authentication procedure to generate new HGUTI. 

5. After the Initial authentication procedure is complete, the UE and the serving network are able to communicate securely with established security association for NAS, AS-CP, and AS-UP.

6. At any point the UE receives User Authentication Request message from the serving network, SEAF, the UE perform authentication based on existing EPS-AKA as in TS33.401.

UE Subsequent Attach(es):
1. When the UE attaches to a serving network for the first time (other than its first initial attach), the UE may use a serving network based temporary identifier that it maintains from earlier attaches. 
2. When the AMF receives the NG-UE attach message and AMF is not able to recognize the UE based on the included temporary identifier, the AMF sends the UE an Identification Request to allow the UE to identify itself by presenting its permamnent subscriber identifier.

3. When the UE receives the Identification Request message from the serving network, AMF. The UE recognizes that the serving network is not able to identify the UE based on the included temporary identifier and it needs the UE subscriber permanent identifier in order to be able to reach the UE home network and authenticate the subscriber.

4. If the UE has a valid HGUTI, the UE should send an Indentify Response message with HGUTI included.

NOTE3: HGUTI reflects the identity of the home network. 

5. The SEAF sends NG Authentication & Data Request message to the HN to download the AV and starts authenticating the UE based on EPS-AKA as in TS33.401.

6. UE receives User Authentication Request message and follows EPS-AKA procedure as in TS33.401 to authenticate the serving network and get authenticated.

7. UE and the serving network follow the 5G NG procedure to establisg NAS, AS-CP, and AS-UP security association with the serving network.
NOTE4: After UE sends attach request with HGUTI, the UE expects the serving network to start EPS-AKA by sending the User Authentication Request message to UE. However, if the UE receives a failure message that indicates an invalid home-based temporary identifier (HGUTI), the UE shall start an Initial Authentication procedure as per solution 2.12.

Since the proposed text is all new, no change bar is used.

4
Detailed proposal
…………
5.2.4.3x
Solution #2.3x: EPS-AKAi: EPS-AKA with Initial Authentication Enhancement
5.2.4.3x.1
Introduction

This solution addresses key issues #2.1. 

This solution provides an authentication mechanism over 5G NR access. It is based on EPS-AKA with Initial Authentication enhancement. In brief, this solution is referred to as EPS-AKAi.
5.2.4.3x.2
Solution details  

UE Initial Attach with Home network:

1. When the UE attaches to the network for the first time, the UE may not have a temporary identifier to use in its Initial attah. In this case, the UE will send Initial attach indicating no temporary identifier is present.

2. When the AMF receives the NG-UE attach message, the AMF sends the NG-UE an Identification Request message to allow the UE to identify itself  by presenting the subscriber permanenet identifier.

3. When the UE receives the Identification Request message from the serving network, AMF, and the UE does not have any previous temporary identifier, the UE recognizes that it needs to identify itself using the subscriber permanent identifier and use that as indication that Initial Authentication is required.

4. The UE starts its Initial Authentication procedure as it is described in solution 2.12.

NOTE1: During this first initial authentication, the HN assigns the UE a Home-based Globally Unique Temporary Identifier (e.g., HGUTI) that the UE can use during its subsequent attaches.

NOTE2: HN may use future Initial Authentication procedure to generate new HGUTI. 

5. After the Initial authentication procedure is complete, the UE and the serving network are able to communicate securely with established security association for NAS, AS-CP, and AS-UP.

6. At any point the UE receives User Authentication Request message from the serving network, SEAF, the UE perform authentication based on existing EPS-AKA as in TS33.401.

UE Subsequent Attach(es):

1. When the UE attaches to a serving network for the first time (other than its first initial attach), the UE may use a serving network based temporary identifier that it maintains from earlier attaches. 

2. When the AMF receives the NG-UE attach message and AMF is not able to recognize the UE based on the included temporary identifier, the AMF sends the UE an Identification Request to allow the UE to identify itself by presenting its permamnent subscriber identifier.

3. When the UE receives the Identification Request message from the serving network, AMF. The UE recognizes that the serving network is not able to identify the UE based on the included temporary identifier and it needs the UE subscriber permanent identifier in order to be able to reach the UE home network and authenticate the subscriber.

4. If the UE has a valid HGUTI, the UE should send an Indentify Response message with HGUTI included.

NOTE3: HGUTI reflects the identity of the home network. 

5. The SEAF sends NG Authentication & Data Request message to the HN to download the AV and starts authenticating the UE based on EPS-AKA as in TS33.401.

6. UE receives User Authentication Request message and follows EPS-AKA procedure as in TS33.401 to authenticate the serving network and get authenticated.

7. UE and the serving network follow the 5G NG procedure to establisg NAS, AS-CP, and AS-UP security association with the serving network.

NOTE4: After UE sends attach request with HGUTI, the UE expects the serving network to start EPS-AKA by sending the User Authentication Request message to UE. However, if the UE receives a failure message that indicates an invalid home-based temporary identifier (HGUTI), the UE shall start an Initial Authentication procedure as per solution 2.12.
5.2.4.3x.3
Solution Evaluation  

In the roaming case, EPS-AKAi provides full control to the HN of the current location of the subscriber and allows the HN to fully authenticate the subscriber before approving the SN to offer the subscriber any service.

It is an enhancement to EPS-AKA and as secure as EPS-AKA while providing HN the control it needs.

In comparison with EPS-AKA*, it is very efficient:

· It is ONLY required during initial.

· It does NOT require new messages between the HN and the SN as part of the authentication mechanism.

In comparison with EPS-AKA*, EPS-AKAi does not violate the existing 3GPP trust model.
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