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1
Decision/action requested

This solution for TS 33.880 defines a method for key distribution for MCData that reflects the methodology for MCVideo and MCPTT.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This defines a key distribution mechanism that reflects that used for MCPTT and MCVideo.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

7.5.X
Solution #4.Z : MCData Key management
7.5.X.1
Overview

Solution #4.X on MCData payload security requires a MCData Payload Protection Key (DPPK) to be shared between entities using payload protection. Solution #4.Y requires that the DPPK shall be a CSK, MuSiK, SPK, PCK or GMK.
Key distribution for MCData follows the same model as MCVideo and MCPTT. Key distribution methodologies for CSK, MuSiK, SPK and GMK are already defined and are service independent. The key distribution methodology for the PCK to support MCData reflects that used for MCPTT and MCVideo.
7.5.X.2
Motivating security requirements

Security requirements are as defined in Solution #4.X.
7.5.X.3
Solution description

7.5.X.3.1
General
Solution #4.X on MCData payload security requires a MCData Payload Protection Key (DPPK) to be shared between entities using payload protection. Solution #4.Y requires that the DPPK shall be a CSK, MuSiK, SPK, PCK or GMK.

Key distribution for MCData follows the same model as MCVideo and MCPTT. Key distribution methodologies for CSK, MuSiK, SPK and GMK are already defined and are service independent. The key distribution methodology for the PCK to support MCData reflects that used for MCPTT and MCVideo.

7.5.X.3.2
Distribution of CSK, MuSiK, SPK and GMK

No MCData specific procedures are used for the distribution of the CSK, MuSiK, SPK and GMK. The procedures defined in TS 33.180 [yy] are sufficient to support the MCData service.
7.5.X.3.3
Distribution of PCK to support one-to-one MCData service

The PCK and PCK-ID is distributed using service-specific signalling. For all MCData services, SIP signalling is used to establish or send the MCData communication. The PCK and PCK-ID is distributed within a MIKEY payload contained within the SDP offer sent from the initiator to the receiver in the same way as for MCPTT and MCVideo. 

This key distribution mechanism applies to the following messages defined in TS 23.282 [zz]:
-
MCData standalone data request

-
MCData session data request

-
MCData FD request
7.5.X.4
Evaluation against requirements

This solution meets the Stage 1 and Stage 2 security requirements identified in clause 7.5.3.2 for the confidentiality, integrity and authentication protection of the MCData SDS and FD service in both the signaling and media plane. Where possible, already agreed mechanisms are re-used.
