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1
Decision/action requested

This contribution discusses the inputs for the security algorithms at the PDCP layer.
2
References

[1]
TR 33.899 
3
Rationale

In LTE, when applying the security at the PDCP layer the same key is used for all the different radio bearer and the radio bearer ID is used as input to the ensure that key stream is not repeated in two different bearers. Bearer ID also ensures that an integrity protected message cannot be moved from one bearer to another. This is a practical approach and works more efficiently than using per-bearer keys without compromising security and ensures that the UE and eNB need to only hold one ciphering and integrity key for user plane and signalling traffic respectively. 
Re-use of the same mechanism would simplify the deployment of the same security algorithms (see a companion contribution). It would also simplify the deployment of Option 3 as the MeNB could use the same methods to ensure that there is no keystream re-use on user plane bearers in a SgNB as is used for SeNBs. 
4
Detailed proposal

It is proposed that SA3 agree the following pCR from inclusion in TR 33.899 [1]. Confirmation of whether the proposal works for 5G should be asked of RAN2. . A companion contribution (S3-180826) proposes asking ETSI SAGE about 5G security algorithms. It may be beneficial to send just one LS to both RAN2 and SAGE covering both these issues.
It is further proposed that this proposed inputs to security algorithms at PDCP layer is taken as a working agreement for 5G.
Proposed pCR
**** FIRST CHANGE ****
5.4.4.z
Solution #4.z: Inputs to security algorithms at PDCP layer
5.4.4.z.1
Introduction  

This solution address the inputs to the security algorithm at the PDCP layer to ensure keystream freshness and ensure that integrity protection is unique to each bearer for Option 3 architectures (see Key Issue #4.3). It is preferable to be able to use the same solution for Options 3 and standalone cases. The solution is about how to use ciphering and integrity keys in the security algorithms at the PDCP layer and not how to generate those keys
5.4.4.z.2
Solution details  
The input parameters to the integrity algorithms are an integrity key, the message, a bearer identity BEARER, the 1-bit direction of transmission DIRECTION and a bearer and direction dependent input COUNT which corresponds to the PDCP COUNT (see Annex B of TS 33.401 [31] for details). 
NOTE: If bearer dependent keys are used, then the use of bearer identity may be redundant
The inputs to the ciphering algorithm are the same, except that the key is a ciphering key and the length of data to be protected is included so the correct amount of keystream can be generated. 
5.4.4.z.3
Evaluation 

This solution is a straight forward method of providing the inputs to the security algorithms at the PDCP layer that enable no keystream re-use and the ability to integrity protect the transferred data uniquely on each bearer. 
**** NEXT CHANGE ****

E.X 
Questions and Interim Agreements for security area #4
E.X.Y 
Questions and Interim Agreements for Key Issue #4.3
E.X.Y.1
The inputs to the security algorithms for Option 3
E.X.Y.1.1
Description of Question

What are in the inputs to the integrity and ciphering algorithm at the gNB for Option 3?
E.X.Y.1.2
Interim Agreement

Solution #4.z describes the agreed inputs for the integrity and ciphering algorithms at the gNB for Option 3.
**** END OF CHANGES ****

