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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Shaun Harry

shaun.harry@keysight.com
2 Corrections required
2.1 Change 1

	Function name
	f_TC_8_1_4_1_2_NR5GC

	Reason for change
	Following implementation of R5-201477, maximum reference power for NR cell 3 should be -78

	Summary of change
	Update max reference power for NR cell 3

	TTCN module
	RRC_IntraNR_Handover_NR5GC

	MCC160 Comment
	


Before Change

	  function f_TC_8_1_4_1_2_NR5GC() runs on NR5GC_PTC

  { // Intra NR handover / Success / Inter-frequency

    f_NR5GC_Init(NR_4); //@sic R5s200309 sic@

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -79, -79); // Power levels are FFS for FR2

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell3, -76, -76); // Power levels are FFS for FR2

    //Create and configure cell

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_CellConfig_Def(nr_Cell3);

    //The UE is in state 3N-A in NR Cell 1 as defined in TS 38.508-1 [4], subclause 4.4A

    f_NR5GC_Preamble (nr_Cell1, STATE_CONNECTED_3A);

    f_NR_TestBody_Set(true);

    fl_TC_8_1_4_1_2_TestBody();

    f_NR_TestBody_Set(false);

    f_NR_Postamble(nr_Cell3, STATE_CONNECTED_3A); //@sic R5s200309 sic@

  }


After Change

	  function f_TC_8_1_4_1_2_NR5GC() runs on NR5GC_PTC

  { // Intra NR handover / Success / Inter-frequency

    f_NR5GC_Init(NR_4); //@sic R5s200309 sic@

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -79, -79); // Power levels are FFS for FR2

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell3, -78, -78); //@sic R5-201477 sic@

    //Create and configure cell

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_CellConfig_Def(nr_Cell3);

    //The UE is in state 3N-A in NR Cell 1 as defined in TS 38.508-1 [4], subclause 4.4A

    f_NR5GC_Preamble (nr_Cell1, STATE_CONNECTED_3A);

    f_NR_TestBody_Set(true);

    fl_TC_8_1_4_1_2_TestBody();

    f_NR_TestBody_Set(false);

    f_NR_Postamble(nr_Cell3, STATE_CONNECTED_3A); //@sic R5s200309 sic@

  } 


2.2 Change 2
	Function name
	fl_BuildIntraN1TransparentContainer

	Reason for change
	As indicated in the reason for change for R5-202641:

As per TP4, reconfigurationwithsync shall be included and keySetChangeIndicator is set to true:

This indicates KAMF  should be updated. So, to meet TP4 at step 7 and Step 11 with a Handover, NAS SMC should be sent included in RRCReconfiguration like case of N2 Handover as described in TS33.501, cl 6.9.2.3.3
As per TS33.501,cl 6.9.2.3.3,

The target AMF shall create a NASC (NAS Container) containing the K_AMF_change_flag, the received downlink NAS COUNT, ngKSI, selected NAS security algorithms, and NAS MAC. The K_AMF_change_flag is set to one when the target AMF receives keyAmfHDerivationInd_.
As well as including the NAS Container in RRCRecondifuration, it is also required to apply update the KAMF and derive new NAS and RRC security keys for use on the target cell. 



	Summary of change
	Perform horizontal KAMF derivation, and refresh NAS/AS Key according to 6.9.2.3.3 of 33.501

Note : below code proposal adds the KAMF update related changes into the function fl_BuildIntraN1TransparentContainer() to associate the changes with steps 5 and 11 of 8.1.4.1.2, a separate function for these updates would probably be preferred.

	TTCN module
	RRC_IntraNR_Handover_NR5GC

	MCC160 Comment
	


Before Change

	function fl_BuildIntraN1TransparentContainer ()  runs on NR5GC_PTC return octetstring

  { //@sic R5-202641 sic@

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo := f_SS_NG_NAS_CountGet(NASCTRL);

    var template (value) IntraN1TransparentContainer v_NASContainer;

    var MessageAuthenticationCode v_CalculatedMac;

    var bitstring v_NASContainerString;

    v_NASContainer := cs_IntraN1TransparentContainer (omit,         // set to omit in order to calculate its own value

                                                      v_SecurityParams.NAS_Ciphering.Algorithm,

                                                      v_SecurityParams.NAS_Integrity.Algorithm,

                                                      '1'B,

                                                      '0'B,

                                                      v_SecurityParams.KSIamf,

                                                      substr(f_NasSecurity_IncrementCOUNT(v_NASCountInfo.DL), 3, 1));

    v_NASContainerString := encvalue(valueof(v_NASContainer));

    v_CalculatedMac := fx_NG_NasIntegrityAlgorithm(bit2oct(v_NASContainerString),

                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                   v_SecurityParams.NAS_Integrity.K_NAS,

                                                   'FFFFFFFF'O,  // according to 33.501 cl. 6.9.2.3.3

                                                   '00001'B,

                                                   tsc_DirectionDL);

    v_NASContainer.mac := v_CalculatedMac;

    v_NASContainerString := encvalue(v_NASContainer);

    return bit2oct(v_NASContainerString);

  }


After Change

	  function fl_BuildIntraN1TransparentContainer ()  runs on NR5GC_PTC return octetstring

  { //@sic R5-202641 sic@

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo := f_SS_NG_NAS_CountGet(NASCTRL);

    var template (value) IntraN1TransparentContainer v_NASContainer;

    var MessageAuthenticationCode v_CalculatedMac;

    var bitstring v_NASContainerString;

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    //update KAMF

    v_SecurityParams.KAMF := f_NG_Authentication_A13(true, f_NasSecurity_IncrementCOUNT(v_NASCountInfo.DL),

                                                     v_SecurityParams.KAMF,     

                                                     v_SecurityParams.KDF);

    // Derive KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_NG_Authentication_A8(tsc_NAS_Enc_Alg,

                                                                   v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                   v_SecurityParams.KAMF,

                                                                   v_SecurityParams.KDF);

    // Derive KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_NG_Authentication_A8(tsc_NAS_Int_Alg,

                                                                  v_SecurityParams.NAS_Integrity.Algorithm,

                                                                  v_SecurityParams.KAMF,

                                                                  v_SecurityParams.KDF);

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, omit);
    v_NASContainer := cs_IntraN1TransparentContainer (omit,         // set to omit in order to calculate its own value

                                                      v_SecurityParams.NAS_Ciphering.Algorithm,

                                                      v_SecurityParams.NAS_Integrity.Algorithm,

                                                      '1'B,

                                                      '0'B,

                                                      v_SecurityParams.KSIamf,

                                                      substr(f_NasSecurity_IncrementCOUNT(v_NASCountInfo.DL), 3, 1));

    v_NASContainerString := encvalue(valueof(v_NASContainer));

    v_CalculatedMac := fx_NG_NasIntegrityAlgorithm(bit2oct(v_NASContainerString),

                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                   v_SecurityParams.NAS_Integrity.K_NAS,

                                                   'FFFFFFFF'O,  // according to 33.501 cl. 6.9.2.3.3

                                                   '00001'B,

                                                   tsc_DirectionDL);

    v_NASContainer.mac := v_CalculatedMac;

    v_NASContainerString := encvalue(v_NASContainer);

    f_SS_NG_NAS_CountSet(NASCTRL, '00000000'O, omit);    

    v_RRC_SecurityParams.KAMF := v_SecurityParams.KAMF;

    v_RRC_SecurityParams.KSIamf := v_SecurityParams.KSIamf; 

    // Derive KgNB

    v_RRC_SecurityParams.KGNB := f_NR_Authentication_A9(v_RRC_SecurityParams.KDF, v_RRC_SecurityParams.KAMF, 'FFFFFFFF'O);

    v_RRC_SecurityParams.NH := v_RRC_SecurityParams.KGNB;

    v_RRC_SecurityParams.NCC := 0;

    f_NR_Security_Set(v_RRC_SecurityParams);

    f_NR5GC_Security_Set(v_SecurityParams);   

    return bit2oct(v_NASContainerString);

  }


