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<Start>
8.2.2.2.9
Bearer Modification / Handling for bearer type change with security key change / EN-DC
8.2.2.2.9.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SCG }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the SN terminated SCG DRB to MN terminated SCG DRB with security key change to keNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(2)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and MN terminated SCG DRB established with security key keNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the MN terminated SCG DRB to SN terminated Split DRB with security key change to s-KgNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(3)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SN terminated Split DRB established with security key s-KgNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the SN terminated Split DRB to MN terminated Split DRB with security key change to keNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(4)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and MN terminated Split DRB established with security key keNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the MN terminated Split DRB to SN terminated MCG DRB (NR PDCP) with security key change to s-KgNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(5)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SN terminated MCG DRB (NR PDCP) established with security key s-KgNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the SN terminated MCG DRB (NR PDCP) to MN terminated MCG DRB (NR PDCP) with security key change to keNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(6)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and MN terminated MCG DRB (NR PDCP) established with security key keNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the MN terminated MCG DRB (NR PDCP) to SN terminated Split DRB with security key change to s-KgNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(7)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SN terminated Split DRB established with security key s-KgNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the SN terminated Split DRB to MN terminated SCG DRB with security key change to keNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(8)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and MN terminated SCG DRB established with security key keNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the MN terminated SCG DRB to SN terminated MCG DRB (NR PDCP) with security key change to s-KgNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

(9)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SN terminated MCG DRB (NR PDCP) established with security key s-KgNB }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message to modify the SN terminated MCG DRB (NR PDCP) to MN terminated SCG DRB with security key change to keNB }

    then { UE reconfigures the DRB and sends an RRCConnectionReconfigurationComplete message }

            }

8.2.2.2.9.2
Conformance requirements

References: The conformance requirements covered in the present test case are specified in: TS 36.331, clause 5.3.5.3, TS 38.331, clauses 5.3.5.3, 5.3.5.6.1 and 5.3.5.6.5, TS 37.340, clause Annex A: Table A-1: L2 handling for bearer type change with and without security key change. Unless otherwise stated these are Rel-15 requirements.

[TS 36.331, clause 5.3.5.3]

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:

…

1>
if the received RRCConnectionReconfiguration includes the nr-Config and it is set to release: or
1>
if the received RRCConnectionReconfiguration includes endc-ReleaseAndAdd and it is set to TRUE:
2>
perform ENDC release as specified in TS38.331 [82, 5.3.5.x];
1>
if the received RRCConnectionReconfiguration includes the sk-Counter:
2>
perform key update procedure as specified in TS 38.331 [82, 5.3.5.8];
1>
if the received RRCConnectionReconfiguration includes the nr-SecondaryCellGroupConfig:
2>
perform NR RRC Reconfiguration as specified in TS 38.331 [82, 5.3.5.3];
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig1:
2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];
1>
if the received RRCConnectionReconfiguration includes the nr-RadioBearerConfig2:
2>
perform radio bearer configuration as specified in TS 38.331 [82, 5.3.5.6];
1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC connection re-establishment procedure:
2>
resume SRB2 and all DRBs that are suspended, if any, including RBs configured with NR PDCP;
NOTE 4:
The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].

NOTE 5:
The UE may discard SRB2 messages and data that it receives prior to completing the reconfiguration used to resume these bearers.

…

1>
set the content of RRCConnectionReconfigurationComplete message as follows:
2>
if the RRCConnectionReconfiguration message includes perCC-GapIndicationRequest:
3>
include perCC-GapIndicationList and numFreqEffective;
2>
if the frequencies are configured for reduced measurement performance:
3>
include numFreqEffectiveReduced;
2>
if the received RRCConnectionReconfiguration message included nr-SecondaryCellGroupConfig:
3>
include scg-ConfigResponseNR in accordance with TS 38.331 [82, 5.3.5.3];
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;
[TS 38.331, clause 5.3.5.3]

The UE shall perform the following actions upon reception of the RRCReconfiguration:

1>
if the RRCReconfiguration includes the secondaryCellGroup:

2>
perform the cell group configuration for the SCG according to 5.3.5.5;

1>
if the RRCReconfiguration message contains the radioBearerConfig:

2>
perform the radio bearer configuration according to 5.3.5.6;

1>
if the RRCReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
if the UE is configured with E-UTRA nr-SecondaryCellGroupConfig (MCG is E-UTRA):

2>
if RRCReconfiguration was received via SRB1:

3>
construct RRCReconfigurationComplete message and submit it via the EUTRA MCG embedded in E-UTRA RRC message RRCConnectionReconfigurationComplete as specified in TS 36.331 [10];

3>
if reconfigurationWithSync was included in spCellConfig of an SCG:

4>
initiate the random access procedure on the SpCell, as specified in TS 38.321 [3];

3> else:

4>  the procedure ends;
2>
else (RRCReconfiguration was received via SRB3):

3> if reconfigurationWithSync was included in spCellConfig of an SCG:

4> initiate the random access procedure on the SpCell, as specified in TS 38.321 [3]; 
3>
submit the RRCReconfigurationComplete message via SRB3 to lower layers for transmission using the new configuration , and the procedure ends;
NOTE:
In the case of SRB1, the random access is triggered by RRC layer itself as there is not necessarily other UL transmission. In the case of SRB3, the random access is triggered by the MAC layer due to arrival of RRCReconfigurationComplete.

1>
if MAC of an NR cell group successfully completes a random access procedure triggered above;

2>
stop timer T304 for that cell group;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the respective target SpCell, if any;

2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the respective target SpCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of that target SpCell;

2>
the procedure ends.

[TS 38.331, clause 5.3.5.6.1]

The UE shall perform the following actions based on a received RadioBearerConfig IE:
…

1>
if the RadioBearerConfig includes the drb-ToAddModList:

2>
perform DRB addition or reconfiguration as specified in 5.3.5.6.5.

[TS 38.331, clause 5.3.5.6.5]

The UE shall:
1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2>
establish a PDCP entity and configure it in accordance with the received pdcp-Config;

2>
configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KUPenc) associated with the KeNB/S-KgNB as indicated in keyToUse;

2>
if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:

3>
associate the established DRB with the corresponding eps-BearerIdentity;
2>
else:

3>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2>
if reestablishPDCP is set:

3>
configure the PDCP entity of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

3>
re-establish the PDCP entity of this DRB as specified in 38.323 [5], section 5.1.2;

2>
else, if recoverPDCP is set:

3>
trigger the PDCP entity of this DRB to perform data recovery as specified in 38.323;

2>
if the pdcp-Config is included:

3>
reconfigure the PDCP entity in accordance with the received pdcp-Config.

NOTE 1:
Removal and addition of the same drb-Identity in a single radioResourceConfig is not supported. In case drb-Identity is removed and added due to reconfiguration with sync or re-establishment with the full configuration option, the network can use the same value of drb-Identity.

NOTE 2:
When determining whether a drb-Identity value is part of the current UE configuration, the UE does not distinguish which RadioBearerConfig and DRB-ToAddModList that DRB was originally configured in.  To re-associate a DRB with a different key (KeNB to S-KeNB or vice versa), the network provides the drb-Identity value in the (target) drb-ToAddModList and sets the reestablishPDCP flag. The network does not list the drb-Identity in the (source) drb-ToReleaseList. 

NOTE 3:
When setting the reestablishPDCP flag for a radio bearer, the network ensures that the RLC receiver entities do not deliver old PDCP PDUs to the re-established PDCP entity. It does that e.g. by triggering a reconfiguration with sync of the cell group hosting the old RLC entity or by releasing the old RLC entity.

NOTE 4:
In this specification, UE configuration refers to the parameters configured by NR RRC unless otherwise stated.

[TS 37.340, Annex A]

This subclause provides for information an overview on L2 handling for bearer type change in EN-DC, with and without security key change (from KeNB to S-KgNB and from S-KgNB to KeNB), i.e. with and without a change of the termination point.
Table A-1: L2 handling for bearer type change with and without security key change 

	Bearer type change from row
to col
	MCG 
	Split  
	SCG

	
	no key change
	with key change
(KeNB <-> 

S-KgNB)
	no key change
	with key change
(KeNB <-> 

S-KgNB)
	no key 

change
	with key change
(KeNB <-> 

S-KgNB)

	MCG
	N/A
	PDCP:           Re-establish

MCG RLC:    Re-establish

MCG MAC:    See Note

SCG RLC:      No action

SCG MAC:     No action
	PDCP: Reconfigure

MCG RLC: No action

MCG MAC: No action

SCG RLC: Establish

SCG MAC: Reconfigure
	PDCP:         Re-establish

MCG RLC:   Re-establish

MCG MAC: See Note

SCG RLC: Establish

SCG MAC: Reconfigure
	PDCP:          Recovery
MCG RLC:             Re-est+release
MCG MAC: Reconfigure
SCG RLC:     Establish
SCG MAC: Reconfigure
	PDCP:         Re-establish

MCG RLC:   Re-est+release

MCG MAC: Reconfigure

SCG RLC: Establish

SCG MAC: Reconfigure

	Split
	PDCP: Recovery

MCG RLC:  No action

MCG MAC: No action

SCG RLC: Release

SCG MAC: Reconfigure
	PDCP: 
Re-establish

MCG RLC: Re-establish

MCG MAC: See Note

SCG RLC: Release

SCG MAC: Reconfigure
	N/A
	PDCP:      Re-establish

MCG RLC: Re-establish

MCG MAC: Reset 

SCG RLC: 
Re-establish

SCG MAC: 
Reset
	PDCP: Recovery

MCG RLC:   Re-est+release

MCG MAC: Reconfigure

SCG RLC: 
No action

SCG MAC: 
No action
	PDCP:         Re-establish

MCG RLC:   Re-est+release

MCG MAC: Reconfigure

SCG RLC: 
Re-establish

SCG MAC: 
See Note

	SCG
	PDCP:   Recovery
MCG RLC: Establish
MCG MAC: Reconfigure
SCG RLC: Release
SCG MAC: Reconfigure
	PDCP:      Re-establish

MCG RLC: Establish

MCG MAC: Reconfigure

SCG RLC: Release

SCG MAC: Reconfigure
	PDCP: Reconfigure

MCG RLC: Establish

MCG MAC: Reconfigure

SCG RLC: No action

SCG MAC: No action
	PDCP:      Re-establish

MCG RLC: Establish

MCG MAC: Reconfigure

SCG RLC: Re-establish

SCG MAC: 
See Note
	N/A
	PDCP:         Re-establish

MCG RLC:    No action

MCG MAC:   No action

SCG RLC:   Re-establish

SCG MAC:   See note


NOTE:
MAC behaviour depends on the solution selected by the network, e.g. MAC reset, change of LCID, etc.
8.2.2.2.9.3
Test description

8.2.2.2.9.3.1
Pre-test conditions

System Simulator:

-
E-UTRA Cell 1 is the PCell and NR Cell 1 is the PSCell.


UE:

-
None.

Preamble:

-
The UE is in state RRC_CONNECTED using generic procedure parameter Connectivity (EN-DC) with MCG and SCG DRBs established, UE Test Loopback Mode B Activated according to [4].

8.2.2.2.9.3.2
Test procedure sequence

Table 8.2.2.2.9.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionReconfiguration message containing NR RadioBearerConfig to modify SN terminated SCG DRB with security key s-KgNB to MN terminated SCG DRB with security key change to keNB.
	<--
	RRCConnectionReconfiguration 
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete 
	1
	P

	3
	The SS transmits one IP Packet to verify data path on SCG DRB.
	-
	-
	-
	-

	4
	Check: Does UE send the IP Packet on SCG DRB in the uplink?
	-
	-
	1
	P

	5
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify MN terminated SCG DRB with security key keNB to SN terminated Split DRB with security key change to s-KgNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	6
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	2
	P

	7
	The SS transmits one IP Packet each to verify data path on Split DRB using NR radio path.
	-
	-
	-
	-

	8
	Check: Does UE send the IP Packet on Split DRB in the uplink using NR radio path?
	-
	-
	2
	P

	9
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify SN terminated Split DRB with security key s-KgNB to MN terminated Split DRB with security key change to keNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	10
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	3
	P

	11
	The SS transmits one IP Packet each to verify data path on Split DRB using NR radio path.
	-
	-
	-
	-

	12
	Check: Does UE send the IP Packet on Split DRB in the uplink using NR radio path?
	-
	-
	3
	P

	13
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify MN terminated Split DRB with security key keNB to SN terminated MCG DRB with security key change to s-KgNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	14
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	4
	P

	15
	The SS transmits one IP Packet each to verify data path on MCG DRB.
	-
	-
	-
	-

	16
	Check: Does UE send the IP Packet on MCG DRB in the uplink?
	-
	-
	4
	P

	17
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify SN terminated MCG DRB with security key s-KgNB to MN terminated MCG DRB with security key change to keNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	18
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	5
	P

	19
	The SS transmits one IP Packet each to verify data path on MCG DRB.
	-
	-
	-
	-

	20
	Check: Does UE send the IP Packet on MCG DRB in the uplink?
	-
	-
	5
	P

	21
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify MN terminated MCG DRB with security key keNB to SN terminated Split DRB with security key change to s-KgNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	22
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	6
	P

	23
	The SS transmits one IP Packet each to verify data path on Split DRB using NR radio path.
	-
	-
	-
	-

	24
	Check: Does UE send the IP Packet on Split DRB in the uplink using NR radio path?
	-
	-
	6
	P

	25
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify SN terminated Split DRB with security key s-KgNB to MN terminated SCG DRB with security key change to keNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	26
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	7
	P

	27
	The SS transmits one IP Packet each to verify data path on SCG DRB.
	-
	-
	-
	-

	28
	Check: Does UE send the IP Packet on SCG DRB in the uplink?
	-
	-
	7
	P

	29
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify MN terminated SCG DRB with security key keNB to SN terminated MCG DRB with security key change to s-KgNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	30
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	8
	P

	31
	The SS transmits one IP Packet each to verify data path on MCG DRB.
	-
	-
	-
	-

	32
	Check: Does UE send the IP Packet on MCG DRB in the uplink?
	-
	-
	8
	P

	33
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to modify SN terminated MCG DRB with security key s-KgNB to MN terminated SCG DRB with security key change to keNB.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	34
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message containing NR RRCReconfigurationComplete message?
	-->
	RRCConnectionReconfigurationComplete (RRCReconfigurationComplete)
	9
	P

	35
	The SS transmits one IP Packet each to verify data path on SCG DRB.
	-
	-
	-
	-

	36
	Check: Does UE send the IP Packet on SCG DRB in the uplink?
	-
	-
	9
	P


8.2.2.2.9.3.3
Specific message contents

FFS

<End>
