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***** Start of Revisions *****
7.1.3.2.2
Integrity protection / Correct functionality of encryption algorithm AES / SRB / DRB

Editor’s Note: The Test sequence is currently defined for EN-DC. Enhancements for other options is FFS

7.1.3.2.2.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state }

ensure that {

  when { Functionality of integrity algorithms with AES is taken into use on SRB }

    then { UE performs correct integrity protection function in PDCP entitys associated with SRB }

            }

(2)
with { UE in RRC_CONNECTED state and NOT EN-DC }

ensure that {

  when { Functionality of integrity algorithms with AES is taken into use on DRB }

    then { UE performs correct integrity protection function in PDCP entitys associated with DRB }

            }

(3)

with { UE in RRC_CONNECTED state SRB3 configured}

ensure that {

  when { message on SRB3 is received and fails the integrity protection check }

    then { UE transmits SCGFailureInformationNR message with failure type as srb3-IntegrityFailure }

            }

NOTE:
TP2 (integrity on DRB) is not applicable to EN-DC as per 38.331 clause 6.3.2, the IE PDCP-Config.drb.integrityProtection is‘ Cond ConnectedTo5GC‘.
7.1.3.2.2.2
Conformance requirements

Same conformance requirements as in clause 7.1.3.2.1.2

7.1.3.2.2.3
Test description

7.1.3.2.2.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.2.1.3.1 except that integrity protection algorithm ‘eia2 (AES)’ is configured.

7.1.3.2.2.3.2
Test procedure sequence

Same test procedure sequence as in clause 7.1.3.2.1.3.2.

7.1.3.2.2.3.3
Specific message contents

Same specific message contents as in clause 7.1.3.2.1.3.3 except for integrity protection algorithm ‘eia2 (AES)’.

7.1.3.2.3
Integrity protection / Correct functionality of encryption algorithm ZUC / SRB / DRB

Editor’s Note: The Test sequence is currently defined for EN-DC. Enhancements for other options is FFS

7.1.3.2.3.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state }

ensure that {

  when { Functionality of integrity algorithms with ZUC is taken into use on SRB }

    then { UE performs correct integrity protection function in PDCP entitys associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state and NOT EN-DC }

ensure that {

  when { Functionality of integrity algorithms with ZUC is taken into use on DRB }

    then { UE performs correct integrity protection function in PDCP entitys associated with DRB }

            }

(3)

with { UE in RRC_CONNECTED state SRB3 configured}

ensure that {

  when { message on SRB3 is received and fails the integrity protection check }

    then { UE transmits SCGFailureInformationNR message with failure type as srb3-IntegrityFailure }

            }

NOTE:
TP2 (integrity on DRB) is not applicable to EN-DC as per 38.331 clause 6.3.2, the IE PDCP-Config.drb.integrityProtection is‘ Cond ConnectedTo5GC‘.
7.1.3.2.3.2
Conformance requirements

Same conformance requirements as in clause 7.1.3.2.1.2.

7.1.3.2.3.3
Test description

7.1.3.2.3.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.2.1.3.1 except that integrity protection algorithm ‘eia3 (ZUC)’ is configured.

7.1.3.2.3.3.2
Test procedure sequence

Same test procedure sequence as in clause 7.1.3.2.1.3.2.

7.1.3.2.3.3.3
Specific message contents

Same specific message contents as in clause 7.1.3.2.1.3.3 except integrity protection algorithm ‘eia3 (ZUC)’.

***** End of Revisions *****
