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6.2.7
On-network / Private Call / On-demand / Manual Commencement Mode / Without Floor Control / Client Originated (CO)

6.2.7.1
Test Purpose (TP)

(1)

with { UE (MCPTT Client) registered and authorized for MCPTT Service and authorized to initiate private calls with manual commencement }

ensure that {

  when { the MCPTT User requests the establishment of an MCPTT on-demand Manual Commencement private call without floor control }

    then { UE (MCPTT Client) requests On-demand Manual Commencement Mode Private Call establishment without floor control by sending a SIP INVITE message not offering a media-level section for a media-floor control entity, and, after indication from the MCPTT Server that the call was established the UE notifies the user, and, does not apply floor control }

            }

(2)

with { UE (MCPTT Client) having established an MCPTT on-demand Manual Commencement private call without floor control }

ensure that {

  when { the MCPTT User wants to cancel the ongoing MCPTT on-demand Manual Commencement private call }

    then { UE (MCPTT Client) sends a SIP BUY request and after receiving a SIP 200 (OK) response leaves the MCPTT session }

            }

6.2.7.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.379 clauses 6.2.1, 6.2.5.1, 11.1.1.2.1.1, 11.1.2.2, 11.1.3.1.1.1. Unless otherwise stated these are Rel-13 requirements.

[TS 24.379, clause 6.2.1]

The SDP offer shall contain only one SDP media-level section for MCPTT speech according to 3GPP TS 24.229 [4] and, if floor control shall be used during the session, shall contain one SDP media-level section for a media-floor control entity according to 3GPP TS 24.380 [5].

When composing an SDP offer according to 3GPP TS 24.229 [4] the MCPTT client:

1)
shall set the IP address of the MCPTT client for the offered MCPTT speech media stream and, if floor control shall be used, for the offered media-floor control entity;

NOTE:
If the MCPTT client is behind a NAT the IP address and port included in the SDP offer can be a different IP address and port than the actual IP address and port of the MCPTT client depending on the NAT traversal method used by the SIP/IP Core.

2)
shall include an "m=audio" media-level section for the MCPTT media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

...

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [12]; and

c)
"i=" field set to "speech" according to 3GPP TS 24.229 [4];

...

4)
if end-to-end security is required for a private call and the SDP offer is not for establishing a pre-established session, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [47].

[TS 24.379, clause 6.2.5.1]

When the MCPTT client wants to release an MCPTT session established using on-demand session signalling, the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];

2)
shall generate a SIP BYE request according to 3GPP TS 24.229 [4];
3)
shall set the Request-URI to the MCPTT session identity to release; and
4)
shall send a SIP BYE request towards MCPTT server according to 3GPP TS 24.229 [4].
Upon receiving a SIP 200 (OK) response to the SIP BYE request, the MCPTT client shall interact with the media plane as specified in 3GPP TS 24.380 [5].

[TS 24.379, clause 11.1.1.2.1.1]

Upon receiving a request from an MCPTT user to establish an MCPTT private call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity of the participating MCPTT function serving the MCPTT user;

9...

3)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

4)
shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

8)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the invited MCPTT user, according to rules and procedures of IETF RFC 5366 [20];

9)
if an end-to-end security context needs to be established then:

a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [46];

b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.179 [46];

c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [46];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in 3GPP TS 33.179 [46];

e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [46]; and

g)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46]; and
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.179 [46].

10)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

...

13)
if force of automatic commencement mode at the invited MCPTT client is not requested by the MCPTT user and:

b)
if manual commencement mode at the invited MCPTT client is requested by the MCPTT user, shall include in the SIP INVITE request an Answer-Mode header field with the value "Manual" according to the rules and procedures of IETF RFC 5373 [18];

14)
shall contain an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcpttinfo> element containing the <mcptt-Params> element with the <session-type> element set to a value of "private";

...

16)
shall send SIP INVITE request towards the MCPTT server according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session Progress) response to the SIP INVITE request the MCPTT client:

1)
may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5];

...

3)
shall notify the user that the call has been successfully established.
[TS 24.379, clause 11.1.2.2]

When the MCPTT user wants to make an on-demand private call without floor control, the MCPTT client shall follow the procedures in subclause 11.1.1.2.1.1 with the following exceptions:

1)
in step 11) of subclause 11.1.1.2.1.1, the MCPTT client shall not offer a media-level section for a media-floor control entity; and

2)
step 12) of subclause 11.1.1.2.1.1 shall be ignored.

[TS 24.379, clause 11.1.3.1.1.1]

Upon receiving a request from an MCPTT user to release an MCPTT private call session established using on-demand session signalling, the MCPTT client shall follow the procedures as specified in subclause 6.2.5.1.

6.2.7.3
Test description

6.2.7.3.1
Pre-test conditions

System Simulator

-
SS (MCPTT server)

UE

Editor's Note:
The required settings below are provided at the moment for references. They should be replaced wherever applicable with a reference to 36.179-1 once a suitable default configuration is specified in 36.179-1.

-
The MCPTT client is authorised for MCPTT service

-
One MCPTT user is registered for receiving MCPTT service through the MCPTT Client

-
The MCPTT user is authorized to:


initiate private calls

-
initiate private calls with manual commencement (3GPP TS 24.483 [12], /<x>/<x>/Common/PrivateCall/AutoCommence="false", /<x>/<x>/Common/PrivateCall/ManualCommence="true")

-
Other pre-settings

-
In the Service Configuration document as specified in 3GPP TS 24.484 [13], in the <signalling-protection> element

-
The <confidentiality-protection> element is set to "true"

-
The <integrity-protection> element is set to "true"

Editor's Note:
For facilitating the Test Case TTCN initial verification the <confidentiality-protection> element may be temporarily set, in the TTCN code, to "false"; when initial verification is successfully achieved then it shall be set to "true".

-
The MCPTT UE has been provisioned with key material associated with the user's MCPTT ID as specified in TS 36.579-1 [2], clause 5.6.2.

Table 6.2.7.3.1-1: USIM configuration 

	USIM field
	Priority
	Value
	Access technology
	Comment

	TBD
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Preamble

-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in TS 36.579-1 [2], subclause 5.4.2.

6.2.7.3.2
Test procedure sequence

Table 6.2.7.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the UE (MCPTT User) request the establishment of an MCPTT private call, manual commencement mode, and no floor control.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 56.579-1 [2], subclause 5.4.3 'Generic Test Procedure for MCPTT CO communication in E-UTRA'. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCPTT client) send an initial SIP INVITE request not offering a media-level section for a media-floor control entity requesting the establishment of an MCPTT private call, manual commencement mode?
	-->
	SIP INVITE
	1
	P

	3
	The SS (MCPTT server) sends SIP 180 (Ringing).
	<--
	SIP 180 (Ringing)
	-
	-

	4
	The SS (MCPTT server) sends SIP 183 (Session Progress).
	<--
	SIP 183 (Session Progress)
	-
	-

	5
	The SS (MCPTT server) sends SIP 200 (OK). SSRC identifier is assigned.
	<--
	SIP 200 (OK)
	-
	-

	6
	Check: Does the UE (MCPTT client) notify the user that the call has been successfully established?

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	1
	P

	7
	Make the UE (MCPTT User) request to speak (e.g. pressing the PTT button)
	-
	-
	-
	-

	8
	Check: Does the UE (MCPTT client) send a Floor Request message in the next 5 sec?
	-->
	Floor Request
	1
	F

	9
	Make the UE (MCPTT User) request termination of the MCPTT private call.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	10
	Check: Does the UE (MCPTT client) send a SIP BYE request?
	-->
	SIP BYE
	2
	P

	11
	The SS (MCPTT server) sends SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	12
	Wait for 5 sec to capture any not allowed behaviour.
	-
	-
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.2.7.3.3
Specific message contents

Table 6.2.7.3.3-1: SIP INVITE (Step 2, Table 6.2.7.3.2-1)
	Derivation Path: TS 36.579-1 [2], table 5.5.2.5.1-1, conditions PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Answer-Mode
	
	
	
	

	  answer-mode-value
	"Manual"
	
	
	

	Content-Type
	
	
	
	

	  Content-Length
	
	
	
	

	    Message-body
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	        SDP Message
	As described in Table 6.2.7.3.3-2
	
	
	


	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 6.2.7.3.3-2: SDP Message in SIP INVITE (Table 6.2.7.3.3-1)
	Derivation Path: TS 36.579-1 [2], table 5.5.2.22.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  media attribute
	Not included
	a= line

attribute = fmtp
No Floor control requested
	
	



	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 6.2.7.3.3-3: SIP 200 (OK) (Steps 5, Table 6.2.7.3.2-1)
	Derivation Path: TS 36.579-1 [2], table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	"application/sdp"
	
	
	

	  Content-Length
	length of message-body 
	
	
	

	    Message-body
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	        SDP Message
	As described in Table 6.2.7.3.3-4
	
	
	


	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 6.2.7.3.3-4: SDP Message in SIP 200 (OK) (Table 6.2.7.3.3-3)
	Derivation Path: TS 36.579-1 [2], table 5.5.2.22.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  media attribute
	Not included
	a= line

attribute = fmtp
No Floor control requested
	
	


Table 6.2.7.3.3-5: SIP 200 (OK) (Step 11, Table 6.2.7.3.2-1)
	Derivation Path: TS 36.579-1 [2], table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	Not Included
	
	
	



	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


