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1. Introduction

CT1 has agreed a Rel-13 correction ([1]) related to handling NAS messages without integrity protection as the current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks.

Additionally according to the coversheet of [1]: 

 "This CR can be taken by MS implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible."
The above correction is only applicable to UEs that are not configured to use timer T3245.
[1] offers several implementation options. Rel-13 and later UEs must support at least one of these solutions. For Rel-12 and earlier UEs the support is optional.

2. Discussion
As a consequence of the above described changes introduced by CT1 the UE behaviour will be different when the messages listed in Table 2.1 are received with or without integrity protection.
Table 2.1: NAS messages that require integrity protection
	Message (TS 24.008)

	LOCATION UPDATING REJECT

	CM SERVICE REJECT

	ATTACH REJECT

	ROUTING AREA UPDATE REJECT

	SERVICE REJECT

	AUTHENTICATION REJECT


A UE that implements changes introduced by [1] may subsequently fail a large number of conformance test cases:

Table 2.2: Draft list of test cases from TS 34.123 affected by changes in [1]
	Test case number
	Test case title

	6.1.1.9
	PLMN selection in shared network environment, Manual Mode

	8.1.2.14
	RRC Connection Establishment using the default configuration for 3.4 kbps signalling bearers

	8.1.2.15
	RRC Connection Establishment using the default configuration for 13.6 kbps signalling bearers

	8.1.2.16
	RRC Connection Establishment / Domain Specific Access Control: Success

	8.1.2.17
	RRC Connection Establishment for transition from Idle Mode to CELL_DCH: Success (start of E-DCH transmission)

	8.1.2.18
	RRC Connection Establishment using the default configuration for HS-DSCH / E-DCH signalling bearers

	8.1.2.19
	RRC Connection Establishment for transition from Idle Mode to CELL_DCH: Success (start of discontinuous uplink transmission and downlink reception)

	8.1.2.20
	RRC Connection Establishment for transition from Idle Mode to CELL_FACH: Success (Start of HS-DSCH Reception)

	8.1.6.5
	Initial Direct Transfer: Inclusion of establishment cause

	8.3.1.40
	Cell update: Transition from CELL_PCH to CELL_DCH, inclusion of establishment cause

	9.1
	TMSI reallocation

	9.2.2
	Authentication rejected

	9.4.2.1
	Location updating / rejected / IMSI invalid

	9.4.2.2
	Location updating / rejected / PLMN not allowed

	9.4.2.3
	Location updating / rejected / location area not allowed

	9.4.2.4.1
	Location updating / rejected / roaming not allowed in this location area / Procedure 1

	9.4.2.4.2
	Location updating / rejected / roaming not allowed in this location area / Procedure 2

	9.4.2.4.4
	Location updating / rejected / roaming not allowed in this location area / Procedure 4

	9.4.2.5
	Location updating / rejected / No Suitable Cells In Location Area

	9.4.3.3
	Location updating / abnormal cases / attempt counter equal to 4

	9.4.3.3a
	Location updating / abnormal cases / attempt counter equal to 4

	9.4.5.2
	Location updating / periodic normal / test 1

	9.4.5.4.1
	Location updating / periodic search for HPLMN or higher priority PLMN / UE waits time T

	9.4.5.4.6
	Location updating/periodic search of the higher priority PLMN, VPLMN in a foreign country – List of EPLMN contain HPLMN/UE is in automatic mode

	9.4.9
	Location Updating/ Accept, Interaction between Equivalent PLMNs and Forbidden PLMNs

	9.5.4
	MM connection / establishment rejected

	9.5.5
	MM connection / establishment rejected cause 4

	10.1.2.2.1
	Outgoing call / U0.1 MM connection pending / CM service rejected

	12.2.1.1
	PS attach / accepted

	12.2.1.2
	PS attach / rejected / IMSI invalid / illegal UE

	12.2.1.3
	PS attach / rejected / IMSI invalid / PS services not allowed

	12.2.1.4
	PS attach / rejected / PLMN not allowed

	12.2.1.5a
	PS attach / rejected / roaming not allowed in this location area

	12.2.1.5b
	PS attach / rejected / No Suitable Cells In Location Area

	12.2.1.5d
	PS attach / rejected / PS services not allowed in this PLMN

	12.2.1.10
	PS attach / abnormal cases / Failure due to non integrity protection

	12.2.2.1
	Combined PS attach / PS and non-PS attach accepted

	12.2.2.10
	Combined PS attach / abnormal cases / access barred due to paging permission with access control

	12.3.1.5
	PS detach / power off / accepted / PS/IMSI detach

	12.3.2.1
	PS detach / re-attach not required / accepted

	12.3.2.7
	PS detach / rejected / Roaming not allowed in this location area

	12.4.1.1a
	Routing area updating / accepted

	12.4.1.2
	Routing area updating / rejected / IMSI invalid / illegal ME

	12.4.1.3
	Routing area updating / rejected / UE identity cannot be derived by the network

	12.4.1.4a
	Routing area updating / rejected / location area not allowed

	12.4.1.4a
	Routing area updating / rejected / location area not allowed

	12.4.1.4b
	Routing area updating / rejected / No Suitable Cells In Location Area

	12.4.1.4b
	Routing area updating / rejected / No Suitable Cells In Location Area

	12.4.1.4c
	Routing area updating / rejected / PS services not allowed in this PLMN

	12.4.1.4d
	Routing area updating / rejected / Roaming not allowed in this location area

	12.4.1.5
	Routing area updating / abnormal cases / attempt counter check / miscellaneous reject causes

	12.4.2.1
	Combined routing area updating / combined RA/LA accepted

	12.4.2.2
	Combined routing area updating / UE in CS operation at change of RA

	12.4.2.4
	Combined routing area updating / rejected / PLMN not allowed

	12.4.2.4
	Combined routing area updating / rejected / PLMN not allowed

	12.4.2.5a
	Combined routing area updating / rejected / roaming not allowed in this location area

	12.4.2.6
	Combined routing area updating / abnormal cases / access barred due to access class control

	12.4.2.11
	Combined routing area updating / abnormal cases / access barred due to domain specific access restriction for CS domain

	12.4.2.12
	Combined routing area updating / abnormal cases / access barred due to domain specific access restriction for PS domain

	12.5
	P-TMSI reallocation

	12.6.1.1
	Authentication accepted

	12.6.1.2
	Authentication rejected - by the network

	12.6.1.3.1
	GMM cause ‘MAC failure’

	12.6.1.3.2
	GMM cause ‘Synch failure’

	12.6.1.3.3
	Authentication rejected by the UE / fraudulent network

	12.7.1
	General Identification

	12.9.1
	Service Request Initiated by UE Procedure

	12.9.2
	Service Request Initiated by Network Procedure

	12.9.3
	Service Request / rejected / Illegal MS

	12.9.4
	Service Request / rejected / PS services not allowed

	12.9.6
	Service Request / rejected / PLMN not allowed

	12.9.7a
	Service Request / rejected / No PDP context activated

	12.9.7b
	Service Request / rejected / No Suitable Cells In Location Area

	12.9.7b
	Service Request / rejected / No Suitable Cells In Location Area

	12.9.7c
	Service Request / rejected / Roaming not allowed in this location area

	12.9.8
	Service Request / Abnormal cases / Access barred due to access class control

	12.9.9
	Service Request / Abnormal cases / Routing area update procedure is triggered

	12.9.15
	Service Request / abnormal cases / access barred due to domain specific access control for PS domain

	13.2.2.2
	Emergency call / without USIM / reject case


There are further issues with SERVICE REJECT message as per 4.7.13.3 in 24.008:

"If the SERVICE REQUEST message was sent in PMM-IDLE mode, the indication from the lower layers that the security mode control procedure is completed shall be treated as a successful completion of the procedure."

For the above reason it is not always possible to perform the authentication and security procedure before sending SERVICE REJECT message so the SS and UE will need to use saved security context for integrity protection but this is only possible if the UE is Rel-10 or later. 

Similar issue exists for the test cases with AUTHENTICATION REJECT message.

3. Proposal
1. For test cases testing SERVICE REJECT and AUTHENTICATION REJECT messages - after examining each test case for other options:

a. Update the test case to add a branch where Rel-10 and later UEs receive the SERVICE REJECT and AUTHENTICATION REJECT messages integrity protected using saved security context

b. make the test cases not applicable for UEs that of Rel-9 or earlier releases and implement the CR in [1]

2. For all other test cases not affected by 1 ensure that integrity protection is established before the reject messages are sent and send reject messages integrity protected.
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