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1   Introduction
In the last RAN3 meeting#1801, a new Integrity Protection Indication was agreed to be introduced to NG/Xn interfaces, which is used to indicate whether the concerned PDU session is enabled with integrity protection by the 5GC or not. 
Since SA3 further progresses on the user plan security, we would discuss and update the specifications for NG and Xn interfaces from RAN3 perspective.
2   Discussion

With regard to the UP security policy determination and transmission procedure, SA3 approved the following changes in [1],
6.6.1 UP security policy determination and transmission

In the following, after SMF determines the PDU session UP security policy, SMF sends it as one parameter in N2 SM information to AMF in the Nsmf_PDU Session_CreatSMContext Response signalling. Then AMF sends the N2 SM information to (R)AN in the N2 PDU Session Request message. Finally, 5G(R)AN retrieves the UP security policy from the received N2 SM information.
The UP security policy shall indicate whether confidentiality and/or integrity protection shall be activated or not for all DRBs belonging to that PDU Session.
Based on the agreements above, it can be seen that confidentiality needs to be considered from SMF to NG RAN during the PDU session establishment, i.e., to indicate that the concerned PDU session is enabled with ciphering by the 5GC. Therefore, similar to the integrity protection indicator, a new ciphering indication should be introduced to the PDU SESSION RESOURCE REQUEST message.
Proposal 1. Introduce a new ciphering indicator to the PDU SESSION RESOURCE SETUP REQUEST message for 5GC to indicate to the RAN whether ciphering for a PDU session is activated or not.
In case of NG-based HO, given the proposed ciphering indicator, it is straightforward to conclude that it shall be included in the HANDOVER REQUEST message as part of PDU Session Resource To Be Setup Items. Then, the target NG RAN node is aware of whether ciphering is configured to the concerned PDU session or not. 
Similarly, in the case of Xn-based HO, the source NG-RAN node needs to add the indicator to the PDU Session Resource To Be Setup as part of information, and then pass it to the target NG-RAN node. Afterwards the target NG-RAN node can decide to perform the ciphering for concerned PDU session based on the received information. 
Proposal 2. During Handover Resource Allocation procedure, the new ciphering indicator shall be included in the HANDOVER REQUEST message over NG interface.
Proposal 3. During Handover Preparation procedure, the new ciphering indicator shall be included in the HANDOVER REQUEST message over Xn interface.
3   Conclusion
This contribution discusses the RAN3 impacts of user plane security, and has the following proposals,
Proposal 1. Introduce a new ciphering indicator to the PDU SESSION RESOURCE SETUP REQUEST message for 5GC to indicate to the RAN whether ciphering for a PDU session is activated or not.
Proposal 2. During Handover Resource Allocation procedure, the new ciphering indicator shall be included in the HANDOVER REQUEST message over NG interface.
Proposal 3. During Handover Preparation procedure, the new ciphering indicator shall be included in the HANDOVER REQUEST message over Xn interface.
Correspondingly, CRs to TS 38.413 and TS 38.423 can be found in [2] and [3] respectively.
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