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1	Discussion
At the last RAN3 meeting, LS on handling concurrent running of security procedures was received [1] and we have replied in [2] that:
RAN3 did not identify any issues with introducing signalling on Xn and NG to support synchronisation of AS and NAS security and will further work on the requested function in upcoming meetings.
RAN3 understood, that synchronisation of AS and NAS security context during HO may cause the NSCI (New Security Context Indicator) to be included NGAP HANDOVER REQUEST message (at NG HO) or the  NGAP PATH SWITCH REQUEST ACKNOWLEDGE message (at Xn HO).
This text proposal implements the change on NGAP to include NSCI as optional IE.
There is a new security specification TS 33.501, however in NGAP, we refer all the time to TS 33.401. A new reference is added to TS 33.501 in this text proposal. We need to check if the reference to TS 33.401 in the NGAP if is entirely correct and maybe should be refresh to TS 33.501, the 5G security spec.
Proposal 1: RAN3 to add the text proposal for handling the concurrent running of security procedures.
Proposal 2: RAN3 to check if reference to TS 33.401 is entirely correct, as there is a new security specification for 5G. (can be fixed by TS Rapporteur)

2	Reference
[1]	R3-180006	LS on handling concurrent running of security procedures, SA3
[2]	R3-180632	Reply LS on handling concurrent running of security procedures, RAN3
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[17]	3GPP TS 36.300: “Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2”.
[18]	3GPP TS 38.331: “NG-RAN; Radio Resource Control (RRC) Protocol Specification”.
[xx]	3GPP TS 33.501: “Security architecture and procedures for 5G System”.
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3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
AMF	Access and Mobility Management Function
EP	Elementary Procedure
GBR	Guaranteed Bit Rate
GTP	GPRS Tunnelling Protocol
IE	Information Element
NAS	Non-Access Stratum
NCGI	NR Cell Global Identifier
NGAP	NG Application Protocol
NSCI  	New Security Context Indicator
PLMN	Public Land Mobile Network
QoS	Quality of Service
SCTP	Stream Control Transmission Protocol
SMF	Session Management Function
S-NG-RAN node	Secondary NG-RAN node
S-NSSAI	Single Network Slice Selection Assistance Information
TEID	Tunnel Endpoint Identifier
UE	User Equipment
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8.4.2	Handover Resource Allocation
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The purpose of the Handover Resource Allocation procedure is to reserve resources at the target NG-RAN node for the handover of a UE.
Editor’s Note:	Further details are FFS.
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
The AMF initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node.
If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.
Upon receipt of the HANDOVER REQUEST message the NG-RAN node shall
-	attempt to execute the requested PDU session configuration;
-	store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE; [FFS]
-	store the received Handover Restriction List in the UE context;
-	store the received UE Security Capabilities in the UE context;
-	store the received Security Key in the UE context, take it into use and associate it with the initial value of NCC as defined in TS xx.xxx [xx]; [FFS pending SA3]
For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context. [FFS pending SA3]
Upon receiving the PDU Session Resource To Be Setup List IE contained in the HANDOVER REQUEST message, the NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure. The NG-RAN node shall then report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU sessions. When the NG-RAN node reports the unsuccessful establishment of a PDU session, the cause value should be precise enough to enable the AMF to know the reason for the unsuccessful establishment.
The NG-RAN node shall use the information in the Handover Restriction List IE if present in the HANDOVER REQUEST message to
-	determine a target for subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE;
-	select a proper SCG during dual connectivity operation.
If the Handover Restriction List IE is not contained in the HANOVER REQUEST message, the NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:
-	one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]
If the Trace Activation IE is included in the HANDOVER REQUEST message the NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. In particular, the NG-RAN node shall, if supported: [FFS pending RAN2 and SA5]
-	if the Trace Activation IE does not include the MDT Configuration IE, initiate the requested trace session as described in TS 32.422 [11];
-	if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT and Trace”, initiate the requested trace session and MDT session as described in TS 32.422 [11];
-	if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT Only”, or “Logged MDT only”, initiate the requested MDT session as described in TS 32.422 [11] and the NG-RAN node shall ignore the Interfaces To Trace IE and Trace Depth IE;
-	if the Trace Activation IE includes the MDT Location Information IE, within the MDT Configuration IE, store this information and take it into account in the requested MDT session;
-	if the Trace Activation IE includes the Signalling based MDT PLMN List IE, within the MDT Configuration IE, the NG-RAN node may use it to propagate the MDT Configuration as described in TS 37.320 [12].
If the UE Security Capabilities IE is included in the HANDOVER REQUEST message, the NG-RAN node shall handle it accordingly. [FFS pending SA3]
If the Management Based MDT Allowed IE is contained in the HANDOVER REQUEST message, the NG-RAN node shall use it, if supported, together with information in the Management Based MDT PLMN List IE, if available in the UE context, to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11]. [FFS pending RAN2 and SA5].
If the RRC Inactive Assistance Information IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].
If the New Security Context Indicator IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, use this NSCI information as specified in TS 33.501 [xx].

After all necessary resources for the admitted PDU Session Resources have been allocated, the target NG-RAN node shall generate the HANDOVER REQUEST ACKNOWLEDGE message.
Editor’s Note:	Further details are FFS.
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Figure 8.4.2.3-1: Handover resource allocation: unsuccessful operation
If the target NG-RAN node does not admit at least one PDU Session Resource, or a failure occurs during the Handover Preparation, it shall send the HANDOVER FAILURE message to the AMF with an appropriate cause value.
Editor’s Note:	Further details are FFS.
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Editor’s Note:	Further details are FFS.

------------------------------------------
Skip to next change
------------------------------------------
[bookmark: _Toc481568409][bookmark: _Toc483414622][bookmark: _Toc483415300][bookmark: _Toc483418804][bookmark: _Toc491324716][bookmark: _Toc505536291]8.4.4	Path Switch Request
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The purpose of the Path Switch Request procedure is to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.
Editor’s Note:	Further details are FFS.
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Figure 8.4.4.2-1: Path switch request: successful operation
The NG-RAN node initiates the procedure by sending the PATH SWITCH REQUEST message to the AMF.
After all necessary updates including the UP path switch have been successfully completed in the 5GC for at least one of the PDU Session Resources included in the PATH SWITCH REQUEST, the AMF shall send the PATH SWITCH REQUEST ACKNOWLEDGE message to the NG-RAN node and the procedure ends.
The list of PDU sessions which failed to be setup, if any, shall be included in the PATH SWITCH REQUEST message. The AMF shall handle this information as specified in TS 23.502 [10].
If the RRC Inactive Assistance Information IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].
If the New Security Context Indicator IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the target NG-RAN node shall, if supported, use this NSCI information as specified in TS 33.501 [xx].

Editor’s Note:	Further details are FFS.
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Figure 8.4.4.3-1: Path switch request: unsuccessful operation
If the 5GC fails to switch the downlink GTP tunnel endpoint towards a new GTP tunnel endpoint for all PDU Session Resources, the AMF shall send the PATH SWITCH REQUEST FAILURE message to the NG-RAN node with an appropriate cause value.
Editor’s Note:	Further details are FFS.
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Editor’s Note:	Further details are FFS.
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Editor’s Note:	Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.
Direction: AMF  NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.33
	
	YES
	reject

	Cause
	M
	
	9.3.1.2
	
	YES
	ignore

	[bookmark: OLE_LINK159][bookmark: OLE_LINK160]UE Aggregate Maximum Bit Rate
	M
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.26
	
	YES
	ignore

	UE Security Capabilities 
	O [FFS]
	
	<ref>
	
	YES
	reject

	Security Key 
	O [FFS]
	
	<ref>
	
	YES
	reject

	New Security Context Indicator
	O 
	
	<ref>
	
	YES
	reject

	PDU Session Resource To Be Setup List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Be Setup Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	<ref>
	
	-
	

	>>S-NSSAI
	O
	
	9.3.1.35
	
	-
	

	>>PDU Session Setup Request Transfer
	M
	
	9.3.1.11
	
	YES
	ignore

	Trace Activation
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore

	Source to Target Transparent Container
	M
	
	9.3.1.31
	
	YES
	reject

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore
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Editor’s Note:	Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF to inform the NG-RAN node that the path switch has been successfully completed in the 5GS.
Direction: AMF  NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	Security Context
	M
	
	<ref>
	
	YES
	ignore

	New Security Context Indicator
	O 
	
	<ref>
	
	YES
	reject

	PDU Session To Be Switched in Uplink List
	
	0..1 
	
	
	YES
	reject

	>PDU Session To Be Switched in Uplink Item IEs
	
	1..<maxnoofPDUSessionResources> 
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	<ref>
	
	-
	

	>>S-NSSAI (FFS)
	O
	
	9.3.1.35
	
	-
	

	>>PDU Session Path Switch Request Ack Transfer
	M
	
	9.3.1.22
	
	YES
	ignore

	PDU Session Released List
	O
	
	PDU Session List
9.3.1.13
	
	YES
	reject

	RRC Inactive Assistance Information 
	M
	
	9.3.1.26
	
	YES
	ignore

	Criticality Diagnostics
	O
	
	9.3.1.3
	
	YES
	ignore
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