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Description
The sending of security policy has been agreed at last RAN3 NR Adhoc in tdocs [3], [4].
Some corrections have been proposed in [6] to take into account a special rejection cause when the NG-RAN node cannot accept the security policy at setup or handover as described in [5]: 
The NG-RAN may reject establishment of UP resources for the PDU Session when it cannot fulfill requirements in User Plane Security Enforcement information. In this case the SMF releases the PDU session.
The same applies at Xn handover. An appropriate cause value is necessary for that and is proposed in the TP here-below.
	UP integrity protection not possible
	The PDU session cannot be accepted according to the required security policy.




Proposal
It is proposed to agree the Text Proposal for TS 38.423 presented here-below to introduce an appropriate cause value in TS 38.423 in relation to the possible PDU session handover failure case for the new security policy for UP (pCR mirror of [6] and aligned with [5]).
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9.2.2.X	Cause
The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,
UP integrity protection not possible,
…)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED (
Unspecified, 
…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,
Semantic Error,
Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(, …)
	



The meaning of the different cause values is described in the following table. In general, “not supported” cause values indicate that the related capability is missing. On the other hand, “not available” cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required security policy.



	Transport Layer cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.



	NAS cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related.



	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated “reject”.

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated “ignore and notify”.

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related.



	Miscellaneous cause
	Meaning

	
	




Editor’s Note:	Further details FFS.


