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Description
The sending of security policy has been agreed at last RAN3 NR Adhoc in tdocs [3], [4].
Some corrections on top are proposed as follows: 
Procedural Text
Tdoc [3] did not include any procedural text for the Security Indication IE, however this IE has been added within the PDU Session Setup Request Transfer container, which is the same container as used in the PDU Session Setup Request message. The action of the receiver for that common container in HO Request are inherited from the PDU Session Setup section 8.2.1.2 though the following paragraph:
Upon receiving the PDU Session Resource To Be Setup List IE contained in the HANDOVER REQUEST message, the NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure
However, some procedural text seems missing for the building and handling of the return container PDU Session Setup Response Transfer when included in the HO Request Acknowledge message. This container is also common with the PDU Session Setup procedure of section 8.2.1.2 but is missing some description when used in HO Request Acknowledge.
TP is proposed below to cover this gap.
Proposal 1: agree the TP for TS 38.413 below for the handling of containers in the HO Request procedure.
Cause Value
Tdoc [3], [4] were agreed last time a bit of anticipation of the final solution specified by SA2. This SA3/SA2 solution is now official and confirms the handling of security policy per PDU Session. SA2 text covers both PDU Session setup and re-activation together with handover cases.
In both cases, the NG-RAN node receiving a request to integrity protect from the 5GC may not be able to fulfil this request and may reject the request. This can be seen in SA2 text agreed in [5]:
The NG-RAN may reject establishment of UP resources for the PDU Session when it cannot fulfill requirements in User Plane Security Enforcement information. In this case the SMF releases the PDU session.
Reason for rejecting can be not enough resources to run the security algorithm supported, or simply not support of the policy. But, in any case the SMF should be made aware of this failure and, be able to discriminate this case from other case of rejection of PDU session resources (radio resources, etc..).
An appropriate cause value is necessary for that and is proposed in the TP here-below.
	UP integrity protection not possible
	The PDU session cannot be accepted according to the required security policy.



Proposal 2: introduce an appropriate cause value in TS 38.413 in relation to the possible PDU session setup failure case associated with the new security policy for UP.
Besides, it is expected the same behaviour at handover event. The target NG-RAN may reject the PDU session during Xn or NG handover in case it cannot fulfil the UP security policy. Same as for PDU session setup, this case should be clearly identified and reported to the 5GC. 
	UP integrity protection not possible
	The PDU session cannot be accepted according to the required security policy.



Proposal 3: introduce an appropriate cause value in 38.423 in relation to the possible PDU session handover failure case associated with the new security policy for UP. 


Proposal
It is proposed to agree the Text Proposal for TS 38.413 presented here-below which implements the proposals 1 and 2 above, and also to agree the mirror change according to proposal 3 presented in tdoc [6] for TS 38.423.
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
The AMF initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node.
If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.
Upon receipt of the HANDOVER REQUEST message the NG-RAN node shall
-	attempt to execute the requested PDU session configuration;
-	store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE; [FFS]
-	store the received Handover Restriction List in the UE context;
-	store the received UE Security Capabilities in the UE context;
-	store the received Security Key in the UE context, take it into use and associate it with the initial value of NCC as defined in TS xx.xxx [xx]; [FFS pending SA3]
For the Initial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context. [FFS pending SA3]
Upon receiving the PDU Session Resource To Be Setup List IE contained in the HANDOVER REQUEST message, the NG-RAN node shall behave the same as defined in the PDU Session Resource Setup procedure. 
The NG-RAN node shall then report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU sessions. In particular, for each PDU session resource successfully setup, it shall include the PDU Session Setup Response Transfer IE containing the following information:
-	The list of QoS flows which have been successfully established in the QoS Flows Setup List IE.
-	The list of QoS flows which have failed to be established, if any, in the QoS Flows Failed to Setup List IE.
-	The transport layer address and tunnel endpoint to be used for the PDU session.
The list of PDU session resources which failed to be setup, if any, shall be reported in the HANDOVER REQUEST ACKNOWLEDGE message with an appropriate cause value within the PDU Session Resource Setup Failed List IE. 
Upon reception of the HANDOVER REQUEST ACKNOWLEDGE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Setup Response Transfer IE to each SMF associated with the concerned PDU session.
When the NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to enable the SMF to know the reason for an unsuccessful establishment.
When the NG-RAN node reports the unsuccessful establishment of a PDU session, the cause value should be precise enough to enable the AMF to know the reason for the unsuccessful establishment.
The NG-RAN node shall use the information in the Handover Restriction List IE if present in the HANDOVER REQUEST message to
-	determine a target for subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE;
-	select a proper SCG during dual connectivity operation.
If the Handover Restriction List IE is not contained in the HANOVER REQUEST message, the NG-RAN node shall consider that no roaming and no access restriction apply to the UE. The NG-RAN node shall also consider that no roaming and no access restriction apply to the UE when:
-	one of the setup PDU sessions includes a particular ARP value (TS 23.501 [9]). [FFS, need to align with PDU Session Management]
If the Trace Activation IE is included in the HANDOVER REQUEST message the NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [11]. In particular, the NG-RAN node shall, if supported: [FFS pending RAN2 and SA5]
-	if the Trace Activation IE does not include the MDT Configuration IE, initiate the requested trace session as described in TS 32.422 [11];
-	if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT and Trace”, initiate the requested trace session and MDT session as described in TS 32.422 [11];
-	if the Trace Activation IE includes the MDT Activation IE, within the MDT Configuration IE, set to “Immediate MDT Only”, or “Logged MDT only”, initiate the requested MDT session as described in TS 32.422 [11] and the NG-RAN node shall ignore the Interfaces To Trace IE and Trace Depth IE;
-	if the Trace Activation IE includes the MDT Location Information IE, within the MDT Configuration IE, store this information and take it into account in the requested MDT session;
-	if the Trace Activation IE includes the Signalling based MDT PLMN List IE, within the MDT Configuration IE, the NG-RAN node may use it to propagate the MDT Configuration as described in TS 37.320 [12].
If the UE Security Capabilities IE is included in the HANDOVER REQUEST message, the NG-RAN node shall handle it accordingly. [FFS pending SA3]
If the Management Based MDT Allowed IE is contained in the HANDOVER REQUEST message, the NG-RAN node shall use it, if supported, together with information in the Management Based MDT PLMN List IE, if available in the UE context, to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11]. [FFS pending RAN2 and SA5].
If the RRC Inactive Assistance Information IE is included in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store this information in the UE context and use it for the RRC-INACTIVE state decision and configuration for the UE and RAN paging if any for a UE in RRC-INACTIVE state, as specified in TS 38.300 [8].
After all necessary resources for the admitted PDU Session Resources have been allocated, the target NG-RAN node shall generate the HANDOVER REQUEST ACKNOWLEDGE message.

Editor’s Note:	Further details are FFS.
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The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,
UP integrity protection not possible,
…)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED (
Unspecified, 
…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,
Semantic Error,
Abstract Syntax Error (Falsely Constructed Message), Unspecified, …)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(, …)
	



The meaning of the different cause values is described in the following table. In general, “not supported” cause values indicate that the related capability is missing. On the other hand, “not available” cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required security policy.



	Transport Layer cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related.



	NAS cause
	Meaning

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related.



	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated “reject”.

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated “ignore and notify”.

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related.



	Miscellaneous cause
	Meaning

	
	




Editor’s Note:	Further details FFS.
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