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1   Introduction
At RAN2#102 meeting, there are some agreements related to security framework for RRC connection resume. A 2-hop forward security mechanism is applied to resume procedure for RRC_INACTIVE UEs which implies in RNA update case, the msg4 (RRCRelease with suspend configuration) can be sent only after the path switch procedure to fulfil the 2-hop security requirement [1]. 

And the current RNAU procedure (only for the case when UE moves out of RNA) in 38.300 specified the msg4 before the path switch procedure which is misaligned with above RAN2 agreements. The proposal in [4] to update the inactive related stage 2 procedures accordingly was suspended due to lack of SA3 acknowledgement on the inactive and reestablishment security issues.

Now, SA3 replies the inactive issue in LS [2], and the rrc reestablishment security issue in [3]. The reply LSs from SA3 justify that the inactive stage 2 procedure update in [4] is still valid.
Therefore, in this contribution we resubmit the proposal to update the inactive stage 2 procedure to align with the latest RAN2 and SA3 decisions.

2   Discussion

Currently, the following procedures are captured in 38.300 for RNA update.

[image: image1.emf]gNB Last Serving gNB

AMF

6.PATH SWITCH REQUEST

8. UE CONTEXT RELEASE

3. RETRIEVE UE CONTEXT RESPONSE

2. RETRIEVE UE CONTEXT REQUEST

7.PATH SWITCH REQUEST Acknowledge

UE

4. RRCConnectionRelease / Resume

UE in RRC_INACTIVE / 

CM-CONNECTED

1. RRCConnectionResumeRequest

(RNA update)

5. DATA FORWARDING ADDRESS 

INDICATION


Figure 9.2.2.5-1: RNA update procedure

1.
The UE resumes from RRC_INACTIVE, providing the I-RNTI allocated by the last serving gNB and appropriate cause value, e.g., RAN notification area update.

2.
The gNB, if able to resolve the gNB identity contained in the I-RNTI, requests the last serving gNB to provide UE Context, providing the cause value received in step 1.
3.
The last serving gNB provides UE context.

4.
The gNB may move the UE to RRC_CONNECTED, or send the UE back to RRC_INACTIVE state or send the UE to RRC_IDLE. If the UE is sent to RRC_IDLE, the following steps are not needed.
5.
If loss of DL user data buffered in the last serving gNB shall be prevented, the gNB provides forwarding addresses.

6./7. The gNB performs path switch.

8.
The gNB triggers the release of the UE resources at the last serving gNB.
During RNA update, the gNB may send the UE to RRC_CONNECTED, back to RRC_INACTIVE, or to RRC_IDLE state directly.

Based on the agreements in RAN2 in [1] and SA3 in [2] and [3], we can further clarify the gNB handling in difference cases.

· If the gNB decides to send the UE to RRC_CONNECTED state, the gNB will send msg4 of RRCResume to the UE in step 4.  The RRCResume message is encrypted and integrity protected with keys based on a new KgNB* received from last serving gNB.
· If the gNB decides to send the UE to RRC_INACTIVE state, the gNB will send msg4 of RRCRelease with suspend configuration to the UE after path switch completed. The RRCRelease is encrypted and integrity protected with keys based on a new KgNB* received from last serving gNB. The suspend configuration may include new I-RNTI, RNA or new security parameters, e.g., the new NCC received from AMF during path switch.
· If the gNB decides to send the UE to RRC_IDLE state, the gNB will send msg4 of RRCRelease to the UE in step 4 without any suspend configuration. There is no need to wait for path switch completion. The RRCRelease message is encrypted and integrity protected with keys based on a new KgNB* received from last serving gNB.

It was agreed in RAN2 and specified in 38.331 that in RNAU procedure, upon receiving RRCResume message, UE shall send the RRCResumeComplete message to the gNB.
Above further clarifications lead to following update to the procedure:

· Removing RRCRelease from step 4.
· Adding a new step for RRCResumeComplete corresponding to step 4.

· Adding a new step for RRCRelease after Path Switch Request Acknowledge, step 9.

· Use RRCRelease when sending the UE to RRC_IDLE.
· Updating the procedure text accordingly.

Proposal 1: it is proposed to update the RNA update procedure to align with RAN2 and SA3 decisions.
3   Conclusion
This paper provided a correction of RNAU procedure to align with RAN2 and SA3 latest conclusions, and we have the following proposal:
Proposal 1: it is proposed to update the RNA update procedure to align with RAN2 and SA3 decisions.
The corresponding TP is provided in annex.
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5   Annex – TP to 38.300 BL CR
<<<<<<<<<<<<<<<<<<<< Text Proposal Begin >>>>>>>>>>>>>>>>>>>>
9.2.2.5

RNA update

The following figure describes the UE triggered RNA update procedure involving context retrieval over Xn. The procedure may be triggered when the UE moves out of the configured RNA, or at the expiry of a periodic RNA Update timer.
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Figure 9.2.2.5-1: RNA update procedure with UE context relocation
1.
The UE resumes from RRC_INACTIVE, providing the I-RNTI allocated by the last serving gNB and appropriate cause value, e.g., RAN notification area update.

2.
The gNB, if able to resolve the gNB identity contained in the I-RNTI, requests the last serving gNB to provide UE Context, providing the cause value received in step 1.
3.
The last serving gNB provides UE context.

4.
The gNB may move the UE to RRC_CONNECTED, or send the UE back to RRC_INACTIVE state or send the UE to RRC_IDLE. If the UE is moved to RRC_CONNECTED, the gNB executes step 4. If the UE is sent directly to RRC_INACTIVE state, step 4 and 5 are not needed. If the UE is sent to RRC_IDLE, steps 5 to 8 are not needed.
5.
The UE, upon receiving the RRCResume message as in step 4, enters RRC_CONNECTED and sends the RRCResumeComplete message. 
6.
If loss of DL user data buffered in the last serving gNB shall be prevented, the gNB provides forwarding addresses.

7./8. The gNB performs path switch.
9. 
If the UE is sent to RRC_IDLE or back to RRC_INACTIVE, the gNB triggers the release of the RRC connection.
10.
The gNB triggers the release of the UE resources at the last serving gNB.
<<<<<<<<<<<<<<<<<<<< Text Proposal End >>>>>>>>>>>>>>>>>>>>
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