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1. Introduction
There has been some discussion in multiple groups regarding support of a maximum aggregate rate for Integrity Protected DRBs. Recently, SA3 replied to SA2 and RAN2 [1] recommending the use of NAS signalling to send this UE parameter to the serving network. SA2 has now also agreed multiple related CRs [2,3]. This document discusses the impacts for RAN3 and proposes a way forward.
2. Support of max bit rate for Integrity Protection 
2.1 Current Stage 2 Requirements (SA2 and TS 38.300)
In the below we assume the recommendation in [1], and as a result the maximum bit rate (for IP) is passed from the UE to the 5GCN. This means that if the RAN is to take any action, then logically it needs to be informed via NGAP signalling. This is now also confirmed by SA2 agreed CRs [2,3].
Considering the SA2 requirements in [2,3], we see the following statements:

· “The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. In case the UP Integrity Protection is determined to be “Required” or “Preferred”, the SMF also provides the maximum supported data rate per UE for integrity protection as received in the 5GSM capability IE” [2]
· “The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources” [2]

· “User Plane Security Enforcement information and the maximum supported data rate per UE for integrity protection is communicated from source to target NG-RAN node at handover” [2]

Then in [3] the following flow steps have RAN impacts
· As part of a PDU Session Request, AMF forwards to RAN SM information including Tunnel Info, QoS profile, PDU Session ID, S-NSSAI and User Plane Security Enforcement Information, including the UE Integrity Protection Maximum Data Rate as received in the 5GSM Capability if this information indicates that Integrity Protection is “Preferred” or “Required”.

· The NG-RAN may reject QFI(s) if it cannot fulfil the User Plane Security Enforcement information for a corresponding QoS Profile, e.g. due to the UE Integrity Protection Maximum Data Rate being exceeded.

Finally, TS 38.300 has captured the following text in section 13.1:

2.2 Requirements in TS 33.501

We consider these separately because currently there are some differences which may require alignment. From 33.501 v15.1.0, section 6.6.1, there are no statements on the UE’s maximum IP rate at all. However, there is a requirement for the UP security policy (for a PDU Session) to be provided to the AMF for checking and potential overwrite during the path switch procedure.
In RAN3 specification (and also in SA2’s), this checking function is supported already but is performed by the SMF, so we assume that this needs to be resolved. If necessary, RAN3 could send an LS to the groups involved highlighting this issue. For now, we assume the approach in the RAN3 specifications (SMF check).

The main resulting question is whether there is a need for the maximum supported data rate to be handled during path switch. To handle a potential security policy mismatch between RAN and CN for any PDU sessions, it may be necessary for the SMF to send the maximum data rate at least in certain circumstances.
2.3 Direct impacts

From the above, we can derive some obvious direct impacts, which are reflected in the text proposal in the Annex.
The following provides a list of the changes proposed in NGAP, in line with TS 33.501:
· Define a new IE, Maximum Integrity Protected Data Rate IE. The IE provides two values, “max-rate” and 64kb/s

· Introduce the new IE in the PDU Session Resource Setup Request Transfer IE, which is signalled on a per PDU session basis, making it conditional on the Security Indication IE for this PDU Session having value of “required” or “preferred” for Integrity Protection.

· Introduce a new cause value to allow the RAN to signal rejection of a PDU session due to excessive integrity protected data rate requirement

In addition, and although not required specifically in stage 2, it is also proposed to send the new IE in the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, again making this conditional on the Security Indication IE for this PDU Session having value of “required” or “preferred” for Integrity Protection. This enables the SMF to ensure that the maximum IP rate is sent in case it needs to resend the security policy to the RAN during path switch.
The corresponding changes in XnAP are contained in [4].
Proposal 1: Agree basic functionality for NGAP and XnAP (Annex and [4])

2.4 Maximum Rate Enforcement
The above functionality is based purely on admission control at the RAN. But in addition to this, the discussion in [3] clearly indicates that it is valid to perform bit rate enforcement/policing for an ongoing PDU Session in the RAN (or rather, for the set of active PDU sessions). In fact, as stated in [3], bit rate policing is needed to ensure that the DL data rate does not exceed the UE capability, independently of whether SMF and RAN performs admission control.
This opens the question of how to police and impose this rate bound. In fact, this is very similar to the discussion on UE-AMBR, with some differences
1. It is not clear whether the averaging window is similar to that for UE-AMBR (e.g. 1-2 s), or narrower.

2. While for UE-AMBR policing there is some room for operator policy, in this case the limit should probably be pre-emptive rather than reactive.
As for UE-AMBR, enforcement should consider DC operation (e.g. at least NR-NR). For now, it should be assumed that all cases where bearers use E-UTRA do not support integrity protection, and therefore for options 4/7, the only bearers to be policed are exclusively served by the NR cell. However, this still requires clarification e.g. for the case of NGAP termination in a ng-eNB with NR-only support for a bearer.
With the above considerations in mind, we can now discuss how to handle maximum bit rate enforcement in DL and UL:
Downlink: as with UE-AMBR the enforcement could be performed in the PDCP layer. However, one open issue relates to the enforcement in NR-NR DC when there are two PDCP entities involved. Here there may be a need for either signalling of a limit, with possible feedback, or exchange of usage for IP bearers. One concern with the second option is that this would be reactive and may not guarantee that the maximum rate is not breached, depending on the rate of exchange of information between the two entities. Thus, it may be more advisable to follow the first option (signalling of a limit to the SgNB,).
Observation 1: For DL IP maximum rate enforcement, it would be possible to follow the principle of DL UE-AMBR handling, with signalling of hard sub-limit to secondary.

Uplink: it has already been noted in the UE-AMBR discussion that it is not possible for a RAN node to differentiate between bearers in terms of uplink grant for the UE (and so throttle back only specific bearers). With UE-AMBR the problem can be fixed by assigning sub-limits that apply to each uplink MAC entity. Here however the problem is possibly worse because the RAN cannot differentiate between bearers that have integrity protection activated, and others that do not (e.g. in case of multiple PDU sessions). 
Observation 2: UL IP maximum rate enforcement may not always be possible in the RAN (or may be inefficient) if the scenario of DRBs with and without integrity protection is to be supported. 
Based on the above observations, there seem to be several possible options. 
(a) Proceed without intra-NG-RAN signalling support in release 15. This could work if the NG-RAN (1) does not apply DC when there is IP requirement from the core, and (2) either does not accept a mix of PDU sessions with and without IP requirement, or always applies the limit to all uplink bearers.
(b) Proceed with full NG-RAN signalling support, and imposition of sub-hard limits similar to UE-AMBR. Signalling is required in Xn, F1 and/or E1. Still the RAN would still have to ensure that one DU that receives the uplink limit does not have to deal with a mix of IP and non-IP DRBs (or apply the limit to all uplink bearers).
(c) As a hybrid, provide signalling support for DL only (Xn/E1), and assume that the UE itself will handle IP traffic limitations in the uplink.

Option (c) seems to make sense as the UE itself could regulate uplink integrity protected traffic according to its capability and avoid some of the issues that make uplink enforcement in the network either constraining or inefficient. However, this option would need to be checked with other WGs.

Proposal 2: RAN3 to discuss options for max IP rate enforcement and liaise other groups if needed.
3. Conclusions

The following proposals and observations are put forward in this document:
Proposal 1: Agree basic functionality for NGAP and XnAP (Annex and [4])

Observation 1: For DL IP maximum rate enforcement, it would be possible to follow the principle of DL UE-AMBR handling, with signalling of hard sub-limit to secondary.

Observation 2: UL IP maximum rate enforcement may not always be possible in the RAN if the scenario of 
Proposal 2: RAN3 to discuss options for max IP rate enforcement and liaise other groups if needed.

4. References

[1]
R3-183477, “Reply LS on UE capability related to integrity protection of DRBs”, source SA3, RAN3#100, May 2018.
[2] S2-186100, “Handling of maximum supported data rate per UE for integrity protection”, Ericsson et al, SA2#127bis, May 2018.
[3]
S2-186256, “Handling of maximum supported data rate per UE for integrity protection”, Ericsson et al, SA2#127bis, May 2018.

[4] R3-184712, “(TP for NR BL CR for TS 38.423) Support of maximum bit rate for Integrity Protection”, Qualcomm Incorporated, RAN3#101, August 2018.
Annex: Text Proposal for NGAP
8.2
PDU Session Management Procedures

8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU session resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

-
The PDU SESSION RESOURCE SETUP REQUEST message shall contain the information required by the NG-RAN node to setup PDU session related NG-RAN configuration consisting of at least one PDU session resource and for each PDU session resource to setup include a PDU Session Resource Setup Request Item IEs IE.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message, and if resources are available for the requested configuration, the NG-RAN node shall execute the requested NG-RAN configuration and allocate associated resources over NG and over Uu for each PDU session listed in the PDU Session Resource Setup Request Item IEs IE. 

If the RAN Paging Priority IE is included in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may use it to determine a priority for paging the UE in RRC_INACTIVE state.
For each requested PDU session, if resources are available for the requested configuration, the NG-RAN node shall establish at least one or several Data Radio Bearers and associate each accepted QoS flow of the PDU session to a Data Radio Bearer established. 
For each PDU session successfully established the NG-RAN node shall pass to the UE the PDU Session NAS-PDU IE, if available, and the value contained in the PDU Session ID IE received for the PDU session. The NG-RAN node shall not send to the UE the PDU Session NAS PDUs associated to the failed PDU sessions. 

For each PDU session the NG-RAN node shall store the UP transport layer information included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and use it as the uplink termination point for the user plane data for this PDU session.

For each PDU session, if the Additional Transport Layer Information IE is included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may forward the UP transport layer information to the S-NG-RAN node as the uplink termination point for the user plane data for this PDU session split in different tunnel.

For each PDU session for which the PDU Session Type IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and is set to “ethernet” or “unstructured”, the NG-RAN node shall not perform header compression for the concerned PDU session.

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to “required”, then the NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU session resources with an appropriate cause value.
If the NG-RAN node is an ng-eNB, it shall reject all PDU sessions for which the Integrity Protection Indication IE is set to “required”.
For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to “preferred”, then the NG-RAN node should, if supported, perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify whether it performed the user plane integrity protection or ciphering by including the Integrity Protection Result IE or Confidentiality Protection Result IE, respectively, in the PDU SESSION RESOURCE SETUP RESPONSE message.

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to “not needed”, then the NG-RAN node shall not perform user plane integrity protection nor perform ciphering for the concerned PDU session.
If the Maximum Integrity Protected Data Rate IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node shall store this information, and use it as specified in TS 23.501 [9].
For each PDU session in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall enforce the traffic corresponding to the received PDU Session Resource Aggregate Maximum Bit Rate IE. The NG-RAN node shall use the received Aggregate Maximum Bit Rate for the concerned PDU session and concerned UE as specified in TS 23.501 [9].
For each QoS flow requested to be setup the NG-RAN node shall take into account the received QoS Flow Level QoS Parameters IE. For each QoS flow the NG-RAN node shall establish or modify the resources according to the values of the Allocation and Retention Priority IE (priority level and pre-emption indicators) and the resource situation as follows: 

-
The NG-RAN node shall consider the priority level of the requested QoS flow, when deciding on the resource allocation.

-
The priority levels and the pre-emption indicators may (individually or in combination) be used to determine whether the QoS flow setup has to be performed unconditionally and immediately. If the requested QoS flow is marked as “may trigger pre-emption” and the resource situation requires so, the NG-RAN node may trigger the pre-emption procedure which may then cause the forced release of a lower priority QoS flow which is marked as “pre-emptable”. Whilst the process and the extent of the pre-emption procedure are operator-dependent, the pre-emption indicators shall be treated as follows:

1.
The values of the last received Pre-emption Vulnerability IE and Priority Level IE shall prevail.

2.
If the Pre-emption Capability IE is set to “may trigger pre-emption”, then this allocation request may trigger the pre-emption procedure.

3.
If the Pre-emption Capability IE is set to “shall not trigger pre-emption”, then this allocation request shall not trigger the pre-emption procedure.

4.
If the Pre-emption Vulnerability IE is set to “pre-emptable”, then this QoS flow shall be included in the pre-emption process.

5.
If the Pre-emption Vulnerability IE is set to “not pre-emptable”, then this QoS flow shall not be included in the pre-emption process.

6.
If the Priority Level IE is set to “no priority” the given values for the Pre-emption Capability IE and Pre-emption Vulnerability IE shall not be considered. Instead the values “shall not trigger pre-emption” and “not pre-emptable” shall prevail.

-
The NG-RAN node pre-emption process shall keep the following rules:

1.
The NG-RAN node shall only pre‑empt QoS flows with lower priority, in ascending order of priority.

2.
The pre-emption may be done for QoS flows belonging to the same UE or to other UEs.

NOTE:
The text above on NG-RAN node pre-emption process may need to be refined.

For each QoS flow which has been successfully established, the NG-RAN node stores the mapped E-RAB ID if included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and uses it as specified in TS 38.300 [8].
>>>>>    NEXT CHANGE   <<<<<
8.4.4
Path Switch Request

8.4.4.1
General

The purpose of the Path Switch Request procedure is to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint.

8.4.4.2
Successful Operation
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Figure 8.4.4.2-1: Path switch request: successful operation

The NG-RAN node initiates the procedure by sending the PATH SWITCH REQUEST message to the AMF.

After all necessary updates including the UP path switch have been successfully completed in the 5GC for at least one of the PDU session resources included in the PATH SWITCH REQUEST, the AMF shall send the PATH SWITCH REQUEST ACKNOWLEDGE message to the NG-RAN node and the procedure ends.

The list of accepted QoS flows shall be included in the PATH SWITCH REQUEST message within the Path Switch Request Transfer IE. The SMF shall handle this information as specified in TS 23.502 [10].

The list of PDU sessions which failed to be setup, if any, shall be included in the PATH SWITCH REQUEST message. The AMF shall handle this information as specified in TS 23.502 [10].

For each PDU session for which the User Plane Security Information IE is included in the Path Switch Request Transfer IE of the PATH SWITCH REQUEST message, the SMF shall behave as specified in TS 33.501 [13] and may send back the Security Indication IE within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message.

If the Security Indication IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall behave as specified in TS 33.501 [13].

If the UL NG-U UP TNL Information IE is included within the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall store this information and use it as the uplink termination point for the user plane data for this PDU session.
If the Core Network Assistance Information IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall, if supported, store this information in the UE context and use it for e.g. the RRC_INACTIVE state decision and RNA configuration for the UE and RAN paging if any for a UE in RRC_INACTIVE state, as specified in TS 38.300 [8].

If the RRC Inactive Transition Report Request IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall, if supported, store this information in the UE context and
-
report to the AMF the RRC state of the UE when the UE enters or leaves RRC_INACTIVE state in case the RRC Inactive Transition Report Request IE is set to "subsequent state transition report"; or
-
send one RRC INACTIVE TRANSITION REPORT message but no subsequent messages if the UE is in RRC_CONNECTED state and the RRC Inactive Transition Report Request IE is set to "single RRC connected state report", or

-
send one RRC INACTIVE TRANSITION REPORT message plus one subsequent RRC INACTIVE TRANSITION REPORT message when the RRC state transitions to RRC_CONNECTED state if the UE is in RRC_INACTIVE state and the RRC Inactive Transition Report Request IE is set to "single RRC connected state report", or
-
stop reporting to the AMF the RRC state of the UE in case the RRC Inactive Transition Report Request IE is set to "cancel report".
If the New Security Context Indicator IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall use the information as specified in TS 33.501 [13].

Upon reception of the PATH SWITCH REQUEST ACKNOWLEDGE message the NG-RAN node shall store the received Security Context IE in the UE context and the NG-RAN node shall use it as specified in TS 33.501 [13].

If the UE Security Capabilities IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall handle it accordingly (TS 33.501 [13]).
If the PDU Session Resource Released List IE is included in the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall release the corresponding data radio bearers and regard the PDU session(s) indicated in the PDU Session Resource Released List IE as being released.
If the Maximum Integrity Protected Data Rate IE is included in the Path Switch Request Acknowledge Transfer IE of the PATH SWITCH REQUEST ACKNOWLEDGE message, the NG-RAN node shall store this information, and use it as specified in TS 23.501 [9].
>>>>>    NEXT CHANGE   <<<<<
9.3.4.1
PDU Session Resource Setup Request Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PDU Session Aggregate Maximum Bit Rate
	M
	
	Bit Rate

9.3.1.4
	

	UL NG-U UP TNL Information
	M
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the NG-U transport bearer, for delivery of UL PDUs.

	Additional UL NG-U UP TNL Information 
	O
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the additional NG-U transport bearer, for delivery of UL PDUs.

	Data Forwarding Not Possible
	O
	
	9.3.1.63
	

	PDU Session Type
	M
	
	9.3.1.52
	

	Security Indication
	O
	
	9.3.1.27
	

	QoS Flow Setup Request List
	
	1
	
	

	>QoS Flow Setup Request Item IEs
	
	1..<maxnoofQoSFlows>
	
	

	>>QoS Flow Indicator
	M
	
	9.3.1.51
	

	>>QoS Flow Level QoS Parameters
	M
	
	9.3.1.12
	

	>>E-RAB ID
	O
	
	9.3.2.3
	

	Maximum Integrity Protected Data Rate
	C-ifIntegrityProtectionrequiredorpreferred
	
	9.3.1.XX
	


	Range bound
	Explanation

	maxnoofQoSFlows
	Maximum no. of QoS flows allowed within one PDU session. Value is 64.


	Condition
	Explanation

	ifIntegrityProtectionrequiredorpreferred
	This IE shall be present if the Integrity Protection IE within the Security Indication IE is present and set to “required” or “preferred”.


>>>>>    NEXT CHANGE   <<<<<

9.3.4.9
Path Switch Request Acknowledge Transfer

This IE is transparent to the AMF.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	UL NG-U UP TNL Information
	O
	
	UP Transport Layer Information

9.3.2.2
	UPF endpoint of the NG-U transport bearer, for delivery of UL PDUs.

	Security Indication
	O
	
	9.3.1.27
	

	Maximum Integrity Protected Data Rate
	C-ifIntegrityProtectionrequiredorpreferred
	
	9.3.1.XX
	


	Condition
	Explanation

	ifIntegrityProtectionrequiredorpreferred
	This IE shall be present if the Integrity Protection IE within the Security Indication IE is present and set to “required” or “preferred”.


>>>>>    NEXT CHANGE   <<<<<

9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,

TXnRELOCOverall expiry,

Successful handover,

Release due to NG-RAN generated reason,
Release due to 5GC generated reason,

Handover cancelled,

Partial handover,

Handover failure in target 5GC/NG-RAN node or target system,

Handover target not allowed,

TNGRELOCoverall expiry,

TNGRELOCprep expiry,

Cell not available,

Unknown target ID,

No radio resources available in target cell,

Unknown local UE NGAP ID,

Inconsistent remote UE NGAP ID,

Handover desirable for radio reasons,

Time critical handover,

Resource optimisation handover,

Reduce load in serving cell,

User inactivity,

Radio connection with UE lost,

Load balancing TAU required,

Radio resources not available,

Invalid QoS combination,

Failure in the radio interface procedure,

Interaction with other procedure,

Unknown PDU Session ID,

Unknown QoS Flow ID,

Multiple PDU Session ID Instances,

Multiple QoS Flow ID Instances,

Encryption and/or integrity protection algorithms not supported,

NG intra system handover triggered,

NG inter system handover triggered,

Xn handover triggered,

Not supported 5QI value,
UE context transfer,
IMS voice EPS fallback or RAT fallback triggered,

UP integrity protection not possible,

UP confidentiality protection not possible,

Slice not supported,
UE in RRC_INACTIVE state not reachable, UP integrity protection max rate exceeded,
…)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport resource unavailable,

Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED

(Normal release,

Authentication failure,

Deregister,
Unspecified, 

…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer syntax error,
Abstract syntax error (reject),
Abstract syntax error (ignore and notify),
Message not compatible with receiver state,

Semantic error,

Abstract syntax error (falsely constructed message),

Unspecified,

…)
	

	>Miscellaneous
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control processing overload, 

Not enough user plane processing resources,
Hardware failure,
O&M intervention,
Unknown PLMN,

Unspecified, 

…)
	


The meaning of the different cause values is described in the following tables. In general, “not supported” cause values indicate that the related capability is missing. On the other hand, “not available” cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies.

	TXnRELOCOverall expiry
	The timer guarding the handover that takes place over Xn has abnormally expired.

	Successful handover
	Successful handover.

	Release due to NG-RAN generated reason
	Release is initiated due to NG-RAN generated reason.

	Release due to 5GC generated reason
	Release is initiated due to 5GC generated reason.

	Handover cancelled
	The reason for the action is cancellation of Handover.

	Partial handover
	Provides a reason for the handover cancellation. The HANDOVER COMMAND message from AMF contained PDU Session Resource to Release List IE or QoS flow to Release List and the source NG-RAN node estimated service continuity for the UE would be better by not proceeding with handover towards this particular target NG-RAN node.

	Handover failure in target 5GC/ NG-RAN node or target system
	The handover failed due to a failure in target 5GC/NG-RAN node or target system.

	Handover target not allowed
	Handover to the indicated target cell is not allowed for the UE in question.

	TNGRELOCoverall expiry
	The reason for the action is expiry of timer TNGRELOCoverall.

	TNGRELOCprep expiry
	Handover Preparation procedure is cancelled when timer TNGRELOCprep expires.

	Cell not available
	The concerned cell is not available.

	Unknown target ID
	Handover rejected because the target ID is not known to the AMF.

	No radio resources available in target cell
	Load on target cell is too high.

	Unknown local UE NGAP ID
	The action failed because the receiving node does not recognise the local UE NGAP ID.

	Inconsistent remote UE NGAP ID
	The action failed because the receiving node considers that the received remote UE NGAP ID is inconsistent.

	Handover desirable for radio reasons
	The reason for requesting handover is radio related.

	Time critical handover
	Handover is requested for time critical reason i.e., this cause value is reserved to represent all critical cases where the connection is likely to be dropped if handover is not performed.

	Resource optimisation handover
	The reason for requesting handover is to improve the load distribution with the neighbour cells.

	Reduce load in serving cell
	Load on serving cell needs to be reduced. When applied to handover preparation, it indicates the handover is triggered due to load balancing.

	User inactivity
	The action is requested due to user inactivity on all PDU sessions, e.g., NG is requested to be released in order to optimise the radio resources.

This cause value may need to be refined, taking into account cause values for RRC_INACTIVE.

	Radio connection with UE lost
	The action is requested due to losing the radio connection to the UE.

	Load balancing TAU required
	The action is requested for all load balancing and offload cases in the AMF.

	Radio resources not available
	No requested radio resources are available.

	Invalid QoS combination
	The action was failed because of invalid QoS combination.
This cause value may need to be refined.

	Failure in the radio interface procedure
	Radio interface procedure has failed.

	Interaction with other procedure
	The action is due to an ongoing interaction with another procedure.

	Unknown PDU Session ID
	The action failed because the PDU Session ID is unknown in the NG-RAN node.

	Unknown QoS Flow ID
	The action failed because the QoS Flow ID is unknown in the NG-RAN node.

	Multiple PDU Session ID instances
	The action failed because multiple instance of the same PDU Session had been provided to the NG-RAN node.

	Multiple QoS Flow ID instances
	The action failed because multiple instances of the same QoS flow had been provided to the NG-RAN node.

	Encryption and/or integrity protection algorithms not supported
	The NG-RAN node is unable to support any of the encryption and/or integrity protection algorithms supported by the UE.

	NG intra system handover triggered
	The action is due to a NG intra system handover that has been triggered.

	NG inter system handover triggered
	The action is due to a NG inter system handover that has been triggered.

	Xn handover triggered
	The action is due to an Xn handover that has been triggered.

	Not supported 5QI value
	The QoS flow setup failed because the requested 5QI is not supported.

	UE context transfer
	The action is due to a UE resumes from the NG-RAN node different from the one which sent the UE into RRC_INACTIVE state.

	IMS voice EPS fallback or RAT fallback triggered
	The setup of QoS flow is failed due to EPS fallback or RAT fallback for IMS voice using handover or redirection.

	UP integrity protection not possible
	The PDU session cannot be accepted according to the required user plane integrity protection policy.

	UP confidentiality protection not possible
	The PDU session cannot be accepted according to the required user plane confidentiality protection policy.

	Slice not supported
	Slice not supported.

	UE in RRC_INACTIVE state not reachable
	The action is requested due to RAN paging failure.

	UP integrity protection max rate exceeded
	The PDU Session cannot be accepted due to UE limits on the max data that may be integrity protected (in UL or DL)


>>>>>    NEXT CHANGE   <<<<<

9.3.1.XX
Maximum Integrity Protected Data Rate
This IE indicates the maximum aggregate data rate for integrity protected DRBs for a UE as defined in TS 38.300 [8].

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Maximum IP rate
	M
	
	ENUMERATED (max-UErate, 64kbps, …)
	Defines the upper bound of the aggregated data rate of user plane integrity protected data. This limit applies to both UL and DL independently.


>>>>>    NEXT CHANGE   <<<<<

9.4.5
Information Element Definitions
-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

NGAP-IEs {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

ngran-Access (22) modules (3) ngap (1) version1 (1) ngap-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

>>>>>    NEXT CHANGE in same section   <<<<<

Cause ::= CHOICE {


radioNetwork

CauseRadioNetwork,


transport


CauseTransport,


nas




CauseNas,


protocol


CauseProtocol,


misc



CauseMisc,


...

}

CauseMisc ::= ENUMERATED {


control-processing-overload,


not-enough-user-plane-processing-resources,


hardware-failure,


om-intervention,


unknown-PLMN,

unspecified,


...

}

CauseNas ::= ENUMERATED {


normal-release,


authentication-failure,


deregister,


unspecified,


...

}

CauseProtocol ::= ENUMERATED {


transfer-syntax-error,


abstract-syntax-error-reject,


abstract-syntax-error-ignore-and-notify,


message-not-compatible-with-receiver-state,


semantic-error,


abstract-syntax-error-falsely-constructed-message,


unspecified,


...

}

CauseRadioNetwork ::= ENUMERATED {


unspecified,


txnrelocoverall-expiry,


successful-handover,


release-due-to-ngran-generated-reason,


release-due-to-5gc-generated-reason,


handover-cancelled,



partial-handover,



ho-failure-in-target-5GC-ngran-node-or-target-system,


ho-target-not-allowed,


tngrelocoverall-expiry,

tngrelocprep-expiry,


cell-not-available,


unknown-targetID,


no-radio-resources-available-in-target-cell,


unknown-local-UE-NGAP-ID,


inconsistent-remote-UE-NGAP-ID,

handover-desirable-for-radio-reason,


time-critical-handover,


resource-optimisation-handover,


reduce-load-in-serving-cell,


user-inactivity,


radio-connection-with-ue-lost,


load-balancing-tau-required,


radio-resources-not-available,


invalid-qos-combination,


failure-in-radio-interface-procedure,


interaction-with-other-procedure,


unknown-PDU-session-ID,


unkown-qos-flow-ID,


multiple-PDU-session-ID-instances,


multiple-qos-flow-ID-instances,

encryption-and-or-integrity-protection-algorithms-not-supported,

ng-intra-system-handover-triggered,


ng-inter-system-handover-triggered,


xn-handover-triggered,


not-supported-5QI-value,


ue-context-transfer,


ims-voice-eps-fallback-or-rat-fallback-triggered,


up-integrity-protection-not-possible,


up-confidentiality-protection-not-possible,


slice-not-supported,

ue-in-rrc-inactive-state-not-reachable,

up-integrity-protection-max-rate-exceeded,

...

}

CauseTransport ::= ENUMERATED {


transport-resource-unavailable,


unspecified,


...

}

>>>>>    NEXT CHANGE in same section   <<<<<

-- M

MaskedIMEISV ::= BIT STRING (SIZE(64))

MaximumDataBurstVolume ::= INTEGER (0..63)

-- This IE may need to be refined

MaximumIPdatarate ::= SEQUENCE {


maxIPrate


MaxIPrate,


iE-Extensions

ProtocolExtensionContainer { {MaximumIPdatarate-ExtIEs} }
OPTIONAL,


...

}

MaximumIPdatarate-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}
MaxIPrate ::= ENUMERATED {


Max-UErate,


64kbs,


...

}

MessageIdentifier ::= BIT STRING (SIZE(16))

>>>>>    NEXT CHANGE in same section   <<<<<

PathSwitchRequestAcknowledgeTransfer ::= SEQUENCE {


uL-NGU-UP-TNLInformation

UPTransportLayerInformation










OPTIONAL,


securityIndication



SecurityIndication












OPTIONAL,

maximumIPdatarate



MaximumIPdatarate












CONDITIONAL,

iE-Extensions

ProtocolExtensionContainer { {PathSwitchRequestAcknowledgeTransfer-ExtIEs} }
OPTIONAL,


...

}

PathSwitchRequestAcknowledgeTransfer-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}

>>>>>    NEXT CHANGE in same section   <<<<<
PDUSessionResourceSetupRequestTransfer ::= SEQUENCE {


pDUSessionAggregateMaximumBitRate

BitRate,


uL-NGU-UP-TNLInformation



UPTransportLayerInformation,


additionalUL-NGU-UP-TNLInformation

UPTransportLayerInformation









OPTIONAL,


dataForwardingNotPossible



DataForwardingNotPossible









OPTIONAL,


pDUSessionType






PDUSessionType,


securityIndication





SecurityIndication











OPTIONAL,


qosFlowSetupRequestList




QosFlowSetupRequestList,

maximumIPdatarate





MaximumIPdatarate











CONDITIONAL,

iE-Extensions

ProtocolExtensionContainer { {PDUSessionResourceSetupRequestTransfer-ExtIEs} }
OPTIONAL,


...

}
PDUSessionResourceSetupRequestTransfer-ExtIEs NGAP-PROTOCOL-EXTENSION ::= {


...

}
The maximum supported data rate for integrity protected DRBs is a UE capability indicated at NAS layer, with a minimum value of 64 kbps and a maximum value of the highest data rate supported by the UE
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