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1. Introduction
This pCR provides a number of missing details for the handling of security material (e.g. keys, context, UE capabilities) in XnAP.
2. Text Proposal

2
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8.2.1
Handover Preparation
8.2.1.1
General

This procedure is used to establish necessary resources in an NG-RAN node for an incoming handover.

The procedure uses UE-associated signalling.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: Handover Preparation, successful operation

The source NG-RAN node initiates the procedure by sending the HANDOVER REQUEST message to the target NG-RAN node. When the source NG-RAN node sends the HANDOVER REQUEST message, it shall start the timer TXnRELOCprep. 

If the Signalling TNL association address at source NG-C side IE is included in the HANDOVER REQUEST message the target NG-RAN node shall behave as specified in TS 23.502 [13].
For each E-RAB ID IE included in the Qos Flow List IE in the HANDOVER REQUEST message, the target NG-RAN node shall, if supported, store the content of the IE in the UE context and use it for subsequent inter-system handover.
If the Masked IMEISV IE is contained in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, use it to determine the characteristics of the UE for subsequent handling.
At reception of the HANDOVER REQUEST message the target NG-RAN node shall prepare the configuration of the AS security relation between the UE and the target NG-RAN node by using the information in the UE Security Capabilities IE and the AS Security Information IE in the UE Context Information IE, as specified in TS 33.501 [x].
If the PDU Session Resource Setup List IE is contained in the HANDOVER REQUEST message, the target NG-RAN node behave the same as in the PDU Session Resource Setup procedure. The target NG-RAN node shall report in the HANDOVER REQUEST ACKNOWLEDGE message the successful establishment of the result for all the requested PDU session resources. When the target NG-RAN node reports the unsuccessful establishment of a PDU session resource, the cause value should be precise enough to enable the source NG-RAN node to know the reason for the unsuccessful establishment.

For each QoS flow for which the source NG-RAN node proposes to perform forwarding of downlink data, the source NG-RAN node shall include the DL Forwarding IE set to "DL forwarding proposed" within the QoS Flows To Be Setup List IE in the PDU Session Resource To Be Setup List IE in the HANDOVER REQUEST message. For each PDU session that the target NG-RAN node decides to admit the data forwarding for at least one QoS flow, the target NG-RAN node includes the PDU Session level DL data forwarding GTP-U Tunnel Endpoint IE within the Data Forwarding Info from target NG-RAN node IE in the PDU Session Admitted Response Transfer IE contained in the PDU Sessions Admitted List IE in the HANDOVER REQUEST ACKNOWLEDGE message. 
Editor’s Note:
 The conditions under which PDU session level tunnel is established and how it is used are FFS.

For each DRB for which the source NG-RAN node proposes to perform forwarding of downlink data, the source NG-RAN node shall include the DRB ID IE and the mapped Qos flow list IE within the Source DRB to QoS Flow Mapping List IE contained in the PDU Session Resources To Be Setup List IE in the HANDOVER REQUEST message. If the target NG-RAN node decides to use the same DRB configuration and to map the same QoS flows as the source NG-RAN node, the target NG-RAN node includes the DL Forwarding GTP Tunnel Endpoint IE within the Data Forwarding Response DRB List IE in the HANDOVER REQUEST ACKNOWLEDGE message to indicate that it accepts the proposed forwarding of downlink data for this DRB.
If the HANDOVER REQUEST ACKNOWLEDGE message contains the UL Forwarding GTP Tunnel Endpoint IE for a given DRB in the Data Forwarding Response DRB List IE within Data Forwarding Info from target NG-RAN node IE in the PDU Session Admitted Response Transfer IE, the source NG-RAN node shall perform forwarding of uplink data for the DRB.

If the HANDOVER REQUEST includes PDU session resources for PDU sessions associated to S-NSSAIs not supported by target NG-RAN, the target NG-RAN shall reject such PDU session resources. In this case, and if at least one PDU Session Resource To Be Setup Item IE is admitted, the target NG-RAN shall send the HANDOVER REQUEST ACKNOWLEDGE message including the PDU Session Resources Not Admitted List IE listing corresponding PDU sessions rejected at the target NG-RAN.
If the Handover Restriction List IE is
-
contained in the HANDOVER REQUEST message, the target NG-RAN node shall

-
store the information received in the Handover Restriction List IE in the UE context;

-
use this information to determine a target for the UE during subsequent mobility action for which the NG-RAN node provides information about the target of the mobility action towards the UE, except when one of the PDU sessions has a particular ARP value (TS 23.501 [7]) in which case the information shall not apply;

-
use this information to select a proper SCG during dual connectivity operation.

-
not contained in the HANDOVER REQUEST message, the target NG-RAN node shall consider that no roaming and no access restriction apply to the UE.

If the Trace Activation IE is included in the HANDOVER REQUEST message the target NG-RAN node shall, if supported, initiate the requested trace function as described in TS 32.422 [23

If the UE Context Reference at the S-NG-RAN IE is contained in the HANDOVER REQUEST message the target NG-RAN node may use it as specified in TS 37.340 [8]. In this case, the source NG-RAN node may expect the target NG-RAN node to include the UE Context Kept Indicator IE set to "True" in the HANDOVER REQUEST ACKNOWLEDGE message, which shall use this information as specified in TS 37.340 [8].
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", the target NG-RAN node shall perform user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node is not able to perform the user plane integrity protection or ciphering, it shall reject the setup of the PDU Session Resources with an appropriate cause value.
For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "preferred", the target NG-RAN node should perform user plane integrity protection or ciphering, respectively, for the concerned PDU session and shall notify the SMF whether it succeeded the user plane integrity protection or ciphering or not for the concerned security policy.

For each PDU session for which the Security Indication IE is included in the PDU Session Resource To Be Setup List IE and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "not needed", the target NG-RAN node shall not perform user plane integrity protection nor ciphering for the concerned PDU session
Editor’s Note:
applicability of the three paragraphs above to ng-eNB is FFS.
If the Location Reporting Information IE is included in the HANDOVER REQUEST message, then the target NG-RAN node should initiate the requested location reporting functionality as defined in TS 38.413 [5].
Editor’s Note:
Further details are FFS
8.2.1.3
Unsuccessful Operation (if applicable)
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Figure 8.2.1.3-1: Handover Preparation, unsuccessful operation

If the target NG-RAN node does not admit at least one PDU session resource, or a failure occurs during the Handover Preparation, the target NG-RAN node shall send the HANDOVER PREPARATION FAILURE message to the source NG-RAN node. The message shall contain the Cause IE with an appropriate value.
Editor’s Note:
Further details are FFS
Interactions with Handover Cancel procedure:
If there is no response from the target NG-RAN node to the HANDOVER REQUEST message before timer TXnRELOCprep expires in the source NG-RAN node, the source NG-RAN node should cancel the Handover Preparation procedure towards the target NG-RAN node by initiating the Handover Cancel procedure with the appropriate value for the Cause IE. The source NG-RAN node shall ignore any HANDOVER REQUEST ACKNOWLEDGE or HANDOVER PREPARATION FAILURE message received after the initiation of the Handover Cancel procedure and remove any reference and release any resources related to the concerned Xn UE-associated signalling.
8.2.1.4
Abnormal Conditions


If the supported algorithms for encryption defined in the UE Security Capabilities IE in the UE Context Information IE, plus the mandated support of the EEA0 and NEA0 algorithms in all UEs (TS 33.501 [x]), do not match any allowed algorithms defined in the configured list of allowed encryption algorithms in the NG-RAN node (TS 33.501 [x]), the NG-RAN node shall reject the procedure using the HANDOVER PREPARATION FAILURE message.

If the supported algorithms for integrity defined in the UE Security Capabilities IE in the UE Context Information IE, plus the mandated support of the EIA0 and NIA0 algorithms in all UEs (TS 33.501 [x]), do not match any allowed algorithms defined in the configured list of allowed integrity protection algorithms in the NG-RAN node (TS 33.501 [x]), the NG-RAN node shall reject the procedure using the HANDOVER PREPARATION FAILURE message.
>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<

8.3.1
S-NG-RAN node Addition Preparation

Editor’s Note: All the text below is FFS.
8.3.1.1
General

The purpose of the S-NG-RAN node Addition Preparation procedure is to request the S-NG-RAN node to allocate resources for dual connectivity operation for a specific UE.
The procedure uses UE-associated signalling.

8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: S-NG-RAN node Addition Preparation, successful operation

The M-NG-RAN node initiates the procedure by sending the S-NODE ADDITION REQUEST message to the S-NG-RAN node.

When the M-NG-RAN node sends the S-NODE ADDITION REQUEST message, it shall start the timer TXnDCprep.
The allocation of resources according to the values of the Allocation and Retention Priority IE included in the PDU Session Level QoS Parameters IE shall follow the principles described for the PDU Session Resource Setup procedure in TS 38.413 [5].
The S-NG-RAN node shall choose the ciphering algorithm based on the information in the UE Security Capabilities IE and locally configured priority list of AS encryption algorithms and apply the key indicated in the S-NG-RAN node Security Key IE as specified in TS 33.501 [x].
If the S-NODE ADDITION REQUEST message contains the Selected PLMN IE, the S-NG-RAN node may use it for RRM purposes.

If the S-NODE ADDITION REQUEST message contains the Expected UE Behaviour IE, the S-NG-RAN node shall, if supported, store this information and may use it to optimize resource allocation.

If the S-NODE ADDITION REQUEST message contains the Handover Restriction List IE, the S-NG-RAN node, if supported, shall store this information and use it to select an appropriate SCG.
If the S-NODE ADDITION REQUEST message contains the Index to RAT/Frequency Selection Priority IE, the S-NG-RAN node may use it for RRM purposes.
The S-NG-RAN node shall report to the M-NG-RAN node, in the S-NODE ADDITION REQUEST ACKNOWLEDGE message, the result for all the requested PDU session resouces in the following way:

-
A list of PDU session resources which are successfully established shall be included in the PDU Session Resources Admitted To Be Added List IE.

-
A list of PDU session resources which failed to be established shall be included in the PDU Session Resources Not Admitted List IE.
Editor’s Note:
Security handling for SCG split bearer is FFS.
Upon reception of the S-NODE ADDITION REQUEST ACKNOWLEDGE message the M-NG-RAN node shall stop the timer TXnDCprep.

If the S-NG-RAN node UE XnAP ID IE is contained in the S-NODE ADDITION REQUEST message, the S-NG-RAN node shall, if supported, store this information and use it as defined in TS 37.340 [8].

Interactions with the S-NG-RAN node Reconfiguration Completion procedure:

If the S-NG-RAN node admits at least one PDU session resource, the S-NG-RAN node shall start the timer TXnDCoverall when sending the S-NODE ADDITION REQUEST ACKNOWLEDGE message to the M-NG-RAN node. The reception of the S-NODE RECONFIGURATION COMPLETE message shall stop the timer TXnDCoverall.
>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<

8.3.3
M-NG-RAN node initiated S-NG-RAN node Modification Preparation

Editor’s Note: All the text below is FFS.
8.3.3.1
General

This procedure is used to enable an M-NG-RAN node to request an S-NG-RAN node to modify the UE context at the S-NG-RAN node or to query the current SCG configuration for supporting delta signalling in M-NG-RAN node initiated S-NG-RAN node change.

The procedure uses UE-associated signalling.

8.3.3.2
Successful Operation
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Figure 8.3.3.2-1: M-NG-RAN node initiated S-NG-RAN node Modification Preparation, successful operation
The M-NG-RAN node initiates the procedure by sending the S-NODE MODIFICATION REQUEST message to the S-NG-RAN node.

When the M-NG-RAN node sends the S-NODE MODIFICATION REQUEST message, it shall start the timer TXnDCprep.

The S-NODE MODIFICATION REQUEST message may contain

-
within the UE Context Information IE;

-
PDU session resources to be added within the PDU Session Resources To Be Added Item IE;

-
PDU session resources to be modified within the PDU Session Resources To Be Modified Item IE;

-
PDU session resources to be released within the PDU Session Resources To Be Released Item IE;
-
the S-NG-RAN node Security Key IE;
-
the S-NG-RAN node UE Aggregate Maximum Bit Rate IE;

-
the M-NG-RAN node to S-NG-RAN node Container IE;

-
the SCG Change Indication IE;

-
the SCG Configuration Query IE.
If the S-NODE MODIFICATION REQUEST message contains the Selected PLMN IE, the S-NG-RAN node may use it for RRM purposes.

If the S-NODE MODIFICATION REQUEST message contains the Handover Restriction List IE, the S-NG-RAN node shall 
-
replace the previously provided Handover Restriction List by the received Handover Restriction List in the UE context;

-
use this information to select an appropriate SCG.

If the S-NG-RAN node UE Aggregate Maximum Bit Rate IE is included in the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node shall:

-
replace the previously provided S-NG-RAN node UE Aggregate Maximum Bit Rate by the received S-NG-RAN node UE Aggregate Maximum Bit Rate in the UE context;

-
use the received S-NG-RAN node UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE as defined in TS 37.340 [8].

If the S-NODE MODIFICATION REQUEST message contains the Index to RAT/Frequency Selection Priority IE, the S-NG-RAN node may use it for RRM purposes.
The allocation of resources according to the values of the Allocation and Retention Priority IE included in the PDU Session Level QoS Parameters IE shall follow the principles described for the PDU Session Resource Setup procedure in TS 38.413 [5].
If at least one of the requested modifications is admitted by the S-NG-RAN node, the S-NG-RAN node shall modify the related part of the UE context accordingly and send the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message back to the M-NG-RAN node. 

The S-NG-RAN node shall include the PDU sessions for which resources have been either added or modified or released at the S-NG-RAN node either in the PDU Session Resources Admitted To Be Added List IE or the PDU Session Resources Admitted To Be Modified List IE or the PDU Session Resources Admitted To Be Released List IE. The S-NG-RAN node shall include the PDU sessions that have not been admitted in the PDU Session Resources Not Admitted List IE with an appropriate cause value.

If the PDU Session level QoS parameter IE is included in the S-NODE MODIFICATION REQUEST message for an PDU session resource to be modified the S-NG-RAN node shall allocate respective resources and provide corresponding radio configuration information within the S-NG-RAN node to M-NG-RAN node Container IE as described in TS 37.340 [8].

If the S-NODE MODIFICATION REQUEST message contains for an PDU session resource to be modified which is configured with the SCG bearer option the NG UL UP Address IE the S-NG-RAN node shall use it as the new UL NG-U address.

If the S-NODE MODIFICATION REQUEST message contains for an PDU session resource to be modified which is configured with the split bearer option the M-NG-RAN node UP Address IE the S-NG-RAN node shall use it as the new UL Xn-U address.

For an PDU session resource to be modified which is configured with the SCG bearer option the S-NG-RAN node may include in the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message the NG DL UP Address IE.

For an PDU session resource to be modified which is configured with the split bearer option the S-NG-RAN node may include in the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message the S-NG-RAN node UP Address IE.

If the SCG Change Indication IE is included in the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node shall act as specified in TS 37.340 [8].

Upon reception of the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message the M-NG-RAN node shall stop the timer TXnDCprep. If the S-NODE MODIFICATION REQUEST ACKNOWLEDGE message has included the S-NG-RAN node to M-NG-RAN node Container IE the M-NG-RAN node is then defined to have a Prepared S-NG-RAN node Modification for that Xn UE-associated signalling. 

If the SCG Configuration Query IE is included in the S-NODE MODIFICATION REQUEST message, the S-NG-RAN node shall provide corresponding radio configuration information within the SgNB to MeNB Container IE as described in TS 37.340 [8].
>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<

9.1.1.1
HANDOVER REQUEST
This message is sent by the source NG-RAN node to the target NG-RAN node to request the preparation of resources for a handover.

Direction: source NG-RAN node ( target NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.2.21
	
	YES
	reject

	Old NG-RAN node UE XnAP ID reference
	M
	
	NG-RAN node UE XnAP ID
9.2.2.33
	Allocated at the source NG-RAN node
	YES
	reject

	Cause
	M
	
	9.2.2.26
	
	YES
	reject

	Target Cell Global ID
	M
	
	9.2.2.40
	Includes either an E-UTRA CGI or an NR CGI
	YES
	reject

	GUAMI
	M
	
	9.2.2.39
	
	YES
	reject

	UE Context Information
	
	1
	
	
	YES
	reject

	>NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection

Editor’s Note: This IE is FFS.
	–
	

	>Signalling TNL association address at source NG-C side
	M
	
	CP Transport Layer Information

9.2.2.29
	This IE indicates the AMF’s IP address of the SCTP association used at the source NG-C interface instance.
	–
	

	>UE Security Capabilities
	M
	
	9.2.2.X
	
	
	

	>AS Security Information
	M
	
	9.2.2.Y
	
	–
	

	>UE Aggregate Maximum Bit Rate
	M
	
	9.2.2.36
	
	–
	

	>PDU Session Resources To Be Setup List
	
	1
	9.2.1.1
	Similar to NG-C signalling, containing UL tunnel information per PDU Session Resource;

and in addition the source side QoS flow ( DRB mapping
	–
	

	>RRC Context
	M
	
	OCTET STRING
	Includes the HandoverPreparationInformation message as defined in subclause 10.2.2. of TS 36.331 [14] or the HandoverPreparationInformation message as defined in subclause 11.2.2 of TS 38.331 [10].
	–
	

	>Location Reporting Information
	O
	
	9.2.2.48
	Includes the necessary parameters for location reporting.
	–
	

	>Handover Restriction List
	O
	
	<reference>
	
	–
	

	Trace Activation
	O
	
	9.2.2.45
	
	YES
	ignore

	Masked IMEISV
	O
	
	9.2.2.41
	
	YES
	ignore


Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS. 

>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<
9.1.2.1
S-NODE ADDITION REQUEST
This message is sent by the M-NG-RAN node to the S-NG-RAN node to request the preparation of resources for dual connectivity operation for a specific UE.
Direction: M-NG-RAN node ( S-NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.2.21
	
	YES
	reject

	M-NG-RAN node UE XnAP ID
	M
	
	NG-RAN node UE XnAP ID
9.2.2.33
	Allocated at the M-NG-RAN node
	YES
	reject

	UE Security Capabilities
	M
	
	9.2.2.X
	
	YES
	reject

	S-NG-RAN node Security Key
	M
	
	9.2.2.Z
	

	YES
	reject

	S-NG-RAN node UE Aggregate Maximum Bit Rate
	M
	
	UE Aggregate Maximum Bit Rate 

9.2.2.36
	The UE Aggregate Maximum Bit Rate is split into M-NG-RAN node UE Aggregate Maximum Bit Rate and S-NG-RAN node UE Aggregate Maximum Bit Rate which are enforced by M-NG-RAN node and S-NG-RAN node respectively.
	YES
	reject

	Selected PLMN
	O
	
	PLMN Identity

9.2.2.25
	The selected PLMN of the SCG in the S-NG-RAN node.
	YES
	ignore

	Handover Restriction List
	O
	
	<reference>
	
	YES
	ignore

	Index to RAT/Frequency Selection Priority
	O
	
	9.2.2.38
	
	YES
	reject

	PDU Session Resources To Be Added List
	
	1
	
	
	YES
	reject

	>PDU Session Resources To Be Added Item
	
	1 .. <maxnoofPDUsessions>
	
	
	EACH
	reject

	>>PDU Session ID
	M
	
	9.2.2.35
	
	–
	

	>>S-NSSAI
	M
	
	9.2.2.18
	
	–
	

	>>Bearer Configurations To Be Added
	
	1 .. <maxnoofBearerConfigs>
	
	
	EACH
	reject

	>>>CHOICE Bearer Configuration
	M
	
	
	
	–
	

	>>>>SN terminated Bearer
	
	
	
	
	–
	

	>>>>>PDU Session Resource Setup Info – SN terminated
	M
	
	9.2.1.6
	
	–
	

	>>>>MN terminated Bearer
	
	
	
	
	–
	

	>>>>>PDU Session Resource Setup Info – MN terminated
	M
	
	9.2.1.8
	
	–
	

	M-NG-RAN node to S-NG-RAN node Container
	M
	
	OCTET STRING
	Includes the CG-ConfigInfo message as defined in subclause 11.2.2 of TS 38.331 [10].
	YES
	reject

	S-NG-RAN node UE XnAP ID
	O
	
	NG-RAN node UE XnAP ID

9.2.2.33
	Allocated at the S-NG-RAN node
	YES
	reject

	Expected UE Behaviour
	O
	
	<reference>
	
	YES
	ignore

	Requested MCG split SRBs
	O
	
	ENUMERATED (srb1, srb2, srb1&2, ...)
	Indicates that resources for MCG Split SRB are requested.
	YES
	reject


>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<
9.1.2.5
S-NODE MODIFICATION REQUEST

This message is sent by the M-NG-RAN node to the S-NG-RAN node to request the preparation to modify S-NG-RAN node resources for a specific UE.

Direction: M-NG-RAN node ( S-NG-RAN node.
Editor’s Note: The tabular below is FFS.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.2.21
	
	YES
	reject

	M-NG-RAN node UE XnAP ID
	M
	
	NG-RAN node UE XnAP ID 9.2.2.33
	Allocated at the M-NG-RAN node
	YES
	reject

	S-NG-RAN node UE XnAP ID
	M
	
	NG-RAN node UE XnAP ID

9.2.2.33
	Allocated at the S-NG-RAN node
	YES
	reject

	Cause
	M
	
	9.2.2.26
	
	YES
	ignore

	SCG Change Indication
	O
	
	<reference>
	
	YES
	ignore

	Selected PLMN
	O
	
	PLMN Identity

9.2.2.25
	The selected PLMN of the SCG in the S-NG-RAN node.
	YES
	ignore

	Handover Restriction List
	O
	
	<reference>
	
	YES
	ignore

	SCG Configuration Query
	O
	
	9.2.2.11
	
	YES
	ignore

	UE Context Information
	
	0..1
	
	
	YES
	reject

	>UE Security Capabilities
	O
	
	9.2.2.X
	
	–
	

	>S-NG-RAN node Security Key
	O
	
	9.2.2.Z
	
	–
	

	>S-NG-RAN node UE Aggregate Maximum Bit Rate
	O
	
	UE Aggregate Maximum Bit Rate

9.2.2.36
	
	–
	

	>Index to RAT/Frequency Selection Priority
	O
	
	9.2.2.38
	
	–
	

	>PDU Session Resources To Be Added List
	
	0..1
	
	
	–
	

	>>PDU Session Resources To Be Added Item
	
	1 .. <maxnoofPDUsessions>
	
	
	EACH
	ignore

	>>>PDU Session ID
	M
	
	9.2.2.35
	
	–
	

	>>>S-NSSAI
	M
	
	9.2.2.18
	
	–
	

	>>>Bearer Configurations To Be Added
	
	1 .. <maxnoofBearerConfigs>
	
	
	EACH
	reject

	>>>>CHOICE Bearer Configuration
	M
	
	
	
	–
	

	>>>>>SN terminated Bearer
	
	
	
	
	–
	

	>>>>>PDU Session Resource Setup Info – SN terminated
	M
	
	9.2.1.6
	
	–
	

	>>>>>MN terminated Bearer
	
	
	
	
	–
	

	>>>>>>PDU Session Resource Setup Info – MN terminated
	
	
	9.2.1.8
	
	–
	

	>PDU Session Resources To Be Modified List
	
	0..1
	
	
	–
	

	>>PDU Session Resources To Be Modified Item
	
	1 .. <maxnoofPDUsessions>
	
	
	EACH
	ignore

	>>>PDU Session ID
	M
	
	9.2.2.35
	
	–
	

	>>>Bearer Configurations To Be Modified
	
	1 .. <maxnoofBearerConfigs>
	
	
	EACH
	reject

	>>>>CHOICE Bearer Configuration
	M
	
	
	
	–
	

	>>>>>SN terminated Bearer
	
	
	
	
	–
	

	>>>>>>PDU Session Resource Modification Info – SN terminated
	
	
	9.2.1.10
	
	–
	

	>>>>>MN terminated Bearer
	
	
	
	
	–
	

	>>>>>>PDU Session Resource Modification Info – MN terminated
	
	
	9.2.1.12
	
	–
	

	> PDU Session Resources To Be Released List
	
	0..1
	
	
	–
	

	>>PDU Session Resources To Be Released List – SN terminated
	O
	
	PDU Session List

<reference>
	A value for PDU Session ID shall only be present once in PDU Session Resources Admitted List IE and in PDU Session Resources Not Admitted List IE.
	–
	

	>>PDU Session Resources to Be Released List  – MN terminated
	O
	
	PDU Session List

<reference>
	A value for PDU Session ID shall only be present once in PDU Session Resources Admitted List IE and in PDU Session Resources Not Admitted List IE.
	–
	

	M-NG-RAN node to S-NG-RAN node Container
	O
	
	OCTET STRING
	Includes the CG-ConfigInfo message as defined in subclause 11.2.2. of TS 38.331 [10]
	YES
	ignore


>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<
9.2.1.14
UE Context Information
This IE contains the UE context information.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection
Editor’s Note: [This IE is FFS]

	Signalling TNL Association Address at source NG-C side
	M
	
	CP Transport Layer Information

9.2.2.29
	This IE indicates the AMF’s IP address of the SCTP association used at the source NG-C interface instance.

	UE Security Capabilities
	M
	
	9.2.2.X
	

	AS Security Information
	M
	
	9.2.2.Y
	

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.2.36
	[FFS]

	PDU Session Resources To Be Setup List
	M
	
	9.2.1.1
	

	RRC Context
	M
	
	OCTET STRING
	Includes the HandoverPreparationInformation message as defined in subclause 11.2.2 of  TS 38.331[10].

	Handover Restriction List
	O
	
	<reference>
	


>>>>>>>>>>   NEXT CHANGE   <<<<<<<<<
9.2.2.X
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	>NR Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other NR algorithm than NEA0,

“first bit” – 128-NEA1,

“second bit” – 128-NEA2,

“third bit” – 128-NEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [x].

	>NR Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:

“all bits equal to 0” – UE supports no other NR algorithm than NIA0,

“first bit” – 128-NIA1,

“second bit” – 128-NIA2,

“third bit” – 128-NIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.501 [x].

	>E-UTRA Encryption Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an encryption algorithm:

“all bits equal to 0” – UE supports no other algorithm than EEA0,

“first bit” – 128-EEA1,

“second bit” – 128-EEA2,

“third bit” – 128-EEA3,

other bits reserved for future use. Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [y].

	>E-UTRA Integrity Protection Algorithms
	M
	
	BIT STRING (SIZE(16, …))
	Each position in the bitmap represents an integrity protection algorithm:

“all bits equal to 0” – UE supports no other algorithm than EIA0,

“first bit” – 128-EIA1,

“second bit” – 128-EIA2,

“third bit” – 128-EIA3,

other bits reserved for future use.

Value ‘1’ indicates support and value ‘0’ indicates no support of the algorithm.

Algorithms are defined in TS 33.401 [y].


9.2.2.Y
AS Security Information

The AS Security Information IE is used to generate the key material to be used for AS security with the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Key NG-RAN Star
	M
	
	BIT STRING (256)
	KNG-RAN* defined in TS 33.501 [x].

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Count (NCC) defined in TS 33.501 [x]


9.2.2.Z
S-NG-RAN node Security Key

The S-NG-RAN node Security Key IE is used to apply security in the S-NG-RAN node as defined in TS 33.501 [x].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	S-NG-RAN node Security Key
	M
	
	BIT STRING (SIZE(256))
	The S-KSN which is provided by the M-NG-RAN node, see TS 33.501 [x].


3GPP


source  NG-RAN node
target  NG-RAN node
HANDOVER REQUEST
HANDOVER PREPARATION FAILURE



source  NG-RAN node
target  NG-RAN node
HANDOVER REQUEST
HANDOVER REQUEST ACKNOWLEDGE



M-NG-RAN node
S-NG-RAN node
S-NODE ADDITION REQUEST
S-NODE ADDITION REQUEST ACKNOWLEDGE



M-NG-RAN node
S-NG-RAN node
S-NODE MODIFICATION REQUEST
S-NODE MODIFICATION REQUEST ACKNOWLEDGE



